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QUESTION 1
The Musical Instrument Digital Interface (MIDI) standard is used for digital music.
Which OSI layer does this standard belong to?

A. Session
B. Data Link
C. Application
D. Presentation

Answer: D

QUESTION 2
Can a user use Personal Certificates to control server access?

SSL can also be used to verify the users' identity to the server
NO, there is no such method

It can be used through web security

None of the above

Cow»

Answer: A

QUESTION 3
The application provides IP address-to-hostname or vice-versa lookup:

FTP
Telnet
DNS
ICMP

Cow»

Answer: C

QUESTION 4
Firewalls at this level know a great deal about what is going on and can be very selective in
granting access:

A. Layer 3
B. Layer4
C. Layer 6
D. Layer?7

Answer: D

QUESTION 5
What are the challenges associated with VPN implementation?

Complexity of infrastructure

Addressing and routing and administration

Difficulty with centralized management of client policy
All of the above

©Cow>»
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Answer: D

QUESTION 6
Which of the following is NOT a good practice for audit logs?

A. Audit Logs should be accessible to all users at all times

B. Audit Logs should be accessible to security personnel only
C. Audit Logs should contain unsuccessful login attempts

D. Audit Logs should not contain any passwords

Answer: A

QUESTION 7
Which of the following is TRUE then transmitting Secret Information over the network?

Secret Information should be transmitted in an encrypted form
Secret Information should be transmitted as a plain-text

Secret Information should be transmitted in a compressed form
Secret Information should be transmitted along with user id

Cow»

Answer: A

QUESTION 8
An alternate site configured with necessary system hardware, supporting infrastructure and an on
site staff able to respond to an activation of a contingency plan 24 hours a day,7 days a week is a

Hot site

Cold site

Warm site

None of the above

Cow»

Answer: A

QUESTION 9
Which of the following is true about authentication?

A. Authentication means that information can be accessed when needed by authorized
personnel

B. Authentication means that passwords can be accessed when needed by authorized
personnel

C. Authentication means the positive verification of the user/device ma system
D. Authentication means that only authorized persons modify information

Answer: C

QUESTION 10
Zip/Jaz drives, SyQuest, and Bemoulli boxes are very transportable and are often the standard
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for:

Data exchange in many businesses
Data change in many businesses
Data compression in many businesses
Data interchange in many businesses

Cow»

Answer: A

QUESTION 11

Your company's off site backup facility is intended to operate an information processing facility,
having no computer or

communications equipment, but having flooring, electrical wiring, air conditioning, etc. This is
better known as a

Hot site

Duplicate processing facility
Cold site

Warm site

Cow»

Answer: C

QUESTION 12

Which of the following rules related to a Business Continuity Plan/Disaster Recovery Plan is not
correct?

A. In order to facilitate recovery, a single plan should coverall locations

B. There should be requirements for forming a committee to decide a course of action.
These decisions should be made ahead of time
and incorporated into the plan

C. Inits procedures and tasks, the plan should refer to functions, not specific individuals

D. Critical vendors should be contacted ahead of time to validate equipment that can be obtained
in a timely manner

Answer: A

QUESTION 13
Which of the following classify under techno crime?

Stolen customer account details
Virus attack

Server failure

Hurricane

Ccow»

Answer: A
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