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QUESTION 1 
What is required before attempting installation of the Symantec Messaging Gateway 10.0 
appliance? 
 

A. console access to the appliance 

B. DVD-ROM drive listed on hardware compatibility list 

C. valid license file 

D. machine account created in Active Directory 

 
Answer: A 
 
 
QUESTION 2 
Which TCP port is used for communication between the Control Center and the scanner(s)? 
 

A. 41001 

B. 41002 

C. 41004 

D. 41080 

 
Answer: B 
 
 
QUESTION 3 
There is a firewall in place between Symantec Messaging Gateway 10.0 and the Internet at the 
customer site. An administrator needs to use an external NTP server on the Internet for time 
synchronization. Which port must be open on the firewall to allow this? 
 

A. 22 

B. 389 

C. 80 

D. 123 

 
Answer: D 
 
 
QUESTION 4 
Before performing a software update on a scanner-only appliance, which MTA operation/mode 
should be chosen if there are messages in the queues? 
 

A. pause the MTA 

B. flush all delivery queues 

C. pause message scanning and delivery 

D. do not accept incoming messages 

 
Answer: D 
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QUESTION 5 
A diagnostics package for a scanner-only appliance can be generated from the GUI in Symantec 
Messaging Gateway 10.0. If the package is small (less than 5 MB), which transfer protocol type 
should be used by the administrator to verify the diagnostics package before providing it to 
technical support for analysis? 
 

A. SMTP 

B. download to desktop 

C. FTP 

D. SCP 

 
Answer: B 
 
 
QUESTION 6 
Where are options for backup and restore of Symantec Messaging Gateway 10.0 located? 
 

A. Administration -> Version 

B. Administration -> Utilities 

C. Administration -> Restore/Download 

D. Administration -> Updates 

 
Answer: A 
 
 
QUESTION 7 
What should an administrator do before performing a software update of Symantec Messaging 
Gateway 10.0? 
 

A. store backup on local server 

B. store backup on a remote location using FTP 

C. encrypt local backup 

D. purge all backups from the appliance 

 
Answer: C 
 
 
QUESTION 8 
Following the leak of confidential business contracts, a company's Legal department mandates 
that all outbound communication from the Finance department must be secure at all times. Which 
two policy strategies can help the messaging administrator accomplish this in Symantec 
Messaging Gateway 10.0? (Select two.) 
 

A. deliver message using TLS 

B. block direct client access to corporate email servers 

C. deliver message with notification 

D. deliver message with content encryption 

E. configure firewall to only accept outbound SMTP connections from the Symantec Messaging Gateway 
scanners 

 
Answer: AD 
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QUESTION 9 
What are two benefits of using attachment list policy resources in Symantec Messaging Gateway 
10.0? (Select two.) 
 

A. can help prevent confidential information from leaving the company 

B. can provide another level of defense against malware 

C. can increase message processing speed 

D. can protect against drive-by downloads 

E. can help prevent directory harvest attack (DHA) 

 
Answer: AB 
 
 
QUESTION 10 
How are content filtering policies different from spam and virus policies? 
 

A. Content filtering policies use system-defined verdicts. 

B. Spam and virus polices use administrator-defined verdicts. 

C. Spam and virus policies use system-defined verdicts. 

D. Content filtering policies use end user-defined verdicts. 

 
Answer: C 
 
 
QUESTION 11 
Outgoing messages need to be checked for specific words and phrases. Any messages 
containing the listed words should be held for review. Which content filtering resource is used for 
this requirement? 
 

A. Directories 

B. Dictionaries 

C. Notifications 

D. Annotations 

 
Answer: D 
 
 
QUESTION 12 
An administrator works for a pharmaceutical company that distributes Drug X. A content filtering 
policy using the premium compliance "Prescription Drug Names" dictionary resource (which 
includes Drug X as a predefined phrase), blocks any email from the Marketing department 
containing the drug name. Marketing has indicated that this is unacceptable but wishes to 
continue to block the use of other words or phrases in that dictionary. How can the administrator 
adjust the resources used by the current content filtering policy to resolve the Marketing 
department issue? 
 

A. disable Drug X from the "Prescription Drug Names" dictionary 

B. add Drug X to the "Prescription Drug Names" dictionary 

C. enable Drug X in the "Prescription Drug Names" dictionary 

D. delete Drug X from the "Prescription Drug Names" dictionary 

 
Answer: A 
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QUESTION 13 
In which two situations are multiple group policies useful? (Select two.) 
 

A. when the entire organization wants to delete spam 

B. when only the Human Resources department wants to receive spam 

C. when only the Engineering department wants to keep message logs 

D. when only the Legal department should be allowed to send archive files 

E. when all of the departments want to scan outbound messages 

 
Answer: BD 
 
 
QUESTION 14 
Which two actions must be taken to allow end-users to create personal Good and Bad Senders 
lists? (Select two.) 
 

A. add "Hold message in Spam Quarantine" action to Local Bad Senders domains 

B. check the option "Enable end-user settings for this policy group" 

C. configure an LDAP source with Authentication and Recipient Validation functions 

D. configure an LDAP source with Authentication and Routing functions 

E. configure an LDAP source with Authentication and Address Resolution functions 

 
Answer: BE 
 
 
QUESTION 15 
Legitimate email from xCorp is being rejected by Symantec Messaging Gateway 10.0 at ZZ Inc. 
How can a ZZ Inc. email administrator troubleshoot this issue? 
 

A. Add the xCorp MTA IP address to the Fastpass table. 

B. Add the xCorp MTA IP address to the Global Good Senders list. 

C. View the reputation of the xCorp MTA using the Spamhaus IP Address Lookup Tool. 

D. View the reputation status of the xCorp MTA IP address via the IP Reputation lookup tool. 

 
Answer: D 
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