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QUESTION 1
Which two configuration tasks should you use to implement filter-based forwarding? (Choose
two.)

A. Create a VRF routing instance.

B. Create a firewall filter with an action of virtual-channel
C. Create routing options with rib-groups.

D. Create routing options with interface routes.

Answer: CD

QUESTION 2

Your corporate network consists of a central office and four branch offices. You are responsible
for coming up with an effective solution to provide secure connectivity between the sites. Which
solution meets the requirements?

A. Implement firewall filters on each device.

B. Implement an HTTPS-based mesh between all sites.
C. Implement secure routing policies.

D. Implement a hub-and-spoke VPN.

Answer: D

QUESTION 3

You have been asked to configure a signature to block an attack released by a security
vulnerability reporting agency. Which two characteristics of the attack must you understand to
configure the attack object? (Choose two)

the source IP address of the attacker

the protocol the attack is transported in

a string or regular expression that occurs within the attack
IPv4 routing header

Cow»

Answer: BC

QUESTION 4

In a group VPN topology, you have three members A, B, and C. You want A lo communicate with
B using a different encryption key from the one it uses to communicate with C. How do you
achieve this?

A. You put A, B, and C in three different groups
B

. You put A, B, and C in the same group, but you define a different match-policy for communication
between A and B and for communication between A and C

C. You define a different SA and a different match-policy for communication between A and B and for
communication between A and C.

D. Inagroup VPN, all members of a group must use the same key to communicate with each other.

Answer: D
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QUESTION 5

Click the Exhibit button. The client is downloading a file from the FTP server. The FTP control
channel is established using a security policy named t rust-to-untrust. Which statement is correct
about the output in the exhibit regarding the data channel?

10.11.0/24 11.110/24
1

. 10 | 1 10
EJD e al?
T g=0/0/10 8=20/0/20

Trust Untrust
Client SRX Device FTP Sarver

uger@srx¥ run show gecucrity flow gession extensive

Seszion ID;: RB944, Heatun: Normal
Fleg: 0282001000
Policy name: Scust-sto-unteust/é6
Source MAT pool: Null
Maximum timoout: 2, Current timeout: 2
2ession 2tate: Veolid
Skaxrt time: 1559573, Duzestion: 0
Client: FTP ALG, Group: 1, Resource: 1
Int 11.1.1.,10/20 ==> 10.1.1.10/52304; top,
Interface: ge-0/0/2.0,
Bession token: 0x7, Flag: 0x0x21
Route: Oxel010, Gateway: 11.1.1.10, Tunnel: 0
Port sequence: 0, FIN sequance: 0,
PIN state: 2,
Pketa: 3, Bytea: 330
OQuet: 10.1.1.20/52304 --> 11.1.1.10/20; tcp,
Interfece: ge-0/0/1.0,
Segaion token: Ox6, Flag: 0:Dx20
Route: Ox80010, Geteway: 10.1.1.10, Tunnel: 0
Poct =eaquence: 0, PIN sequence: 0,
FIN steate: 2,
Pkte: 4, Bytes: 208

-~

Totol sessions: 2

Passive FTP is being used to establish the data channel.

The pinhole has been opened by the FTP ALG for return traffic.
The session requires a separate security policy for return traffic.
The session is using NAT to translate IP addresses.

Cow»

Answer: B

QUESTION 6
You are implementing a chassis cluster and adding the cluster to your multicast domain. Which
two statements are valid considerations for this implementation scenario? (Choose two.)

A. Multicast sessions are only maintained on the primary node in the cluster and will not be maintained
during a failover scenario.

B. Multicast sessions are synchronized on both nodes within the cluster and will be maintained during
a failover scenario.

C. The ppe and ppd interfaces are used to enable a cluster to act as a rendezvous point (RP) or first
hop router in the multicast domain.

D. The pe and pd interfaces are used to enable a cluster to act as a rendezvous point (RP) or first hop
router in the multicast domain.
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Answer: BC

QUESTION 7

Click the Exhibit button. In the exhibit, a site-to-site IPSec tunnel between the chassis cluster and
the remote SRX240 device will not establish. The chassis cluster and the remote SRX240 device
are using their loopback interfaces tor IPSec tunnel termination. What is causing the problem?

SRX240

=

Internet

rethO J

Node D Node 1
- i
SRX5800 SRX5800

A. Site-to-site IPSec VPNs are not supported on a chassis cluster; a GRE tunnel must be used instead.

B. Loopback interface IPSec tunnel termination is not supported on high-end SRX Series chassis clusters;
use the rethO interface instead.

C. Site-to-site IPSec VPNs between high-end SRX Series chassis clusters and branch SRX devices are
not supported. The SRX240 device must be replaced with a high-end SRX device

D. Loopback interface IPSec tunnel termination within a chassis cluster must have PFS enabled Configure
PFS on both ends of the IPSec tunnel.

Answer: B

QUESTION 8
In terms of application and protocol recognition, how does the IPS engine inspect the traffic?

unidirectional on the incoming interface
unidirectional on the outbound interface
only traffic from and to well-known ports
bidirectionally

Ccow»

Answer: D

QUESTION 9

Your company has installed a new transparent proxy server that it wants all employee traffic to
traverse before taking the default route to the Internet. The proxy server is within two DMZ zones
from the SRX Series device, which means your SRX device must now have two default routes:
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one to the proxy DMZ and one to the Internet from the proxy DMZ. What can you do to get the
traffic to flow to the transparent proxy DMZ, and then from the proxy DMZ to the Internet,
regardless of the destination or port?

A. Configure two static default floating routes: one from the employee zone to the ingress proxy DMZ
and a second from the egress proxy DMZ to the Internet.

B. Configure two separate routing instances: one instance for the employee zone to the ingress proxy
DMZ and the second for the egress proxy DMZ to the Internet.

C. Configure security policies that will route all traffic to the ingress proxy DMZ then traffic will follow
the default route to the Internet from the egress proxy DMZ.

D. Configure a rib-group to handle the two default routes between the ingress and egress zones of the
new proxy.

Answer: B

QUESTION 10

Click the Exhibit button. In the exhibit, traffic from the client is routed to Server A by default you
have just implemented filter-based forwarding to redirect specific traffic from the client to Server
B. Server B will then send that traffic to Server A . After finalizing this implementation, you notice

reverse traffic from Server A back to the client is being dropped. Which statement describes why
the reverse traffic is being dropped?

Trust Zone Yntrust Zone

DMZ Zone

|
ServerB

The filter-based forwarding unidirectional-only option has been enabled.
The MAC caching configuration option has not been enabled.

The Junos OS performs a route lookup on the reverse traffic and drops the traffic due to a zone
mismatch.

D. The Junos OS performs a security policy check in the fast path packet flow on traffic matched by
a stateless filter.

oOw>

Answer: C
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