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QUESTION 1 
Which type of vulnerability can occur when a developer exposes a reference to an internal 
implementation object, such as a file, directory, database record, or key, as a URL or form 
parameter? 
 

A. Cross-site Scripting 

B. Insecure Direct Object Reference 

C. Injection Flaw 

D. Cross Site Request Forgery 

 
Answer: B 
 
 
QUESTION 2 
Which lines in an HTTP response would trigger a positive result from an AppScan test for a 
vulnerability of type Possible Server Path Disclosure Pattern Found? 
 

A. <!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" 
"http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd"> 

B. <!--#include file="file.htm"--> 

C. d:\backup\website\oldfiles 

D. ./images/header/ibm/logoBigBlue.jpg 

 
Answer: C 
 
 
QUESTION 3 
In the AppScan Application Data view, what can help you determine if your application was fully 
explored? (Choose two.) 
 

A. Visited URLs 

B. JavaScripts 

C. Cookies 

D. Broken links 

 
Answer: AD 
 
 
QUESTION 4 
Which AppScan report type relates to Sarbanes-Oxley Act, HIPPA and FISMA? 
 

A. Compliance 

B. WASC Threat Classification 

C. OWASP Top 10 

D. Delta Analysis 

 
Answer: A 
 
 
QUESTION 5 
Which three actions should you take if your application requires form-based authentication? 
(Choose three.) 
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A. record a login sequence 

B. configure platform authentication 

C. configure client-side certificates 

D. ensure that in-session detection is enabled and properly configured 

E. ensure that all session tokens are being tracked 

F. reduce the number of threads to one 

 
Answer: ADE 
 
 
QUESTION 6 
Which defense is most reliable in protecting a Web application from being hacked? 
 

A. set up an application firewall 

B. use SSL encryption 

C. set up an Intrusion Detection System 

D. write secure code 

 
Answer: D 
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