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QUESTION 1
Which of the following URLs would be used for a SSL/TLS Web site?

https://www.domain.com/index.html
shttp://www.domain.com/index.html

http:// www.domain.com:443/index.html

http:// www.domain.com/secure.htm

http:// www.domain.com/index.html?=start_security
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Answer: A

QUESTION 2
During the initial SSL/TLS handshake process which device selects the cipher suite used for the
symmetric encryption?

Server selects

Network router selects

Network firewall selects

Client selects

Only one cipher suite is available in SSL/TLS; therefore, there is no need to select

moowp

Answer: A

QUESTION 3
Which of the following best describes "high availability"?

A. An Internet service's ability to transfer huge amounts of data.
B. An Internet service's ability to integrate with compute clouds (and other highly virtualized environments).
C

. An Internet service's ability to remain online when some of the underlying components malfunction
or fail.

D. An Internet service's ability to scale into a cloud automatically.

Answer: C

QUESTION 4
The size of the cache for the Stingray Traffic Manager (STM) can be configured:

In the virtual server settings
Inline and requires 3 interfaces
In the global settings

In the system settings

In the class settings
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Answer: C

QUESTION 5
Which Stingray Traffic Manager (STM) would you recommend if you need 10,000 SSL
transactions per second?
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1000L
1000M
1000H
2000L
4000VH
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Answer: D

QUESTION 6
What is an HTTP client typically called?

Web server
Web client
Web browser
Web logger
Web cache
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Answer: C

QUESTION 7
What are the correct steps for creating a valid server certificate for a public secure Web site?

A. Create a self-signed server certificate and install this on the public Web server.
B

Create a Certificate Signing Request, sign the CSR with your Enterprise Certificate Authority
server and install the certificate on your public Web server.

C. Create a Certificate Signing Request, sign the CSR using a trusted Certificate Authority service
(such as Verisign, Entrustand) and install the certificate on your public Web server.

D. Download a server certificate and private key from the Internet and install it on your public Web
server.

E. Use an off-line tool, like OpenSSL, to create the server certificate and install it on your public Web
server.

Answer: D

QUESTION 8
Which network layer protocol does TCP use for communication?

The Internet Protocol (IP)

User Datagram Protocol (UDP)

File Transfer Protocol (FTP)
Address Resolution Protocol (ARP)
Internetwork Packet Exchange (IPX)
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Answer: A

QUESTION 9

When connecting to a HTTPS Web site what is the message called after the initial TCP
handshake?
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Server Hello

Client Hello
ClientkeyExchange
Certificate
ChangeCipherSpec

moowp

Answer: B

QUESTION 10

Stingray Application Firewall (SAF) is a pure software that you can install on many operating
systems. Which of the following operating systems have installation packages?

SunOS Solaris
Linux

Windows
FreeBSD

All of the above
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Answer: E

QUESTION 11

When a firewall uses a packet filtering policy, which one of the following statements is true?
(Select 2)

The firewall allows or disallows packets on the basis of the source IP address.

The firewall allows or disallows packets on the basis of the error checking information.

The firewall allows or disallows packets on the basis of the destination IP address.

The firewall allows or disallows packets on the basis of the contents of the data within the packet.
UDP guarantees to deliver data to a network destination.
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Answer: AC

QUESTION 12
Which of the following TrafficScript functions stops the processing of further rules? (Select 2)

connection.close()
connection.discard()
pool.select()
pool.use()
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Answer: BD
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