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QUESTION 1 
Which of the following methods can be used as collectors for device profiling? (Choose 2) 
 

A. OnGuard agent 

B. Active Directory Attributes 

C. ActiveSync Plugin 

D. Username and Password 

E. Client's role on the controller 

 
Answer: AC 
 
 
QUESTION 2 
Refer to the screen capture below: Based upon Endpoint information shown here, which 
collectors were used to profile the device as Apple iPad? (Choose 2) 
 

 
 

A. OnGuard Agent 

B. HTTP User-Agent 

C. DHCP fingerprinting 

D. SNMP 

E. SmartDevice 

 
Answer: BC 
 
 
QUESTION 3 
To setup an Aruba Controller as DHCP relay for device fingerprinting, which of the following IP 
addresses needs to be configured? 
 

A. DHCP server IP 

B. ClearPass server IP 

C. Active Directory IP 

D. Microsoft NPS server IP 

E. Switch IP 
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Answer: B 
 
 
QUESTION 4 
What database in the Policy Manager contains the device attributes derived by profiling? 
 

A. Local Users Repository 

B. Onboard Devices Repository 

C. Endpoints Repository 

D. Guest User Repository 

E. Client Repository 

 
Answer: C 
 
 
QUESTION 5 
Refer to the screen capture below: Based on the Endpoint Profiler output shown here, which of 
the following statements is true? 
 

 
 

A. The devices have been profiled using DHCP fingerprinting. 

B. There are 5 devices profiled in the Computer Device Category. 

C. Apple devices will be profiled in the SmartDevice category. 

D. There is only 1 Microsoft Windows device present in the network. 

E. The linux device with MAC address 000c29fd8945 has not been profiled. 

 
Answer: B 
 
 
QUESTION 6 
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Which of the following conditions can be used for rule creation of an Enforcement Policy? 
(Choose 3) 
 

A. System Time 

B. Clearpass IP address 

C. Posture 

D. Switch VLAN 

E. Connection Protocol 

 
Answer: ACE 
 
 
QUESTION 7 
Refer to the screen capture below: Based on the Enforcement Policy configuration, if a user with 
Role Engineer connects to the network and the posture token assigned is Unknown, what 
Enforcement Profile will be applied? 
 

 
A. EMPLOYEE_VLAN 

B. Remote Employee ACL 

C. RestrictedACL 

D. Deny Access Profile 

E. HR VLAN 

 
Answer: D 
 
 
QUESTION 8 
Refer to the screen capture below: Based on the Enforcement Policy configuration, if a user with 
Role Remote Worker connects to the network and the posture token assigned is quarantine, what 
Enforcement Profile will be applied? 
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A. EMPLOYEE_VLAN 

B. Remote Employee ACL 

C. RestrictedACL 

D. Deny Access Profile 

E. HR VLAN 

 
Answer: C 
 
 
QUESTION 9 
Refer to the screen capture below: 
 

 
 
Based on the Enforcement Policy configuration, if a user connects to the network using an Apple 
iphone, what Enforcement Profile is applied? 
 

A. WIRELESS_CAPTIVE_NETWORK 

B. WIRELESS_HANDHELD_NETWORK 

C. WIRELESS_GUEST_NETWORK 
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D. WIRELESS_EMPLOYEE_NETWORK 

E. Deny Access 

 
Answer: A 
 
 
QUESTION 10 
Refer to the screen capture below: 
 

 
 
A user who is tagged with the ClearPass roles of Role_Engineer and developer, but not testqa, 
connects to the network with a corporate Windows laptop. What Enforcement Profile is applied? 
 

A. WIRELESS_CAPTIVE_NETWORK 

B. WIRELESS_HANDHELD_NETWORK 

C. WIRELESS_GUEST_NETWORK 

D. WIRELESS_EMPLOYEE_NETWORK 

E. Deny Access 

 
Answer: D 
 
 
QUESTION 11 
Which of the following components of a Policy Service is mandatory? 
 

A. Enforcement 

B. Posture 

C. Profiler 

D. Role Mapping Policy 

E. Authorization Source 

 
Answer: A 
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