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QUESTION 1
What piece of hardware on a computer's motherboard generates encryption keys and only
releases a part of the key so that decrypting a disk on a new piece of hardware is not possible?

CPU
GPU
UEFI
TPM

00w

Answer: D

Explanation:

The TPM is a chip that's part of your computer's motherboard -- if you bought an off-the-shelf PC,
it's soldered onto the motherboard. If you built your own computer, you can buy one as an add-on
module if your motherboard supports it. The TPM generates encryption keys, keeping part of the
key to itself.

QUESTION 2
StackGuard (as used by Immunix), ssp/ProPolice (as used by OpenBSD), and Microsoft's /GS
option use defense against buffer overflow attacks.

Canary

Hex editing

Format checking
Non-executing stack

00>

Answer: A

Explanation:

Canaries or canary words are known values that are placed between a buffer and control data on
the stack to monitor buffer overflows. When the buffer overflows, it will clobber the canary,
making the overflow evident. This is a reference to the historic practice of using canaries in coal
mines, since they would be affected by toxic gases earlier than the miners, thus providing a
biological warning system.

QUESTION 3

Symmetric encryption algorithms are known to be fast but present great challenges on the key
management side. Asymmetric encryption algorithms are slow but allow communication with a
remote host without having to transfer a key out of band or in person. If we combine the strength
of both crypto systems where we use the symmetric algorithm to encrypt the bulk of the data and
then use the asymmetric encryption system to encrypt the symmetric key, what would this type of
usage be known as?

Symmetric system
Combined system
Hybrid system
Asymmetric system

00>

Answer: C

Explanation:

Because of the complexity of the underlying problems, most public-key algorithms involve
operations such as modular multiplication and exponentiation, which are much more
computationally expensive than the techniques used in most block ciphers, especially with typical
key sizes. As a result, public-key cryptosystems are commonly "hybrid" systems, in which a fast
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symmetric-key encryption algorithm is used for the message itself, while the relevant symmetric
key is sent with the message, but encrypted using a public-key algorithm. Similarly, hybrid
signature schemes are often used, in which a cryptographic hash function is computed, and only
the resulting hash is digitally signed.

QUESTION 4

Steven the hacker realizes that the network administrator of XYZ is using syskey to protect
organization resources in the Windows 2000 Server. Syskey independently encrypts the hashes
so that physical access to the server, tapes, or ERDs is only first step to cracking the passwords.
Steven must break through the encryption used by syskey before he can attempt to brute force
dictionary attacks on the hashes. Steven runs a program called "SysCracker" targeting the
Windows 2000 Server machine in attempting to crack the hash used by Syskey. He needs to
configure the encryption level before he can launch attach. How many bits does Syskey use for
encryption?

40 bit
64 bit
256 bit
128 bit
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Answer: D

Explanation:

SYSKEY is a utility that encrypts the hashed password information in a SAM database using a
128-bit encryption key.

QUESTION 5

In the context of using PKI, when Sven wishes to send a secret message to Bob, he looks up
Bob's public key in a directory, uses it to encrypt the message before sending it off. Bob then
uses his private key to decrypt the message and reads it. No one listening on can decrypt the
message. Anyone can send an encrypted message to Bob but only Bob can read it. Thus,
although many people may know Bob's public key and use it to verify Bob's signature, they
cannot discover Bob's private key and use it to forge digital signatures. What does this principle
refer to?

Irreversibility
Non-repudiation
Symmetry
Asymmetry

Cow»

Answer: D

Explanation:

PKI uses asymmetric key pair encryption. One key of the pair is the only way to decrypt data
encrypted with the other.

QUESTION 6
What is SYSKEY # of bits used for encryption?

40
64
128
256
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Answer: C

Explanation:

System Key hotfix is an optional feature which allows stronger encryption of SAM. Strong
encryption protects private account information by encrypting the password data using a 128-bit
cryptographically random key, known as a password encryption key.

QUESTION 7
Which of the following is NOT true of cryptography?

A. Science of protecting information by encoding it into an unreadable format

B. Method of storing and transmitting data in a form that only those it is intended for can read and
process

C. Most (if not all) algorithms can be broken by both technical and non-technical means
D. An effective way of protecting sensitive information in storage but not in transit

Answer: D
Explanation:
Cryptography will protect data in both storage and in transit.

QUESTION 8
Which of the following best describes session key creation in SSL?

A. ltis created by the server after verifying theuser's identity
B. Itis created by the server upon connection by the client

C. ltis created by the client from the server's public key

D. lItis created by the client after verifying the server's identity
Answer: D

Explanation:

An SSL session always begins with an exchange of messages called the SSL handshake. The
handshake allows the server to authenticate itself to the client using public-key techniques, then
allows the client and the server to cooperate in the creation of symmetric keys used for rapid
encryption, decryption, and tamper detection during the session that follows. Optionally, the
handshake also allows the client to authenticate itself to the server.

QUESTION 9
How many bits encryption does SHA-1 use?

64 bits

128 hits
160 bits
256 bits

cow»

Answer: C

Explanation:

SHA-1 (as well as SHA-0) produces a 160-bit digest from a message with a maximum length of
264 - 1 bits, and is based on principles similar to those used by Professor Ronald L. Rivest of MIT
in the design of the MD4 and MD5 message digest algorithms.
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QUESTION 10

There is some dispute between two network administrators at your company. Your boss asks you
to come and meet with the administrators to set the record straight. Which of these are true about
PKI and encryption?

Select the best answers.

A. PKI provides data with encryption, compression, and restorability.

B. Public-key encryption was invented in 1976 by Whitfield Diffie and Martin Hellman.

C. When it comes to eCommerce, as long as you have authenticity, and authenticity, you do not
need encryption.

D. RSA s atype of encryption.

Answer: BD

Explanation:

PKI provides confidentiality, integrity, and authenticity of the messages exchanged between these
two types of systems. The 3rd party provides the public key and the receiver verifies the message
with a combination of the private and public key. Public-key encryption WAS invented in 1976 by
Whitfield Diffie and Martin Hellman. The famous hashing algorithm Diffie-Hellman was named
after them. The RSA Algorithm is created by the RSA Security company that also has created
other widely used encryption algorithms.

QUESTION 11

Alice needs to send a confidential document to her coworker. Bryan. Their company has public
key infrastructure set up. Therefore. Alice both encrypts the message and digitally signs it. Alice
uses to encrypt the message, and Bryan uses to confirm the digital signature.

Bryan's public key; Bryan's public key
Alice's public key; Alice's public key
Bryan's private key; Alice's public key
Bryan's public key; Alice's public key

cow»

Answer: D

Explanation:

Alice should Use Bryan's public key so only Brian can decrypt it with his private key. Bryan will
use Alice's public key to confirm this msg came from Alice as she is the only one with the private
key.

QUESTION 12

Which of the following protocols can be used to secure an LDAP service against anonymous
gueries?

A. SSO
B. RADIUS
C. WPA

D. NTLM

Answer: D
Explanation:
Use NTLM or any basic authentication mechanism to limit access to legitimate users only SMB.

QUESTION 13
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Andrew is an Ethical Hacker who was assigned the task of discovering all the active devices
hidden by a restrictive firewall in the IPv4 range in a given target network.

Which of the following host discovery techniques must he use to perform the given task?

UDP scan

TCP Maimon scan
ARP ping scan

ACK flag probe scan

00>

Answer: C

Explanation:

In the ARP ping scan, the ARP packets are sent for discovering all active devices in the IPv4
range even though the presence of such devices is hidden by restrictive firewalls.

QUESTION 14

joe works as an it administrator in an organization and has recently set up a cloud computing
service for the organization. To implement this service, he reached out to a telecom company for
providing Internet connectivity and transport services between the organization and the cloud
service provider, in the NIST cloud deployment reference architecture, under which category
does the telecom company fall in the above scenario?

Cloud booker
Cloud consumer
Cloud carrier
Cloud auditor
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Answer: C

Explanation:

A cloud carrier acts as an intermediary that provides connectivity and transport of cloud services
between cloud consumers and cloud providers.

Cloud carriers provide access to consumers through network, telecommunication and other
access devices. for instance, cloud consumers will obtain cloud services through network access
devices, like computers, laptops, mobile phones, mobile web devices (MIDs), etc.

The distribution of cloud services is often provided by network and telecommunication carriers or
a transport agent, wherever a transport agent refers to a business organization that provides
physical transport of storage media like high-capacity hard drives.

Note that a cloud provider can started SLAs with a cloud carrier to provide services consistent
with the level of SLAs offered to cloud consumers, and will require the cloud carrier to provide
dedicated and secure connections between cloud consumers and cloud providers.

QUESTION 15

David is a security professional working in an organization, and he is implementing a vulnerability
management program in the organization to evaluate and control the risks and vulnerabilities in
its IT infrastructure. He is currently executing the process of applying fixes on vulnerable systems
to reduce the impact and severity of vulnerabilities. Which phase of the vulnerability-management
life cycle is David currently in?

verification

Risk assessment
Vulnerability scan
Remediation

Cow»
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Answer: D

Explanation:

Its allude to play out the means that utilization to alleviate the established weaknesses as per
scan level. In this stage reaction group plan moderation cycle to cover weaknesses.

Prioritize proposals

Design an activity intend to execute the proposals Perform Root source examination

Apply the arrangements

Remediation errands:

QUESTION 16

Sam is working as a system administrator In an organization. He captured the principal
characteristics of a vulnerability and produced a numerical score to reflect Its severity using
CVSS v3.0 to property assess and prioritize the organization's vulnerability management
processes. The base score that Sam obtained after performing cvss rating was 4.0.

What is the CVSS severity level of the vulnerability discovered by Sam in the above scenario?

Medium
Low
Critical
High

00>

Answer: A
Explanation:
Rating CVSS Score:
None 0.0

Low 0.1 - 3.9
Medium 4.0 - 6.9
High 7.0 - 8.9
Critical 9.0 - 10.0

QUESTION 17

A friend of yours tells you that he downloaded and executed a file that was sent to him by a
coworker. Since the file did nothing when executed, he asks you for help because he suspects
that he may have installed a trojan on his computer.

What tests would you perform to determine whether his computer Is Infected?

A. Use ExifTool and check for malicious content.

B. You do not check; rather, you immediately restore a previous snapshot of the operating system.
C. Upload the file to VirusTotal.

D. Use netstat and check for outgoing connections to strange IP addresses or domains.

Answer: D

Explanation:

In a corporate environment it is not recommended to upload a file to a website like virustotal.

QUESTION 18

Gerard, a disgruntled ex-employee of Sunglass IT Solutions, targets this organization to perform
sophisticated attacks and bring down its reputation in the market. To launch the attacks process,
he performed DNS footprinting to gather information about ONS servers and to identify the hosts
connected in the target network. He used an automated tool that can retrieve information about
DNS zone data including DNS domain names, computer names. IP addresses. DNS records, and
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network Who is records. He further exploited this information to launch other sophisticated
attacks. What is the tool employed by Gerard in the above scenario?

A. Knative
B. zANTI
C. Towelroot
D. Bluto

Answer: D

Explanation:

Attackers also use DNS lookup tools such as DNSdumpster.com, Bluto, and Domain Dossier to
retrieve DNS records for a specified domain or hostname. These tools retrieve information such
as domains and IP addresses, domain Whois records, DNS records, and network Whois records.

QUESTION 19

Garry is a network administrator in an organization. He uses SNMP to manage networked
devices from a remote location. To manage nodes in the network, he uses MIB. which contains
formal descriptions of all network objects managed by SNMP. He accesses the contents of MIB
by using a web browser either by entering the IP address and Lseries.mlb or by entering the DNS
library name and Lseries.mlb. He is currently retrieving information from an MIB that contains
object types for workstations and server services.

Which of the following types of MIB is accessed by Garry in the above scenario?

LNMIB2.MIB
WINS.MIB
DHCP.MIS
MIB_II.MIB
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Answer: A

Explanation:

*DHCP.MIB: Monitors network traffic between DHCP servers and remote hosts
*HOSTMIB.MIB: Monitors and manages host resources

*LNMIB2.MIB: Contains object types for workstation and server services
*MIB_I1.MIB: Manages TCP/IP-based Internet using a simple architecture and system
*WINS.MIB: For the Windows Internet Name Service (WINS)

QUESTION 20
what are common files on a web server that can be misconfigured and provide useful Information
for a hacker such as verbose error messages?

httpd.conf
administration.config
idg.dll

php.ini

cow»

Answer: D

Explanation:

The php.ini file may be a special file for PHP. it's where you declare changes to your PHP
settings. The server is already configured with standard settings for PHP, which your site will use
by default. Unless you would like to vary one or more settings, there's no got to create or modify a
php.ini file. If you'd wish to make any changes to settings, please do so through the MultiPHP INI
Editor.
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