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QUESTION 1

Scenario: A Citrix Engineer wants to provide access from WorxWeb to internal corporate
websites that require client certificate authentication. The engineer has configured the NetScaler
with Clientless Access to "On", and Plug-in type to Windows / Mac OSX.

Which two settings should the engineer configure within the WorxWeb MDX policies to ensure
that users could access these sites successfully without errors? (Choose two.)

Set Network access to "Tunneled to internal network".
Set VPN to "Full VPN tunnel”.

Set VPN to "Secure browse".

Set an Allowed or blocked websites policy.
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Answer: AB

QUESTION 2
A Citrix Engineer must delegate enrollment invitation management to Level 1 administrators.
What should the engineer do to accomplish this objective?

A. Configure AAA groups on the NetScaler Gateway; allow only this group to access the console
over port 4443.

B. Create a local group on the XenMobile Server; allow only Level 1 administrators access to it.

C. Configure a Delivery Group within the XenMobile Server; deploy the security policies only to the
dedicated group of Level 1 administrators.

D. Configure Role-based Access Control (RBAC); assign only the desired permissions to the Active
Directory group where the Level 1 administrators reside.

Answer: D

QUESTION 3

Which two configurations could be changed only by reinstalling the XenMobile Server using the
command-line interface? (Choose two.)

Default Gateway
XenMobile hostname
Primary DNS server
IP address

Upgrade option
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Answer: BE

QUESTION 4
Scenario: A Citrix Engineer is deploying a XenMobile Proof of Concept (POC) environment.
The engineer imports the XenMobile Management Server onto the hypervisor and performs the

initial configuration using the console. The engineer also enables FIPS mode during the initial
configuration.

Which URL should the engineer use to continue the configuration in the XenMobile Console if the
engineer assigns an IP address of format x.x.x.y to the XenMobile Server?

A. https://x.x.X.y:443
B. https://x.x.X.y:8443
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C. https://x.x.x.y:4443
D. https://x.x.x.y:9443

Answer: B

QUESTION 5

A Citrix Engineer, in the process of configuring XenMobile, launches the XenMobile Console for
the first time and is presented with the wizard to continue the configuration.

Which two options could the engineer configure at this stage of the installation? (Choose two.)

LDAP service account

Database type

Apple Push Notification service (APNs) certificate upload
XenMobile Cluster configuration

Primary DNS server
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Answer: AC

QUESTION 6

Scenario: An organization hires a Citrix Engineer to provide guidance on options that would allow
WorxWeb users to access external and internal URLs. The internal IT team plans to keep
WorxWeb in Secure browse mode.

Which two strategies could the engineer recommend to meet the needs of the customer?
(Choose two.)

Configure traffic policies and profiles and bind them to the NetScaler Gateway.
Enable Split Tunneling through the NetScaler Gateway Session Profile.

Configure the 'Proxy' tab within the NetScaler Gateway Session Profile.

Configure a responder policy and profile, and bind them to the NetScaler Gateway.
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Answer: AB

QUESTION 7
Which three options must occur on the virtual server during the initial configuration of the Mobile
Application Management (MAM) load-balancing virtual server? (Choose three.)

The virtual server listens over port 8443.

The virtual server listens over port 443.

The virtual server requires SSL Session persistence.

The virtual server requires CUSTOMSERVERID persistence.

The "Load Balancing FQDN for MAM" must correspond to the FQDN specified during initial
XenMobile Server installation.

The "Load Balancing FQDN for MAM" must correspond to the internal FQDN for the IP address
being used.
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Answer: ADE

QUESTION 8
Which two actions should a Citrix Engineer take to allow XenMobile to query for unmanaged
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devices in an Exchange deployment? (Choose two.)

A. Enable the Mobile Service Provider for ActiveSync.
Install XenMobile NetScaler Connector on the Exchange servers.

C. Install XenMobile Mail Manager on all Exchange servers that handle all of the ActiveSync device
commands.

D. Configure the ActiveSync Gateway rules.
E. Perform a deep snapshot.
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Answer: AE

QUESTION 9
Which task should a Citrix Engineer perform before installing the StorageZone Controller?

Configure the NetScaler Gateway for StorageZone Controller.
Configure a server with IS requirements.

Configure the XenMobile Server for SAML authentication.
Configure the FTP client to access StorageZone.
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Answer: B

QUESTION 10

Scenario: A Citrix Engineer is deploying XenMobile for an organization. The organization will
deploy iOS and Android devices, and users will be allowed to enroll and use the solution
remotely, or from an internal employee WIFI network. The NetScaler and XenMobile Server are
both deployed in the Demilitarized Zone (DMZ) with no firewall between them.

The engineer has opened the following ports:

- Internet (ANY) -> NetScaler (DMZ) (Inbound) (443)
- XenMobile Server -> Internet (TCP 2195 / 2196) (Outbound)

Which two ports should the engineer ask the Security team to open? (Choose two.)

A. Internet (ANY) -> NetScaler (DMZ) (Inbound) (TCP 8443)
B. Internal WIFI Network -> Internet (TCP 5223) (Outbound)
C. NetScaler -> XenMobile Server (TCP 80)

D. NetScaler -> XenMobile Server (TCP 8443)

E. NetScaler -> License Server (TCP 27000)

Answer: AB
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