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QUESTION 1 
cloud administrator uses a script to automatically restart all the servers running in the public cloud 
provider environment, which hosts e-commerce applications. The administrator decides to 
implement the same script for a similar environment that hosts the finance applications. After 
verifying the script is deployed to the public cloud environment for finance, the administrator 
schedules a job to run at 9:00 a.m. After 9:00 a.m., the administrator receives a report from the e- 
commerce team that the application is experiencing outages. Which of the following should the 
administrator do to resolve the issue? 
 

A. Update the version of the CLI tool for the public cloud provider. 

B. Copy the script up to a bastion host in the environment and run it from there. 

C. Validate the access credentials for the cloud provider are correct. 

D. Debug the script and modify it to remove the flawed logic. 

 
Answer: C 
 
 
QUESTION 2 
A critical new security update has been released to fix an identified zero-day vulnerability with the 
SSH server process. Due to its severity, all development and staging servers must have this 
update applied immediately. Which of the following is the FASTEST way for the administrator to 
apply the patch and ensure all systems are configured consistently? 
 

A. Shut down all servers and use the server provisioning tools to deploy new ones that have the 
latest patch applied. 

B. Create a master inventory list of servers that must be patched. Log in to each server and deploy 
the patch, making sure to check off each server on the list. 

C. Use the existing tooling to clone the existing servers. Update each clone with the latest patch and 
shut down the original system. 

D. Update the set of configuration management scripts to include the latest patch. Execute these 
scripts against a master inventory of servers. 

 
Answer: D 
 
 
QUESTION 3 
A company wants to take advantage of cloud benefits while retaining control of and maintaining 
compliance with all its security policy obligations. Based on the non-functional requirements, 
which of the following should the company use? 
 

A. Hybrid cloud, as use is restricted to trusted customers 

B. IaaS, as the cloud provider has a minimal level of security responsibility 

C. PaaS, as the cloud customer has the most security responsibility 

D. SaaS, as the cloud provider has less security responsibility 

 
Answer: B 
 
 
QUESTION 4 
A university is running a DNA decoding project that will take seven years if it runs on its current 
internal mainframe. The university negotiated a deal with a large cloud provider, which will donate 
its cloud resource to process the DNA decoding during the low peak time throughout the world. 
Which of the following is the MOST important resource the university should ask the cloud 
provider to donate? 
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A. A large storage for the DNA decoding results 

B. A larger pipe to transfer the results 

C. A closer datacenter to the university 

D. Any available compute resource 

 
Answer: C 
 
 
QUESTION 5 
A business is demanding faster IT services turnaround from its IT groups. The current lead time 
between request and delivery is three weeks for a task that would take a competitor two days. An 
architect is asked to develop a solution to reduce the lead time of the request while ensuring 
adherence to the company policies. Which of the following is the BEST approach to achieve the 
stated objective? 
 

A. Document the desired state, complete a root cause analysis, and execute the flow. 

B. Revise the schedule, implement a waterfall methodology, and flatten the network. 

C. Identify deficiencies, optimize change management, and automate the workflow. 

D. Follow the company policies, execute the flow, and document results. 

 
Answer: A 
 
 
QUESTION 6 
A storage administrator must choose the best replication methodology for storage. The 
datacenters are on opposite sides of the country. 
The RPO is 24 hours. 
Replication and customer access use the same connections. Replication should not impact 
customer access during the day. Which of the following solutions would BEST meet these 
requirements? 
 

A. Asynchronous 

B. Regional 

C. Multiregional 

D. Synchronous 

 
Answer: A 
 
 
QUESTION 7 
The InfoSec team has directed compliance database activity monitoring without agents on a 
hosted database server in the public IaaS. Which of the following configurations is needed to 
ensure this requirement is achieved? 
 

A. Configure the agent configuration file to log to the syslog server. 

B. Configure sniffing mode on database traffic. 

C. Implement built-in database tracking functionality. 

D. Implement database encryption and secure copy to the NAS. 

 
Answer: B 
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QUESTION 8 
Ann. a user, has tried to connect to a VM hosted in a private cloud using her directory services 
credentials. After three attempts, she realizes the keyboard was set to German instead of 
English, and she was typing "z" instead of "y". After fixing this issue, Ann is still unable to log in; 
however, other users can access the VM. Which of the following is the MOST likely cause? 
 

A. The default language on Ann's computer is German. 

B. The account was locked. 

C. Directory services are offline. 

D. There is an account mismatch. 

E. The account localization settings are incorrect. 

 
Answer: E 
 
 
QUESTION 9 
A cloud administrator is integrating account logins with Facebook, LinkedIn, and Twitter for 
marketing and to increase market presence using social media platforms. Given this scenario, 
which of the following components are needed to match these requirements? (Select TWO). 
 

A. SOAP 

B. SAML assertion 

C. Security token 

D. Identity provider 

E. Session state 

 
Answer: ABE 
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