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QUESTION 1
Which of the following should occur at each stage of the SDLC?

Added functionality

Management review

Verification and validation

Repurposing of any newly developed components
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Answer: C

QUESTION 2
Application virtualization can typically be used for

Denying access to untrusted users

Detecting and mitigating DDoS attacks

Replacing encryption as a necessary control

Running an application on an endpoint without installing it
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Answer: D

QUESTION 3
During which stage of the SDLC process should security be consulted and begin its initial
involvement?

A. Testing

B. Design

C. Development

D. Requirement gathering
Answer: D

QUESTION 4

A firewall can use all of the following techniques for controlling traffic except:
A. Rule sets

B. Behavior analysis

C. Content filtering

D. Randomization
Answer: D

QUESTION 5

Which of the following is not typically included as a basic phase of the software development life
cycle?

A. Define
B. Design
C. Describe
D. Develop
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Answer: C

QUESTION 6
Each of the following are dependencies that must be considered when reviewing the BIA after
cloud migration except:

The cloud provider's suppliers
The cloud provider's vendors
The cloud provider's utilities
The cloud provider's resellers
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Answer: D

QUESTION 7
Which of the following practices can enhance both operational capabilities and configuration
management efforts?

Regular backups
Constant uptime
Multifactor authentication
File hashes
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Answer: D

QUESTION 8

Which strategy involves using a fake production system to lure attackers in order to learn about
their tactics?

A. IDS

B. Honeypot
C. IPS

D. Firewall
Answer: B
QUESTION 9

The Cloud Security Alliance (CSA) publishes the Notorious Nine, a list of common threats to
organizations participating in cloud computing.

According to the CSA, an organization that suffers a data breach might suffer all of the following
negative effects except

A. Cost of compliance with naotification laws
B. Loss of public perception/goodwill

C. Loss of market share

D. Cost of detection

Answer: D
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QUESTION 10
What does nonrepudiation mean?

Prohibiting certain parties from a private conversation

Ensuring that a transaction is completed before saving the results

Ensuring that someone cannot turn off auditing capabilities while performing a function
Preventing any party that participates in a transaction from claiming that it did not
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Answer: D

QUESTION 11
Vulnerability scans are dependent on in order to function.

Privileged access
Vulnerability signatures
Malware libraries
Forensic analysis
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Answer: B

QUESTION 12

Which concept pertains to cloud customers paying only for the resources they use and consume,
and only for the duration they are using them?

Measured service
Auto-scaling
Portability
Elasticity
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Answer: A

QUESTION 13
Which of the following is a file server that provides data access to multiple, heterogeneous
machines/users on the network?

Storage area network (SAN)
Network-attached storage (NAS)
Hardware security module (HSM)
Content delivery network (CDN)
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Answer: B
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