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QUESTION 1
In the context of a mobile device management solution, what is a function of the "policy
enforcement” feature?

controls which websites can be accessed when connected to Wi-Fi
controls which Wi-Fi networks can be accessed

controls which phone numbers can be dialed

controls which password/passcode settings are allowed
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Answer: A

QUESTION 2
Review the exhibit and identify the type of vulnerability or attack.
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botnet
man-in-the-middle
spear phishing
buffer overflow
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Answer: C

QUESTION 3
Which two reconnaissance tools might an attacker use to scan for vulnerable network services
and settings? (Choose two.)
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bandwidth analyzer
intrusion detection
port scanner
password cracker
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Answer: CD

QUESTION 4
Drag and Drop Question

Match the OSI network model Layer 3 function to the correct description.

: provides service to direct packets
fouing Baganswetiicre to their destination host
encapsulation Drag answer here s transg:(r:tklgtyser data inIP
: provides segments or datagrams
SRRREEIRD Drag answer here to the transport layer
: provides a mechanism for
bl PIagareweRtele identifying end devices
Answer:
routing provides service to direct packets
to their destination host
encapsulation wraps transport layer data in IP
packets
~ provides segments or datagrams
UREapROon to the transport layer
addressing provides a mechanism for
identifying end devices
QUESTION 5

During which step of the cyber-attack lifecycle is a user's web browser redirected to a webpage
that automatically downloads malware to the endpoint?
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delivery
weaponization
reconnaissance
command-and-control
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Answer: A

QUESTION 6
How does machine learning enhance WildFire operation?

analyzes file sample characteristics during static analysis
determines which file samples should be forwarded to WildFire
determines the optimum OS WildFire uses to analyze file samples
analyzes file sample characteristics during dynamic analysis
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Answer: D

QUESTION 7
Palo Alto Networks App-ID uses information from which source to help identify an application in
network traffic?

PAN-DB URL database

traffic behavioral analysis

source port in packet header
destination IP address in packet header

00>

Answer: B

QUESTION 8
Which capability is required for a next-generation firewall to protect your network against malware
threats?

can access/read Windows and Linux file systems
can scan all endpoint devices

can interpret file permissions

can perform SSL decryption
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Answer: D

QUESTION 9
Which Palo Alto Networks technology safely enables business use of mobile devices by providing
a unique solution to manage the device, protect the device, and control the data?

AutoFocus
WildFire
GlobalProtect
Traps
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Answer: C
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