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QUESTION 1 
Which response code in the access logs indicates that a transaction was blocked due to policy? 
 

A. TCP_DENIED/407 

B. TCP_DENIED/401 

C. TCP_DENIED/403 

D. TCP_DENIED/307 

 
Answer: A 
Explanation: 
https://docuri.com/download/instructions_59a8d562f581719e12ad43fe_pdf 
 
 
QUESTION 2 
Which two features on the Cisco WSA help prevent outbound data loss for HTTP or FTP traffic? 
(Choose two.) 
 

A. web reputation filters 

B. Advanced Malware Protection 

C. third-party DLP integration 

D. data security filters 

E. SOCKS proxy 

 
Answer: CD 
Explanation: 
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-
5/user_guide/b_WSA_UserGuide_11_5_1/ b_WSA_UserGuide_11_5_1_chapter_010000.pdf 
 
 
QUESTION 3 
Which configuration mode does the Cisco WSA use to create an Active Directory realm for 
Kerberos authentication? 
 

A. Forward 

B. Connector 

C. Transparent 

D. Standard 

 
Answer: D 
Explanation: 
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-
0/user_guide/b_WSA_UserGuide/b_WSA_UserGuide_chapter_01001.html#con_1406137 
 
 
QUESTION 4 
Which statement about identification profile default settings on the Cisco WSA is true? 
 

A. Identification profiles do not require authentication 

B. Guest identification profile should be processed first 

C. Identification profiles can include only one user group 

D. AsyncOS processes identification profiles alphabetically 

 
Answer: A 
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Explanation: 
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-
0/user_guide/b_WSA_UserGuide/b_WSA_UserGuide_chapter_011001.html#con_1415970 
 
 
QUESTION 5 
Which action is a valid default for the Global Access Policy in the Application Visibility Control 
engine on the Cisco WSA? 
 

A. bandwidth limit 

B. permit 

C. restrict 

D. monitor 

 
Answer: D 
Explanation: 
https://hrouhani.org/cisco-web-security-appliance-ironport/ 
 
 
QUESTION 6 
A network administrator noticed that all traffic that is redirected to the Cisco WSA from the Cisco 
ASA firewall cannot get to the Internet in a Transparent proxy environment using WCCP. 
 
Which troubleshooting action must be taken on the CLI to make sure that WCCP communication 
is not failing? 
 

A. Disable WCCP to see if the WCCP service is causing the issue 

B. Explicitly point the browser to the proxy 

C. Ping the WCCP device 

D. Check WCCP logs in debug mode 

 
Answer: D 
 
 
QUESTION 7 
What must be configured to require users to click through an acceptance page before they are 
allowed to go to the Internet through the Cisco WSA? 
 

A. Enable End-User Acknowledgement Page and set to Required in Identification Profiles 

B. Enable End -User URL Filtering Warning Page and set to Required in Identification Profiles 

C. Enable End-User Acknowledgement Page and set to Required in Access Policies 

D. Enable End-User URL Filtering Warning Page and set to Required in Access Policies 

 
Answer: C 
Explanation: 
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-
0/user_guide/b_WSA_UserGuide/b_WSA_UserGuide_chapter_010100.html 
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