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QUESTION 1
Refer to the exhibit.

config wireless-controller vap
edit "Corp"
set vdom "root"™
set ssid "Corp"
set sscurity wpalZ-only-enterprise
set auth radius
set radius-server "FAC-Lab"
set intra-vap-privacy enabled
set schedule "always"”
set vlan-pooling wtp-group
config vlan-pool
edit 101
set witp-group "Floor 1"
next
edit 102
set wtp-group "Office"
next
end
nextc

Examine the VAP configuration and the WiFi zones table shown in the exhibits.

WiFi (1)
Corp () SSID: Corp) 10.0.3.1 255.255.255.0 = WiFissID 3
Zone (3)
=} Corp.zone O Zone 0
5 Corp.101 0.0.0.00.0.00 & VAN 1 101
Corp.102 10.0.20.1 255.255.255.0 & VIAN 2 102

Which two statements describe FortiGate behavior regarding assignment of?

A. FortiGate will load balance clients using VLAN 101 and VLAN 102 and assign them an IP address
from the 10.0.3.0/24 subnet.

B. Clients connecting to APs in the Floor | group will notbe able to receive an IP address.
C. All clients connecting to the Corp SSID will receive an IP address from the 10.0.3.1/24 subnet.
D

Clients connecting to APs in the office group will be assigned an IP address from the 10.0.20.1/24
subnet.

Answer: AC

QUESTION 2
What is the purpose of configuring the Windows Active Directory Domain Authentication feature?

A. Allows FortiAuthentJcator to register itself as a Windows trusted device to proxy CHAP
authentication using Kerberos.

B. Allows FortiAuthenticator to use Windows administrator credentials to perform an LDAP lookup
for a user search.
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C. Allows FortiAuthenticator to use a Windows CA certificate when authenticating RADIUS users.

D. Allows FortiAuthenticator to authenticate users listed on Windows AD. Enables single sign-on
services for VPN and wireless users.

Answer: B

QUESTION 3
Which two EAP methods can use MSCHAP?2 for client authentication? (Choose two.)

GPEAP
EAP-TTLS
EAP-TLS
EAP-GTC
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Answer: CD

Explanation:
https://docs.fortinet.com/document/fortiauthenticator/6.0.0/administration-
guide/125951/extensible-authentication-protocol

QUESTION 4
Which two statements about the use of digital certificates are true? (Choose two.)

A. An intermediate CA can sign server certificates.

B. Anintermediate CA can sign another intermediate CA certificate.

C. The end entity's certificate can only be created by an intermediate CA.

D. An intermediate CA can validate the end entity certificate signed by another intermediate CA

Answer: AC

QUESTION 5
802.1X port authentication is enabled on only those ports that the FortiSwitch security policy is

assigned to. Which configurable items are available when you configure the security policy on
FortiSwitch? (Choose two.)

FSSO groups
Security mode
User groups
Default guest group
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Answer: CD
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