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QUESTION 1
An administrator configures ZTNA configuration on the FortiGate for remote users. Which
statement is true about the firewall policy?

A. It enforces access control

B. Itredirects the client request to the access proxy
C. It defines the access proxy

D. It applies security profiles to protect traffic

Answer: B

Explanation:

The firewall policy matches and redirects client requests to the access proxy VIP.
https://docs.fortinet.com/document/fortigate/7.0.0/new-features/194961/basic-ztna-configuration

QUESTION 2
Which two benefits are benefits of using multi-tenancy mode on FortiClient EMS? (Choose two.)

The fabric connector must use an IP address to connect to FortiClient EMS
It provides granular access and segmentation.

Licenses are shared among sites.

Separate host servers manage each site.
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Answer: BC

Explanation:

You would use multi-tenancy in an MSSP environment to conserve resources and use the same
license (the total number of FortiClient licenses are shared between sites).

QUESTION 3
Which two statements are true about the ZTNA rule? (Choose two. )

A. It enforces access control

B. It redirects the client request to the access proxy
C. It defines the access proxy

D. It applies security profiles to protect traffic

Answer: AD

Explanation:

ZTNA rules help control access by defining users and ZTNA tags to perform user authentication
and security posture checks. And just like firewall policies, you can control the source and
destination addresses, and apply appropriate security profiles to scan the traffic.
https://docs.fortinet.com/document/fortigate/7.0.0/ztna-deployment/899992/configuring-ztna-rules-
to-control-access

QUESTION 4
Which statement about FortiClient comprehensive endpoint protection is true?

It helps to safeguard systems from email spam

It helps to safeguard systems from data loss.

It helps to safeguard systems from DDoS.

It helps to safeguard systems from advanced security threats, such as malware.
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Answer: D

Explanation:

FortiClient has enhanced capabilities for the detection of malware. The protection includes
antivirus protection, anti-ransomware, cloud-based malware protection, anti-exploit and
removable media access.

QUESTION 5
Which component or device shares device status information through ZTNA telemetry?

FortiClient

FortiGate

FortiGate Access Proxy
FortiClient EMS
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Answer: A

Explanation:

FortiClient communicates directly with FortiClient EMS to continuously share device status
information through ZTNA telemetry.

QUESTION 6
Refer to the exhibit. Based on the settings shown in the exhibit what action will FortiClient take
when it detects that a user is trying to download an infected file?

@ AntiVirus Protection
© Realtime-protection against file based malware & attack communication

Realtime Protection: OFF
Dynamic Threat Detection: OFF
Block malicious websites: ON

Threats Detected: 'S
Scan Schedule Weekly Scan at 19:30 on Sunday
Last Scan 4/23/2019

Blocks the infected files as it is downloading

Quarantines the infected files and logs all access attempts
Sends the infected file to FortiGuard for analysis

Allows the infected file to download without scan
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Answer: D
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QUESTION 7

Refer to the exhibit. Based on the settings shown in the exhibit which statement about FortiClient
behavior is true?

= AntiVirus Protection @&
= Settings

Scan files as they are downloaded or copied to my system
Dynamic threat detection using threat intelligence data
Block malicious websites
Block known attack communication channels

== Scheduled Scan

Schedule Type Monthly

Scan On 1
Start:(HH:-MM) 19 v (30 v
Scan Type Full Scan v

Disable Scheduled Scan
== Exclusions

Add/remove files or folders to exclude from scanning

& (C:\Desktop\Resources\

FortiClient quarantines infected files and reviews later, after scanning them.
FortiClient blocks and deletes infected files after scanning them.

FortiClient scans infected files when the user copies files to the Resources folder
FortiClient copies infected files to the Resources folder without scanning them.
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Answer: A
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