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QUESTION 1

Tom has connected to the Management Server remotely using SmartConsole and is in the
process of making some Rule Base changes, when he suddenly loses connectivity. Connectivity
is restored shortly afterward. What will happen to the changes already made?

A. Tom will have to reboot his SmartConsole computer, and access the Management cache store on
that computer, which is only accessible after a reboot.

B. Tom will have to reboot his SmartConsole computer, clear the cache, and restore changes.

C. Tom's changes will have been stored on the Management when he reconnects and he will not lose
any of his work.
D. Tom's changes will be lost since he lost connectivity and he will have to start again.

Answer: C

QUESTION 2
When dealing with policy layers, what two layer types can be utilized?

A. Inbound Layers and Outbound Layers
B. Ordered Layers and Inline Layers

C. Structured Layers and Overlap Layers
D. R81.X does not support Layers

Answer: B

QUESTION 3
What are the three main components of Check Point security management architecture?

Smart Console, Standalone, Security Management Server
Policy-Client, Security Management Server, Security Gateway
SmartConsole, Security Policy Server, Logs & Monitoring
SmartConsole, Security Management Server, Security Gateway
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Answer: D

QUESTION 4
Which Check Point software blade provides protection from zero-day and undiscovered threats?

A. Threat Extraction
B. Threat Emulation
C. Firewall

D. Application Control

Answer: B
QUESTION 5
What are the three types of UserCheck messages?

A. ask, block, and notify
B. block, action, and warn
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C. action, inform, and ask
D. inform, ask, and drop

Answer: D

QUESTION 6
By default, which port is used to connect to the GAIA Portal?

A. 4434
B. 80
C. 8080
D. 443

Answer: D

QUESTION 7
Choose what BEST describes a Session.

A. Sessions ends when policy is pushed to the Security Gateway.
B. Sessions locks the policy package for editing.

C. Starts when an Administrator logs in through SmartConsole and ends when the Administrator logs
out.

D. Starts when an Administrator publishes all the changes made on SmartConsole.

Answer: C

QUESTION 8
Which command shows detailed information about VPN tunnels?

A. cat $FWDIR/conf/vpn.conf
B. vpn tu tlist

C. vpntu

D. cpview

Answer: B

QUESTION 9
Fill in the blanks: A Check Point software license consists of a and

A. Software container; software package
B. Software package; signature

C. Signature; software blade

D. Software blade; software container

Answer: D

QUESTION 10
Which of the following is used to initially create trust between a Gateway and Security
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Management Server?

A. One-time Password

B. Token

C. Certificate

D. Internal Certificate Authority

Answer: A

QUESTION 11
What are the two elements of address translation rules?

A. Original packet and translated packet

B. Manipulated packet and original packet

C. Untranslated packet and manipulated packet
D. Translated packet and untranslated packet

Answer: A

QUESTION 12
Which of the following log queries would show only dropped packets with source address of
192.168.1.1 and destination address of 172.26.1.1?

A. 192.168.1.1 AND 172.26.1.1 AND drop

B. src:192.168.1.1 AND dst:172.26.1.1 AND action:Drop
C. 192.168.1.1 OR 172.26.1.1 AND action:Drop

D. src:192.168.1.1 OR dst:172.26.1.1 AND action:Drop

Answer: B

QUESTION 13
Fill in the blanks: The collects logs and sends them to the

A. Log server; Security Gateway

B. Security Gateways; log server

C. Log server; security management server

D. Security management server; Security Gateway

Answer: B

QUESTION 14
Which of the following is NOT an authentication scheme used for accounts created through
SmartConsole?

RADIUS

SecurlD

Check Point password
Security questions
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Answer: D

QUESTION 15
Which of the following statements about Site-to-Site VPN Domain-based is NOT true?

A. Route-based- The Security Gateways will have a Virtual Tunnel Interface (VTI) for each VPN
Tunnel with a peer VPN Gateway. The Routing Table can have routes to forward traffic to these
VTls. Any traffic routed through a VTl is automatically identified as VPN Traffic and is passed
through the VPN Tunnel associated with the VTI.

B. Domain-based- VPN domains are pre-defined for all VPN Gateways. A VPN domain is a service or
user that can send or receive VPN ftraffic through a VPN Gateway.

C. Domain-based- VPN domains are pre-defined for all VPN Gateways. A VPN domain is a host or
network that can send or receive VPN traffic through a VPN Gateway.

D. Domain-based- VPN domains are pre-defined for all VPN Gateways. When the Security Gateway
encounters traffic originating from one VPN Domain with the destination to a VPN Domain of
another VPN Gateway, that traffic is identified as VPN traffic and is sent through the VPN Tunnel
between the two Gateways.

Answer: B

QUESTION 16
What is the main objective when using Application Control?

A. To see what users are doing.

B. Ensure security and privacy of information.

C. To filter out specific content.

D. To assist the firewall blade with handling traffic.

Answer: B

QUESTION 17
Fill in the blank: Backup and restores can be accomplished through

A. CLI, SmartUpdate, or SmartBackup

B. SmartUpdate, SmartBackup, or SmartConsole
C. SmartConsole, WebUI, or CLI

D. WebUlI, CLI, or SmartUpdate

Answer: C

QUESTION 18
What kind of NAT enables Source Port Address Translation by default?

A. Automatic Hide NAT
B. Automatic Static NAT
C. Manual Static NAT
D. Manual Hide NAT

Answer: A
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QUESTION 19
Fill in the blanks: In NAT, Only the is translated.

A. Hide; source
B. Simple; source
C. Static; source
D. Hide; destination

Answer: A

QUESTION 20
Application Control/URL filtering database library is known as:

A. AppWiki

B. Application-Forensic Database
C. Application Library

D. Application database

Answer: A

QUESTION 21
Of all the Check Point components in your network, which one changes most often and should be
backed up most frequently?

A. Security Management Server
B. Security Gateway

C. SmartConsole

D. SmartManager

Answer: A

QUESTION 22
Which of the following technologies extracts detailed information from packets and stores that
information in different tables?

A. Application Layer Firewall
B. Packet Filtering

C. Next-Generation Firewall
D. Stateful Inspection

Answer: D
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