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QUESTION 185 
Scenario: A Citrix Engineer is monitoring the environment with Citrix Application Management (ADM). Management has 
asked lota report of high-risk traffic to protected internal websites. Which dashboard can the engineer use to generate 
the requested report? 
 

A. Transactions 

B. APP 

C. APP Security 

D. Users & Endpoints 

 
Answer: C 
 
QUESTION 186 
Scenario: A Citrix Engineer wants to configure the Citrix ADC for 0Auth Authentication. The engineer uploads the 
required certificates, configures the actions, and creates all the necessary policies. After binding the authentication 
policy to the application, the engineer is unable to authenticate. 
 

A. The log files are full 

B. The policy bindings were assigned incorrect priorities 

C. The Redirect URL is incorrect 

D. The certificates have expired 

 
Answer: C 
 
QUESTION 187 
What is required for Implementing to the Citrix Application Delivery Management (ADM) Service? 
 

A. Citrix Hypervisor 

B. Citrix Cloud subscription 

C. Citrix Virtual Apps and Desktops 

D. Citrix ADC Instances 

 
Answer: B 
 
QUESTION 188 
A Citrix Engineer is notified that no traffic is reaching the protected web application. While investigating, the engineer 
notices that the Citrix Web App Firewall policy has 516,72 hits. What should the engineer check next? 
 

A. The security checks in the assigned profile 

B. The HTML Error Object 

C. The policy expression 
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D. The security checks in the global default profile 

 
Answer: A 
 
QUESTION 189 
Which feature of Citrix Web App Firewall builds rules from known good traffic? 
 

A. Sessionization 

B. App Expert 

C. Adaptive learning engineer 

D. SNORT signatures 

 
Answer: C 
 
QUESTION 190 
A Citrix Engineer for an online retailer wants to ensure that customer address information is NOT stolen. Which 
protection can the engineer implement to prevent this? 
 

A. Cross-Site Request Forgeries (CSFR) 

B. HTML SQL Injection 

C. For Field Consistency 

D. Credit Card Check 

 
Answer: B 
 
QUESTION 191 
Scenario: A Citrix Engineer has configured Citrix Application Delivery Management (ADM) to monitor applications 
presented by Citrix ADC appliances. When reviewing the App Security Dashboard, the engineer finds no data. 
What must the engineer do to ensure data is being collected from the applications? 
 

A. Enable AppFlow for Security Insight on the instances in Citrix ADM. 

B. Update the password stored in the instance profile on Citrix ADM. 

C. Point the default route on Citrix ADM to the subnet with the NSIPs of the Citrix ADC appliances. 

D. Enable the Web App Firewall feature on the Citrix ADC appliances. 

 
Answer: A 
 
QUESTION 192 
Scenario: A Citrix Engineer is asked to implement multi-factor authentication for Citrix Gateway. The engineer creates 
the authentication policies and binds the policies to the appropriate bind points. The engineer creates a custom form 
using Notepad++ to format the page which will capture the user's credentials. The engineer uploads the form and binds 
the form to the authentication policy. When the engineer connects to the Citrix Gateway for validation testing, the form 
fields are NOT correctly displayed. What is the most likely cause of this display issue? 
 

A. The login schema contains invalid XML syntax. 

B. The authentication policies are bound in the wrong order 

C. The first authentication server is offline. 

D. The policy bindings are NOT consistent with the login schema. 

 
Answer: A 
 
QUESTION 193 
Scenario: A Citrix Engineer wants to protect a web application using Citrix Web App Firewall. After the Web App 
Firewall policy is bound to the virtual server, the engineer notices that Citrix Web App Firewall is NOT blocking bad 
requests from clients. Which tool can help the engineer view the traffic that is passing to and from the client? 
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A. nstrace 

B. nsconmsg 

C. syslog 

D. aaad.debug 

 
Answer: A 
 
QUESTION 194 
Which security model should a Citrix Engineer implement to ensure that only appropriate traffic that matches the 
expected application behavior is permitted to pass through to the web application? 
 

A. Dynamic 

B. Hybrid 

C. Positive 

D. Negative 

 
Answer: C 
 
QUESTION 195 
Scenario: A Citrix Engineer reviewed the log files of a web application and found the error message below: "Unable to 
complete request Unrecognized field cext2_price>" Which protection can the engineer implement to prevent this error 
from happening? 
 

A. Form Field Consistency 

B. Cross-Site Request Forgeries (CSRF) 

C. HTML SQL Injection 

D. HTML Cross-Site Scripting (XSS) 

 
Answer: A 
 
QUESTION 196 
Scenario: A Web Application Developer asked a Citrix Engineer to implement Citrix Web App Firewall protections. To 
provide consistency in branding, the developer asked that the web server provide a custom message when a violation 
occurs. Which profile setting does the engineer need to configure to provide the custom message? 
 

A. Redirect URL 

B. HTML Error Object 

C. RFC Profile 

D. Content Type Default Response 

 
Answer: B 
 
QUESTION 197 
A Citrix Engineer observes that the servers hosting a critical application are crashing on a regular basis. Which 
protection could the engineer implement on a Citrix Web App Firewall in front of the application? 
 

A. Buffer Overflow Check 

B. HTML Cross-Site Scripting (XSS) 

C. Start URL 

D. HTML SQL Injection 

 
Answer: A 
 
QUESTION 198 
Scenario: During application troubleshooting, a Citrix Engineer notices that response traffic received from a protected 
web application is NOT matching what the web server is sending out. The auditor is concerned that Man-In-The-Middle 
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attack is in progress. Which action is the Citrix Web App Firewall performing that would trigger this false positive? 
 

A. Removing the Last-Modified header 

B. Inserting a hidden form field 

C. Removing the Accept-Encoding header 

D. Modifying and adding cookies in the response 

 
Answer: D 
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