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QUESTION 1 
Which two pieces of information are collected from the IPv4 protocol header? (Choose two.) 
 

A. UDP port to which the traffic is destined 

B. TCP port from which the traffic was sourced 

C. source IP address of the packet 

D. destination IP address of the packet 

E. UDP port from which the traffic is sourced 

 
Answer: CD 
 
QUESTION 2 
In a SOC environment, what is a vulnerability management metric? 
 

A. code signing enforcement 

B. full assets scan 

C. internet exposed devices 

D. single factor authentication 

 
Answer: C 
 
QUESTION 3 
Which category relates to improper use or disclosure of PII data? 
 

A. legal 

B. compliance 

C. regulated 

D. contractual 

 
Answer: C 
 
QUESTION 4 
Which regex matches only on all lowercase letters? 
 

A. [a-z]+ 

B. [^a-z]+ 

C. a-z+ 

D. a*z+ 
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Answer: A 
 
QUESTION 5 
Which list identifies the information that the client sends to the server in the negotiation phase of the TLS handshake? 
 

A. ClientStart, ClientKeyExchange, cipher-suites it supports, and suggested compression methods 

B. ClientStart, TLS versions it supports, cipher-suites it supports, and suggested compression 
methods 

C. ClientHello, TLS versions it supports, cipher-suites it supports, and suggested compression 
methods 

D. ClientHello, ClientKeyExchange, cipher-suites it supports, and suggested compression methods 

 
Answer: C 
 
QUESTION 6 
An offline audit log contains the source IP address of a session suspected to have exploited a vulnerability resulting in 
system compromise. 
Which kind of evidence is this IP address? 
 

A. best evidence 

B. corroborative evidence 

C. indirect evidence 

D. forensic evidence 

 
Answer: B 
 
QUESTION 7 
Which security technology allows only a set of pre-approved applications to run on a system? 
 

A. application-level blacklisting 

B. host-based IPS 

C. application-level whitelisting 

D. antivirus 

 
Answer: C 
 
QUESTION 8 
Refer to the exhibit. Which type of log is displayed? 

 
 

A. IDS 

B. proxy 

C. NetFlow 

D. sys 

 
Answer: D 
 
QUESTION 9 
Refer to the exhibit. Which two elements in the table are parts of the 5-tuple? (Choose two.) 
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A. First Packet 

B. Initiator User 

C. Ingress Security Zone 

D. Source Port 

E. Initiator IP 

 
Answer: DE 
 
QUESTION 10 
Which security principle is violated by running all processes as root or administrator? 
 

A. principle of least privilege 

B. role-based access control 

C. separation of duties 

D. trusted computing base 

 
Answer: A 
 
QUESTION 11 
What is the function of a command and control server? 
 

A. It enumerates open ports on a network device 

B. It drops secondary payload into malware 

C. It is used to regain control of the network after a compromise 

D. It sends instruction to a compromised system 

 
Answer: D 
 
QUESTION 12 
What is the difference between deep packet inspection and stateful inspection? 
 

A. Deep packet inspection is more secure than stateful inspection on Layer 4 

B. Stateful inspection verifies contents at Layer 4 and deep packet inspection verifies connection at 
Layer 7 

C. Stateful inspection is more secure than deep packet inspection on Layer 7 

D. Deep packet inspection allows visibility on Layer 7 and stateful inspection allows visibility on 
Layer 4 

 
Answer: D 
 
QUESTION 13 
Which evasion technique is a function of ransomware? 
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A. extended sleep calls 

B. encryption 

C. resource exhaustion 

D. encoding 

 
Answer: B 
 
QUESTION 14 
What does cyber attribution identity in an investigation? 
 

A. cause of an attack 

B. exploit of an attack 

C. vulnerabilities exploited 

D. threat actors of an attack 

 
Answer: D 
 
QUESTION 15 
Drag and Drop Question 
Drag and drop the security concept on the left onto the example of that concept on the right. 

 
Answer:  
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