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QUESTION 353
Which of the following types of social engineering attacks can be prevented by the destruction of documents with
personal or sensitive information?

Shoulder surfing
Phishing
Tailgating
Dumpster diving

00>

Answer: D

QUESTION 354
Which of the following key and mouse combinations can be used to run an application as a different user?

FN + Right-click
Shift + Right-click
Alt + Right-click
Ctrl + Right-click

00>

Answer: B

QUESTION 355

The Chief Executive Offer (CEO) of a company receives an email from a local bank. It states the company's account
has several suspicious transactions and instructs the CEO to log in immediately to validate the transactions; otherwise,
the account will be frozen. Which of the following BEST describes this email?

Spear phishing
Impersonation
Dumpster diving
Whaling

00>

Answer: D

QUESTION 356

A Windows user reports that clicking on links when browsing the Internet results in unexpected destination pages with
advertisements or virus infection warnings. The user reboots the computer, but the issue persists. Which of the
following should a technician perform to identify and resolve the issue? (Choose two.)

A. Run a virus scan with updated signature files
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B. Uninstall any unknown browser extensions or add-ons
C. Install the latest version of the Internet browser
D. Enable SSL 3.0 in the browser settings
E. Delete all unknown registry keys and reboot
Answer: AB

QUESTION 357
Which of the following variable types should be used to store the data "Chicago" within a script or code?

Integer
String
Boolean
Float

o0w»

Answer: B

QUESTION 358

A technician receives a call from an end user in the human resources department who needs to load an older stand-
alone application on a computer to retrieve employee information. The technician explains the application can be run in
compatibility mode, but it will need to be removed as soon as the user obtains the required information. Which of the
following BEST describes the technician's concern with loading this application on the user's computer?

A. Incompatibility

B. Impact to the network
C. Impact to the user
D. Impact to the device
Answer: D

QUESTION 359
A technician is installing a new SOHO wireless router and wants to ensure it is using the latest feature set and is
secure. Which of the following should the technician perform FIRST?

Change the default SSID
Enable MAC filtering
Update the firmware

Set encryption

00>

Answer: C

QUESTION 360

A company is implementing a work-from-home policy. As a result, the security team needs to provide guidelines and
recommendations to secure such an infrastructure and have more control over users' mobile devices. Which of the
following should the security administrator recommend? (Choose two.)

Change management policy
EULA

BYOD policy

Risk analysis

MDM policy

Time-based login policies

nmmoow>

Answer: CE
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QUESTION 361
Which of the following is used for building entry and computer access?

Smart card

Personal identity verification card
Hardware tokens

Key fobs

00>

Answer: D

QUESTION 362
A user updated an iOS smartphone and is now having issues connecting to the Internet. The phone shows 1x for signal
strength while making calls. Which of the following are the MOST likely causes of these issues? (Choose two.)

Slow performance

Slow data speeds

No wireless connectivity
Baseband

Application hang
Overheating

nmmoow>

Answer: BC

QUESTION 363

A technician is acquiring hardware devices and setting up a computer lab with virtual desktops. The lab computers
must have the ability to connect automatically to the remote session upon boot and must be started remotely. Which of
the following solutions must the hardware be able to support? (Choose two.)

Image deployment
Multiboot

PXE

Unattended installation
usB

Wake-on-LAN

nmmoow»

Answer: CF

QUESTION 364

A technician is setting up a computer that needs to be configured so a few users can access it using Remote Desktop.
For security reasons, the users should not be able to install software or change system settings. Which of the following
Control Panel utilities should the technician use to accomplish this task?

Network and Sharing Center
Sync Center

Credential Manager

User Accounts

00>

Answer: D

QUESTION 365
A technician recently updated a printer driver on all the computers in an office. Shortly after the update, several users'
accounts and passwords were compromised. Which of the following MOST likely explains the compromised accounts?

A. Botnhet
B. Ransomware
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C. Antivirus definitions
D. Keylogger

Answer: A
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