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QUESTION 509 
A technician needs to access the user Interface of a server outside the network. The technician added network security 
with MAC filtering and port forwarding to allow tor the connection. Which of the following will the technician MOST likely 
use to connect to the server? 
 

A. Remote Assistance 

B. SSH 

C. Telnet 

D. RDP 

 
Answer: D 
 
QUESTION 510 
Which of the following would MOST likely be used by an attacker to identify the hash value of a strong password 
quickly? 
 

A. Brute force 

B. Key stretching 

C. Rainbow table 

D. Dictionary attack 

 
Answer: C 
 
QUESTION 511 
A user is receiving a large number of suspicious emails, many of which are automated emails that state the recipient 
cannot be found. Which of the following is the MOST likely cause of the issue? 
 

A. An invalid certificate is on the mail server 

B. The user's email was hijacked 

C. The user's address book was corrupted 

D. The user's system time is different from the mail server. 

 
Answer: B 
 
QUESTION 512 
A small business, which is located in a Hood plain, wants a technician to recommend a backup strategy that will allow 
for Its flies to be recovered at an alternate location within a few days following a disaster.  
Which of the following backup methodologies will the technician MOST likely recommend? 
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A. Implement a hoi site in an area outside the flood plain. 

B. Move all servers to an laaS provider and only use SaaS applications 

C. Install cloud backup software and use it or regular backups 

D. Configure local tape backups and store them in a safe on site. 

 
Answer: C 
 
QUESTION 513 
Which of the following wireless encryption standards uses 802.1X In its process to secure a wireless network? 
 

A. WPS 

B. WPA2-PSK 

C. WPA-Enterprise 

D. WEP 

 
Answer: A 
 
QUESTION 514 
A technician notices a Windows computer is running slowly. The computer boots up slowly and has long delays when 
executing large files. The technician runs Disk Cleanup, but the problem persists. Which of the following will MOST 
likely help speed up the computer? 
 

A. Boot into safe mode. 

B. Reboot the computer 

C. Defragment the hard drive 

D. Install device drivers 

 
Answer: B 
 
QUESTION 515 
A systems administrator created a policy that should create a shortcut on a user's desktop. Shortly after the policy was 
created, a technician inspects the user's desktop and notices the shortcut is not present. The administrator verifies that 
the policy was created correctly and that it is being applied to the user's account. 
Which of the following will MOST Likely resolve the issue Immediately without interrupting the user's session? 
 

A. gpupdate /force 

B. gpupdate /boot 

C. gpupdate /logoff 

D.  gpupdate /target:computer 

 
Answer: A 
 
QUESTION 516 
A user's mobile device appears to lose connectivity only in certain areas. The device works normally when II is not in 
those areas, and the user has determined that a cellular signal is available In the areas where the connectivity is lost. 
Which of the following should be considered? 
 

A. Unintended W1F1 connection 

B. Unauthorized location tracking 

C. Data transmission over set limit 

D. Unintended Bluetooth pairing 

 
Answer: B 
 
QUESTION 517 
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A technician is developing a backup and disaster recovery plan for a customer. The customer requires quick file 
recovery when necessary, but wants to ensure recovery is possible in case of a complete disaster, with data loss of no 
more than three days. 
Which of the following backup procedures should the technician suggest to BEST meet the customer's needs? 
 

A. Configure backups to the cloud storage and set minimum retention. 

B. Schedule daily backups to local storage and weekly backups to cloud storage 

C. Archive to tape that is stored in an isolated part of the building. 

D. Back up to local storage that in turn is backed up to the cloud storage 

 
Answer: D 
 
QUESTION 518 
Ann. a network engineer is performing an after-hours upgrade on a network switch. During the activity. Ann notices an 
unrelated setting she believes is misconfigured. She decides to change the setting during the upgrade which causes an 
outage. Which of the following change management practices would MOST likely have prevented this outage? 
 

A. Risk analysis 

B. Change board approval 

C. Scoping the change 

D. End-user acceptance 

 
Answer: C 
 
QUESTION 519 
A technician is working on an infected computer. After running a scan and removing the malicious software, only one 
issue remains. When opening up the browser, it is redirected to an unwanted site. The technician checks the home 
page settings, and they are correct. The technician types the home page address in the browser, and it is still 
redirected. 
Which of the following does the technician need to edit to resolve this issue? 
 

A. MSConfig 

B. Registry 

C. Hosts file 

D. boot.ini 

 
Answer: C 
 
QUESTION 520 
A user's laptop screen goes Clank every time the keyboard and/or mouse are not active for five minutes. The user 
needs to change the settings for this option. Which of the following Control Panel utilities allows the user to make the 
adjustment? 
 

A. Device Manager 

B. Sync Center 

C. Power Options 

D. Display settings 

 
Answer: D 
 
QUESTION 521 
Ann a customer, allowed someone else to use her computer, and now some web pages do not display correctly in the 
browser. A technician determines many of the browser settings live been changed. 
Which of the following Control Panel utilities should the technician use to reset the browser settings to the defaults? 
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A. System/System Protection 

B. Programs and Features 

C. Network and Sharing Center 

D. Internet Options/Advanced tab 

 
Answer: D 
 
QUESTION 522 
After receiving a replacement smartphone. a corporate user is able to open some emails but is unable to open 
encrypted emails. 
Which of the following troubleshooting steps should a technician take NEXT? 
 

A. Place the previous certificate in escrow. 

B. Verity the installation of S/MIME on the phone 

C. Ensure the users public Key is in the global address list 

D. Instruct the user to wait for synchronization to complete. 

 
Answer: D 
 
QUESTION 523 
Which of the following security concepts can be overcome through soc al engineering? (Select TWO) 
 

A. Port blocking 

B. Strong passwords 

C. Firewalls 

D. MAC filtering 

E. Email attachment filtering 

F. Antivirus updates 

 
Answer: BE 
 
QUESTION 524 
Joe, a user, is gelling replies to an email message he never sent Joe contacts the help desk to ask what he should do. 
Which of the following should the help desk technician recommend FIRST to Joe? 
 

A. Delete the replies 

B. Change his password 

C. Notify his contacts that his account was compromised 

D. Forward the email to the technician. 

 
Answer: D 
 
QUESTION 525 
A user installs a flashlight application on a phone. The user later discovers this application was stealing users' data 
files, pictures, call history, and other private information. The user wants to prevent this from happening in the future. 
Which of the following would BEST prevent this from reoccurring? 
 

A. Only install applications that request appropriate permissions 

B. Only install applications made by large and well-known companies 

C. Install an antivirus on the mobile OS. 

D. Use a mobile device manager to increase security on the phone. 

 
Answer: A 
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