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QUESTION 487 
Which of the following attack types exploits vulnerabilities in human nature? 
 

A. Zero-day 

B. Man-in-the-middle 

C. Spoofing 

D. Phishing 

 
Answer: D 
 
QUESTION 488 
A user installed an application that now requires a license key to enable full functionality. The user contacts support, 
and the technician decides to enter a license key in the software GUI on behalf of the user. Which of the following will 
support this task? 
 

A. SSH 

B. RDP 

C. FTP 

D. Telnet 

 
Answer: B 
 
QUESTION 489 
A technician is securing a server room by implementing a two-factor authentication solution. Which of the following 
should the technician implement to provide the BEST security for the server room? 
 

A. Door lock and mantrap 

B. Server lock and badge reader 

C. Security guard and entry control roster 

D. Biometric lock and hardware token 

 
Answer: D 
 
QUESTION 490 
After a virus outbreak due to USB usage, a technician must deny users access to removable hard drives via USB ports 
as soon as possible. The technician has been asked to avoid interrupting any users. Which of the following is the BEST 
way for the technician to perform this security feature? 
 

A. Push a group policy 
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B. Assign a local security policy 

C. Create a network login script 

D. Update the AUP 

 
Answer: B 
 
QUESTION 491 
A user recently connected a Windows laptop to a free WiFi hotspot. After returning to the office, the user cannot access 
network shares. Which of the following is the MOST likely cause? 
 

A. Remote access has been disabled 

B. The local firewall settings are incorrect 

C. Location-based settings are not turned on 

D. The network shares are hidden 

 
Answer: B 
 
QUESTION 492 
When hackers execute code against a vulnerability in the hope that it has not yet been addressed, this is known as a: 
 

A. zero-day attack 

B. spoofing attack 

C. DDoS attack 

D. brute force attack 

 
Answer: A 
 
QUESTION 493 
A technician successfully removed malware from a user's computer, and recent scans do not report any infections. 
However, the computer has begun experiencing issues accessing websites with Internet Explorer after a few hours of 
use. Some remote websites return error messages, and other sites do not display properly. Which of the following 
options should the technician utilize NEXT to troubleshoot this issue? 
 

A. Internet Options - Advanced 

B. System - Remote Settings 

C. Folder Options - View Options 

D. Display Settings - Resolution 

 
Answer: A 
 
QUESTION 494 
A technician is monitoring a network and notices an outage has occurred that could potentially cause a major disruption 
to the business workflow? Which of the following should the technician do NEXT? 
 

A. Identify the issue and its impact to the business 

B. Report the incident to the proper teams or management for awareness 

C. Start a root cause analysis and create documentation 

D. Create an action plan and implement the solution 

 
Answer: A 
 
QUESTION 495 
A user recently downloaded a JPEG attachment from an email. When the user clicks on the attachment, instead of 
opening a picture, a small command prompt window appears for several seconds and then disappears. A technician 
views the file and sees the following: 
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Which of the following Windows Control Panel utilities should the technician use to resolve this issue? 
 

A. Folder Options 

B. Display Settings 

C. Device Manager 

D. Internet Options 

 
Answer: A 
 
QUESTION 496 
A technician is scheduled to upgrade a grocery store's network equipment at 11:00 p.m. There are only a few shoppers 
in the store; therefore, the store manager wants the technician to start the upgrade early. Which of the following is the 
NEXT step the technician should perform? 
 

A. Create a back-out plan for the store 

B. Review the change request document 

C. Draft the new network diagrams 

D. Get approval from the Change Advisory Board 

 
Answer: D 
 
QUESTION 497 
A technician is adding a folder to a structure that is several levels down from the top level. The technician wants to 
make sure the new folder will have the same permissions as the top level. Which of the following should the technician 
configure? 
 

A. Attributes 

B. Shares 

C. Inheritance 

D. Replication 

 
Answer: C 
 
QUESTION 498 
A user moves a file from one NTFS disk to another NTFS disk. Which of the following describes the changes to the file 
permissions? 
 

A. The file has both the source and destination permissions 

B. The file keeps the source permissions 

C. The file permissions have to be set manually 

D. The file receives the destination permissions 

 
Answer: A 
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