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QUESTION 65 
Which two services are critical for zero touch provisioning on-boarding? (Choose two.) 
 

A. EMAIL 

B. SNMP 

C. AAA 

D. DHCP 

E. DNS 

 
Answer: DE 
Explanation: 
https://sdwandocs.cisco.com/Product_Documentation/vManage_Help/Release_18.4/Configuration/Templates/SNMP 

 
 
QUESTION 66 
Which protocol is used to measure loss, latency, jitter, and liveliness of the tunnel between WAN Edge router peers? 
 

A. OMP 

B. NetFlow 

C. BFD 

D. IP SLA 

 
Answer: C 
Explanation: 
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2019/pdf/TECCRS-2014.pdf 
QUESTION 67 
Which two algorithms authenticate a user when configuring SNMPv3 monitoring on a WAN Edge router? (Choose two.) 
 

A. AES-256 

B. SHA-1 

C. AES-128 

D. MD5 
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E. SHA-2 

 
Answer: DE 
 
QUESTION 68 
Drag and Drop Question 
Drag and drop the definitions from the left to the configuration on the right. 

 
Answer:  

 
 
QUESTION 69 
In the Cisco SD_WAN solution, vSmart controller is responsible for which two actions? (Choose two.) 
 

A. Distribute crypto key information among vEdge routers 

B. Configure and monitor vEdge routers. 

C. Authenticate and authorize vEdge routers. 

D. Distribute the IP address from DHCP server to vEdge routers. 

E. Distribute route and policy information via OMP. 

 
Answer: AE 
Explanation: 
https://www.sccug.net/wp-content/uploads/2019/05/Cisco-SDWAN-Deep-Dive.pdf 
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QUESTION 70 
A network administrator is configuring QoS on vEdge 5000 router and needs to enable it on the transport side interface.  
Which policy setting must be selected to accomplish this goal? 
 

A. Application 

B. Netflow 

C. Cloud QoS Service side 

D. Cloud QoS 

 
Answer: D 
Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/configcmd.html#wp6721725270 
policy cloud-qos—Enable QoS scheduling and shaping for traffic on WAN interfaces (applicable to Cisco vEdge 
Cloud, Cisco vEdge 5000, and Cisco ISR1100 routers). 
policy cloud-qos-service-side—Use this command along with the policy cloud-qos command to enable QoS 
scheduling and shaping for traffic on LAN interfaces (applicable to Cisco vEdge Cloud, Cisco vEdge 5000, and Cisco 
ISR1100 routers). 
 
QUESTION 71 
In an AWS cloud, which feature provision WAN Edge routers automatically in Cisco SD-WAN? 
 

A. Cloud app 

B. Cloud OnRamp 

C. vAnalytics 

D. Network Designer 

 
Answer: B 
Explanation: 
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https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/cisco-sdwan-design-guide.html 
 
QUESTION 72 
What is the purpose of ''vpn 0'' in the configuration template when onboarding a WAN edge node? 
 

A. It carries control traffic over secure DTLS or TLS connections between vSmart controllers and 
vEdge routers, and between vSmart and vBond 

B. It carries control out-of-bond network management traffic among the Vlptela devices in the 
overlay network. 

C. It carries control traffic over secure IPsec connections between vSmart controllers and vEdge 
routers, and between vSmart and vManager 

D. It carries control traffic over secure DTLS or TLS connections between vSmart controllers and 
vEdge routers, and between vSmart and vBond 

 
Answer: D 
Explanation: 

 
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sd-wan-wan-edge-onboarding-deploy-guide-
2020jan.pdf 
 
QUESTION 73 
Which device in the SD-WAN solution receives and categorizes event reports, and generates alarms? 
 

A. WAN Edge routers 

B. vSmart controllers 

C. vManage NMS 

D. vBond controllers 

 
Answer: C 
Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Monitor-And-Maintain/monitor-maintain-book/m-
alarms-events-logs.html 
https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/vmanage/vmanage-how-tos-18-4-1.pdf 
 
QUESTION 74 
A network administrator is bringing up one WAN Edge for branch connectivity. Which types of tunnels form when the 
WAN edge router connects to the SD-WAN fabric? 
 

A. DTLS or TLS tunnel with vBond controller and IPsec tunnel with vManage controller. 

B. DTLS or TLS tunnel with vBond controller and IPsec tunnel with other WAN Edge routers. 

C. DTLS or TLS tunnel with vSmart controller and IPsec tunnel with other Edge routers. 

D. DTLS or TLS tunnel with vSmart controller and IPsec tunnel with vBond controller. 

 
Answer: C 
 
QUESTION 75 
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When a WAN Edge device joins the SD-WAN overlay, which Cisco SD-WAN components orchestrates the connection 
between the WAN Edge device and a vSmart controller? 
 

A. vManage 

B. vBond 

C. OMP 

D. APIC-EM 

 
Answer: B 
Explanation: 
vBond functions: 
1. vBond is the orchestrator and the gatekeeper. 
2. vBond validates that the vEdge trying to join the overlay is authorized to join or not. 
3. vBond Orchestrates the connectivity between vEdge routers and vSmart controllers. 
4. Ensures that valid vEdge routers can build the control plane connectivity. 
5. vEdge builds temporary connectivity with vBond until the vEdge forms connectivity with the vSmart. 
https://www.prosdn.com/viptela-cisco-sd-wan-components-overview/ 
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