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Exam A 

 

QUESTION 1 
Which two steps are mutual between Cisco secure boot and UEFI secure boot? (Choose two.) 

 
A. bootloader 

B. operating system 

C. microloader 

D. kemel 

E. hardware anchor 

 
Correct Answer: AB 

 
QUESTION 2 
Which feature on MDS platforms ensures that the code that is running on the hardware platform is authentic and unmodified, while also validating the BIOS to 
eliminate any rootkits. 

 
A. Cisco Secure Boot 

B. UEFI Secure Boot 

C. Secure Unique Device Identifier 

D. BIOS Secure Boot 

 
Correct Answer: A 

 
QUESTION 3 
Which component is initially responsible for loading the kickstart image on Cisco MDS Switches? 

 
A. ROMMON 

B. BIOS 

C. NX-OS 

D. BASH 

 
Correct Answer: C 

 
QUESTION 4 
A network engineer must run a core Cisco Nexus 9500 Series Switch as a POAP server for all top-of-rack Cisco Nexus switches. Which two network functions 
must run to provide the POAP service? (Choose two.) 

 
A. DNS 

B. PXE 

C. BOOTP 

D. TFTP 

E. DHCP 

 
Correct Answer: DE 

 

QUESTION 5 
DRAG DROP 

 

Drag and drop the mechanisms of Cisco Secure Boot from the left into the correct order on the right. 
 

Select and Place: 

 
 
Correct Answer: 
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QUESTION 6 
Which two components are required for successful MDS USB POAP (Choose two.) 

 
A. NTFS formatted USB drive 

B. USB drive in port 1 

C. script named poap_script pl 
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D. ENTERPRISE_PKG license 

E. system and kickstart images 

 
Correct Answer: CE 

 
QUESTION 7 
A Cisco MDS Series Switch with the POAP feature boots and does not find the startup configuration. Which location is checked first when the switch enters POAP 
mode? 

 
A. USB device that contains the software image files and the switch configuration file 

B. DHCP server to bootstrap the interface IP address, gateway, DNS server, and TFTP IP addresses 

C. TFTP server where the necessary configuration files are downloaded 

D. HTTP server where the URL is used to download the software image 

 
Correct Answer: A 

 

QUESTION 8 
After user account attributes are modified in Cisco NX-OS, when do changes to the user’s session attributes take effect? 

 
A. immediately 

B. at the scheduled time 

C. when the user logs out of a session 

D. when the user creates a new session 

 
Correct Answer: D 

 
QUESTION 9 
Which Cisco NX-OS command displays the VSAN that is associated with each FCID? 

 
A. show fcdomain 

B. show fc2 plogi 

C. show vsan database 

D. show flogi database 

Correct Answer: A 

QUESTION 10 
Which configuration is available only in Cisco DCNM-SAN Advanced mode? 

 
A. IVR 

B. VMpath configuration 

C. zoning 

D. template-based provisioning 

 
Correct Answer: A 

 
QUESTION 11 
A storage network engineer is implementing disk-array data replication between two SAN environments in two different data centers not connected via Fibre 
Channel. Which SAN switch feature must be implemented? 

 
A. FCIP 

B. zoning merge over LAN 

C. VSAN scoping 

D. IVR 

 
Correct Answer: A 

 
QUESTION 12 
What is the effect of a non-graceful virtual machine shutdown on a virtualized server that is connected to a SAN with Fibre Channel interfaces? 

 
A. NP Port reload connected to the upstream SAN switch 

B. out-of-service Fibre Channel interfaces on the SAN switch 

C. frames stuck in the storage system 

D. frames stuck in the HBA buffer of the server 

 
Correct Answer: B 

 
QUESTION 13 
Which condition requires using a device alias rather than a Fibre Channel alias? 

 
A. The zone database must be distributed over the fabric. 

B. The same alias must be used in zoning as well as DPVM. 

C. All aliases being used are being configured in the same VSAN. 

D. Aliases must be saved within a central database on the fabric. 

 
Correct Answer: A 

 

QUESTION 14 
Which result occurs if a device alias is renamed and then the original device alias name is used in an add command in the same session? 

 
A. Both commands execute successfully. 

B. The device alias is renamed and the add command is moved to the rejected list. 

C. Both commands are moved to the rejected list. 
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D. The rename command is moved to the rejected list and the add command executes successfully. 
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Correct Answer: A 
 

QUESTION 15 
Which result occurs when a VSAN is deleted that contains non-trunking ports? 

 
A. The ports are moved to VSAN 4094. 

B. The ports are moved to VSAN 1. 

C. The ports are removed from the configuration. 

D. The port configurations are cleared. 

 
Correct Answer: A 
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