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Question:1

Refer to the exhibit.
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How is the ARP request from VM1 forwarded when VM2 is not learned in the Cisco ACI fabric?

A. Leaf 101 forwardsthe ARP requestto one of the proxy VTEP spines.

B. POD1spinerespondstothe ARPrequestafterthe POD1 COOP is updated withthe VM2 location.
C. Leaf101encapsulatesthe ARPrequestintoamulticast packet thatis destinedto225.0.37.192.
D. Leaf101 switch consumersthe ARP reply of VM2 to update the local endpointtable.

Answer: A
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Question:2

Whichapproachdoes Cisco ACl use toachieve multidestination packet forwarding between leaf
switchesinthe samefabric?

A. Map VXLAN VTEP tothe multicastgroup

B. MapVXLANtoPIM-SM protocol

C. Map VXLAN VNItothe multicastgroup

D. MapVXLANtoPIM-DM protocol

Answer:C

Question:3

What does the VXLAN source port add to the overlay packet forwarding when it uses the hash of
Layer2, Layer 3,and Layer 4 headers of theinner packet?

A. ECMP

B. TCP optimization

C. disabled fragmentation
D. jumbo frames

Answer: A

Reference: https://www.cisco.com/c/en/us/support/docs/I n switching/vlan/212682-virtual-
extensible-lan-and- ethernet-virt.html

Question:4

Whichtwo actions are the Cisco best practices to configure NICteaming load balancing for Cisco UCS
B-Seriesbladesthatare connectedtothe Cisco ACl leaf switches? (Choose two.)

A. Create vPC+

B. Enable LACP active mode
C. Create PAgP

D. Create vPC

E. Enable MACpinnng

Answer:BE

Question:5
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ACI Fabric
BD1 - 172.16.0.254/24
vCenter
DVS

Anorganization migratesitsvirtualizedserversfromalegacyenvironmenttoCiscoACl.VM1is
incorrectly attachedtoPortGroupIT|3Ti rApp|Web. WhichactionlimitsIPaddresslearninginBD1?

A. Enable Enforce Subnet Check

B. Enable Rouge Endpoint Control

C. Enable GARP-based EP Move Detection Mode
D. DisableRemote EP Learn

Answer:C

Question:6

Refer to the exhibit.
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What must be configuredto allow the PBR node (LB-int) to monitor the availability of the endpoint
thatisinthe EPG server?

A. Endpoint Dataplane Learning

B. Unicast Route disabledforclientandserver bridge domains
C. PBR node tracking

D. DirectConnectintheservicegraphtemplate

Answer: A

Question:7

Anengineer must limitlocal and remote endpoint learning to the bridge domain subnet. Which
actionshould be takeninside the Cisco APIC?

A. DisableRemoteEP Learn

B. Enable Enforce Subnet Check

C. Disable Endpoint Dataplane Learning
D. Enable LimitIP Learningto Subnet

Answer:B

Reference: https://www.cisco.com/c/en/us/solutions/collateral/data-center-
virtualization/application-centric- infrastructure/white-paper-c11-739989.html

Question:8

What is the purpose of the Forwarding Tag (FTAG) in Cisco ACI?

A. FTAGis usedin Cisco ACl to add a label to the iVXLAN trafficin the fabric to apply the correct
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policy.

B. FTAGisusedin Cisco AClto add alabel to the VXLAN trafficin the fabricto apply the correct policy.
C. FTAGtreesin Cisco ACl are usedtoload balance unicast traffic.

D. FTAGtreesin Cisco ACl are usedtoload balance mutli-destination traffic.

Answer:D

Reference: https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/aci-
fundamentals/ b_ACI-Fundamentals/b_ACI-
Fundamentals_chapter_010010.html#concept_1E8BF286E1C043EF839D80935FDFIF50

Question:9

DRAG DROP

Aleafreceives unicast trafficthatis destined to an unknown source, and spine proxy is enabled in the
corresponding bridge domain. Dragand drop the Cisco ACl forwarding operations fromthe leftinto
theordertheoperationoccursontheright.

Answer Area
Spine lookup occurs dMACi or dIPi Step 1
Packet is sent out of the fabric Step 2
Packet is routed in VRF overlay-1 Step 3

based on dIPo

Source leaf forwards the packet to
anycast TEP encapsulated with Step 4
VXLAN header

Packet reaches destination leaf and Step 5
is VXLAN decapsulated tep

Answer:
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Answer Area

Spine lookup occurs dMACi or dIPi

Source leaf forwards the pa
anycast TEP encapsulated
VXLAN header

Packet is sent out of the fabric

Spine lookup occurs dMACi

Packet is routed in VRF overlay-1
based on dIPo

Packet is sent out of the f;

Source leaf forwards the packet to
anycast TEP encapsulated with
VXLAN header

Packet reaches destination
is VXLAN decapsulated

Packet reaches destination leaf and

Packet is routed in VRF ove

is VXLAN decapsulated based on dIPo
Question: 10
Refer to the exhibit.
N
LEAF1 LEAF2
Eth1/1 Eth1/2

WebServer

Whichthreeactions should be takentoimplement the vPCinthe Cisco ACIfabric? (Choose three.)
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A. SelectacommonvPCinterface policy group

B. Select individual interface profiles
C. Select common interface profiles
D. Select individual switch profiles

E. Select common switch profiles

Answer:ABE

Question: 11

Which action should be taken in Cisco ACl to reassign a unique globally scoped pcTagto an EPG that
provides a global contract?

A. Configuresubnetsthataretreatedasvirtual IP
B. Configure subnets that advertise externally

C. ConfiguresubnetsthataresharedbetweenVRFs
D. Configuresubnetsthatare privateto VRF

Answer:C

Reference: https://www.cisco.com/c/en/us/support/docs/c oud-systems-management/application-
policy- infrastructure-controller-apic/119023-techno e-apic-00.html

Question: 12
Refer to the exhibit.
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Service

Consumer
' node leaf
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IP;10.0.0.1/24 10.0.1.254/24 1P:10.0.0.2/24

GW:10.0.0.254 5W:10.0.0.254
EPG: Client EPG: Server
BD: BD1 BD: ASA BD: BD1

VRF1

What must be configuredintheservice graphtoredirect HTTP traffic betweenthe EPG clientand
EPGservertogothroughthe Cisco ASAfirewall?

A. contractfiltertoallow ARPand HTTP
B. precisefiltertoallow only HTTP traffic
C. contractwithnofilter

D. permit-all contract filter

Answer: A

Question: 13
Refer to th exhibits.
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Filter - SSH
Policy Fa
—
Properties
Name. SSH
Alias
Description
Tags
orer 1TAgs separated by comma
Giobal Alias
Entries
Name Alas EtherType ARP Flag IP Protocol  Match Statehd Source PortRange De:
Ondy From To From
Fragme
ash L ©n Fualve Fabhe wiapochnd whpoched 22

All_noSSH
(Prod)

vlan2351 vlan2352
(NetworkCentric) (NetworkCentric)

Which subject must be configured forthe All_noSSH contracttoallow all IP traffic except SSH
betweenthetwo EPGs?
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Apply Both Directions: false
Reverse Filter Ports: [

Name Action Priority
common/ip  permit default level

Prod/SSH Deny highest prio

Apply Both Directions: false
Reverse Filter Ports: [

Filters:

Name Action Priority
common/ip  permit default level
Prod/SSH  Deny lowest pric

Apply Both Directions: true
Reverse Filter Ports: O

Filters:

Name Tenant Action  Priority
SSH  Prod Deny  highestp
ip common  pemmit default le

Apply Both Directions: true
Reverse Filter Ports: &

Filters:

Name Tenant Action  Priority
SSH  Prod Deny lowest p
ip common  permit default le
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A. OptionA
B. OptionB
C. OptionC
D. OptionD

Answer:D

Reference: https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-
x/ACI_Best_Practices/ b_ACI_Best_Practices/b_ACI|_Best_Practices_chapter_010.html

Question: 14
Refer to the exhibit.

App_DB Web_App
(AppTenant) (AppTenant)

DB1 App1 Web1 DB2 App2 Web2
(Application1) (Application1) (Application1) (Application2) (Application2) (Application2)

Twoapplication profiles are configuredinthe sametenantand different VRFs. Which contract scope
isconfiguredtoallowcommunicationbetweenthetwoapplication profiles?

A. global

B. VRF

C. application
D. tenant

Answer:D

Reference: https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-
x/Operating_ACl/guide/ b_Cisco_Operating_ACI/b_Cisco_Operating_ACI_chapter_01000.html|
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Question: 15
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Refer to the exhibit.

WebClient Contract WebServer
DST Port 80
Consumer Provider

Which combination of flagsin the Cisco ACI contract allows a clientin WebClient EPG to establish an
HTTP connectiontowardaserverin WebServer EPG?

A. ApplyBothDirection ENABLED and Reverse Port Filter ENABLED

B. Apply Both Direction DISABLED and Reverse Port Filter DISAB ED
C. ApplyBothDirection DISABLED and Reverse Port Filter ENABLED
D. Apply Both Direction ENABLED and Reverse PortFilte DISABLED

Answer:C
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