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QUESTION 12 
Which policy rule is included in the deployment of a local DMZ during the initial deployment of a Cisco NGFW through 
the Cisco FMC GUI? 

 
A. a default DMZ policy for which only a user can change the IP addresses. 

B. deny ip any 

C. no policy rule is included 

D. permit ip any 

 
Correct Answer: C 

 

QUESTION 13 
What are two application layer preprocessors? (Choose two.) 

 
A. CIFS 

B. IMAP 

C. SSL 

D. DNP3 

E. ICMP 

 
Correct Answer: BC 

 

QUESTION 14 
Which two OSPF routing features are configured in Cisco FMC and propagated to Cisco FTD? (Choose two.) 

 
A. OSPFv2 with IPv6 capabilities 

B. virtual links 

C. SHA authentication to OSPF packets 

D. area boundary router type 1 LSA filtering 

E. MD5 authentication to OSPF packets 

 
Correct Answer: BD 

 

QUESTION 15 
When creating a report template, how can the results be limited to show only the activity of a specific subnet? 

 
A. Create a custom search in Firepower Management Center and select it in each section of the report. 

B. Add an Input Parameter in the Advanced Settings of the report, and set the type to Network/IP. 

C. Add a Table View section to the report with the Search field defined as the network in CIDR format. 
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D. Select IP Address as the X-Axis in each section of the report. 

 
Correct Answer: B 

 

QUESTION 16 
What is the disadvantage of setting up a site-to-site VPN in a clustered-units environment? 

 
A. VPN connections can be re-established only if the failed master unit recovers. 

B. Smart License is required to maintain VPN connections simultaneously across all cluster units. 

C. VPN connections must be re-established when a new master unit is elected. 

D. Only established VPN connections are maintained when a new master unit is elected. 

 
Correct Answer: C 

 

QUESTION 17 
Which two statements about bridge-group interfaces in Cisco FTD are true? (Choose two.) 

A. The BVI IP address must be in a separate subnet from the connected network. 

B. Bridge groups are supported in both transparent and routed firewall modes. 

C. Bridge groups are supported only in transparent firewall mode. 

D. Bidirectional Forwarding Detection echo packets are allowed through the FTD when using bridge-group members. 

E. Each directly connected network must be on the same subnet. 

 
Correct Answer: CD 

 

QUESTION 18 
Which command is run on an FTD unit to associate the unit to an FMC manager that is at IP address 10.0.0.10, and 
that has the registration key Cisco123? 

 
A. configure manager local 10.0.0.10 Cisco123 

B. configure manager add Cisco123 10.0.0.10 

C. configure manager local Cisco123 10.0.0.10 

D. configure manager add 10.0.0.10 Cisco123 

 
Correct Answer: D 

 

QUESTION 19 
Which two actions can be used in an access control policy rule? (Choose two.) 

 
A. Block with Reset 

B. Monitor 

C. Analyze 

D. Discover 

E. Block ALL 

 
Correct Answer: AB 

 

QUESTION 20 
Which two routing options are valid with Cisco Firepower Threat Defense? (Choose two.) 

 
A. BGPv6 

B. ECMP with up to three equal cost paths across multiple interfaces 

C. ECMP with up to three equal cost paths across a single interface 

D. BGPv4 in transparent firewall mode 

E. BGPv4 with nonstop forwarding 
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Correct Answer: AC 
 

QUESTION 21 
Which object type supports object overrides? 

 
A. time range 

B. security group tag 

C. network object 

D. DNS server group 

 
Correct Answer: C 

 

QUESTION 22 
Which Cisco Firepower rule action displays an HTTP warning page? 

 
A. Monitor 

B. Block 

C. Interactive Block 

D. Allow with Warning 

 
Correct Answer: C 
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