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QUESTION 73 
What are the three default behaviors of Cisco ISE with respect to authentication, when a user connects to a switch that 
is configured for 802.1X, MAB, and WebAuth? (Choose three) 
 

A. MAB traffic uses internal endpoints for retrieving identity. 

B. Dot1X traffic uses a user-defined identity store for retrieving identity. 

C. Unmatched traffic is allowed on the network. 

D. Unmatched traffic is dropped because of the Reject/Reject/Drop action that is configured under 
Options. 

E. Dot1 traffic uses internal users for retrieving identity. 

 
Answer: ADE 
 
QUESTION 74 
Which statement is true? 
 

A. A Cisco ISE Advanced license is perpetual in nature. 

B. A Cisco ISE Advanced license can be installed on top of a Base and/or Wireless license. 

C. A Cisco ISE Wireless license can be installed on top of a Base and/or Advanced license. 

D. A Cisco ISE Advanced license can be used without any Base licenses. 

 
Answer: B 
 
QUESTION 75 
In which scenario does Cisco ISE allocate an Advanced license? 
 

A. guest services with dACL enforcement 

B. endpoint authorization using SGA enforcement 

C. dynamic device profiling 

D. high availability Administrator nodes 

 
Answer: C 
 
QUESTION 76 
Which Cisco ISE node does not support automatic failover? 
 

A. Inline Posture node 

B. Monitoring node 
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C. Policy Services node 

D. Admin node 

 
Answer: D 
 
QUESTION 77 
Which scenario does not support Cisco ISE guest services? 
 

A. wired NAD with local WebAuth 

B. wireless LAN controller with central WebAuth 

C. wireless LAN controller with local WebAuth 

D. wired NAD with central WebAuth 

 
Answer: B 
 
QUESTION 78 
By default, which traffic does an 802.IX-enabled switch allow before authentication? 
 

A. all traffic 

B. no traffic 

C. traffic permitted in the port dACL on Cisco ISE 

D. traffic permitted in the default ACL on the switch 

 
Answer: D 
 
QUESTION 79 
What does MAB leverage a MAC address for? 
 

A. Calling-Station-ID 

B. password 

C. cisco-av-pair 

D. username 

 
Answer: D 
 
QUESTION 80 
Which three conditions can be used for posture checking? (Choose three.) 
 

A. certificate 

B. operating system 

C. file 

D. application 

E. service 

 
Answer: CDE 
 
QUESTION 81 
Which use case validates a change of authorization? 
 

A. An authenticated, wired EAP-capable endpoint is discovered 

B. An endpoint profiling policy is changed for authorization policy. 

C. An endpoint that is disconnected from the network is discovered 

D. Endpoints are created through device registration for the guests 

 
Answer: B 
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Explanation: 
https://www.cisco.com/c/en/us/td/docs/security/ise/1-2/user_guide/ise_user_guide/ise_prof_pol.html 
 
QUESTION 82 
An administrator is adding a switch to a network that is running Cisco ISE and is only for IP Phones. The phones do not 
have the ability to auto switch port for authentication? 
 

A. enable bypass-MAC 

B. dot1x system-auth-control 

C. mab 

D. enable network-authentication 

 
Answer: B 
 
QUESTION 83 
A network engineer is configuring a network device that needs to filter traffic based on security group tags using a 
security policy on a routed into this task? 
 

A. cts authorization list 

B. cts role-based enforcement 

C. cts cache enable 

D. cts role-based policy priority-static 

 
Answer: B 
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