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QUESTION 43
Which two endpoint compliance statuses are possible? (Choose two.)

unknown
known
invalid
compliant
valid

moow»

Answer: AD

QUESTION 44
Which are two characteristics of TACACS+? (Choose two ) ,

It uses TCP port 49.

It combines authorization and authentication functions.
It separates authorization and authentication functions.
It encrypts the password only.

It uses UDP port 49.

moow»

Answer: AC

QUESTION 45
Which two ports do network devices typically use for CoA? (Choose two )

443
19005
8080
2799
1700

moow»

Answer: DE

QUESTION 46
Which two responses from the RADIUS server to NAS are valid during the authentication process? (Choose two )

A. access-response
B. access-request
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C. access-reserved
D. access-accept
E. access-challenge

Answer: CE

QUESTION 47
Which two components are required for creating a Native Supplicant Profile within a BYOD flow? (Choose two )

Windows Settings

Connection Type

iOS Settings

Redirect ACL Operating System

00>

Answer: AC

QUESTION 48
What is the minimum certainty factor when creating a profiler policy?

the minimum number that a predefined condition provides
the maximum number that a predefined condition provides
the minimum number that a device certainty factor must reach to become a member of the profile
the maximum number that a device certainty factor must reach to become a member of the profile

o0w»

Answer: B

QUESTION 49
What must match between Cisco ISE and the network access device to successfully authenticate endpoints?

SNMP version
shared secret
certificate
profile

o0w»

Answer: B
Explanation:
https://lwww.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_man_network_devices.html

QUESTION 50

Which two methods should a sponsor select to create bulk guest accounts from the sponsor portal?
A. Random

B. Monthly

C. Daily

D. Imported

E. Known

Answer: AD

QUESTION 51

Which statement about configuring certificates for BYOD is true?

A. An Android endpoint uses EST, whereas other operating systems use SCEP for enrollment
B. The SAN field is populated with the end user name.
C. An endpoint certificate is mandatory for the Cisco ISE BYOD
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D. The CN field is populated with the endpoint host name

Answer: C

QUESTION 52
What sends the redirect ACL that is configured in the authorization profile back to the Cisco WLC?

Cisco-av-pair
Class attribute
Event

State attribute

o0w»

Answer: A

QUESTION 53
Which two events thgger a CoA for an endpoint when CoA is enab.ed globally for ReAuth? (Choose two.)

endpoint marked as lost in My Devices Portal

addition of endpoint to My Devices Portal

endpoint profile transition from Aop.e-dev.ee to App.e-iPhone
endpoint profile transition from Unknown to Windows 10-Workstation
updating of endpoint dACL.

moowp

Answer: CD

QUESTION 54
What is a requirement for Feed Service to work-?

TCP port 3080 must be opened between Cisco ISE and the feed server
Cisco ISE has a base license.

Cisco ISE has access to an internal server to download feed update
Cisco ISE has Internet access to download feed update

00>

Answer: C

QUESTION 55
Which advanced option within a WLAN must be enabled to trigger Central Web Authentication for Wireless users on
AireQS controller?

DHCP server

static IP tunneling
override Interface ACL
AAA override

00>

Answer: D

QUESTION 56
What is a valid guest portal type?

Sponsored-Guest
My Devices
Sponsor
Captive-Guest

oo

Answer: A
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QUESTION 57
What is needed to configure wireless guest access on the network?

endpoint already profiled in ISE
WEBAUTH ACL for redirection

valid user account in Active Directory
Captive Portal Bypass turned on

oCow>

Answer: D

QUESTION 58
The default Cisco ISE node configuration has which role or roles enabled by default?

Administration only

Inline Posture only

Administration and Pokey Service

Policy Service Monitoring, and Administration

00>

Answer: D

QUESTION 59
What does MAB stand for?

MAC Address Binding

MAC Authorization Binding
MAC Authorization Bypass
MAC Authentication Bypass

o0w»

Answer: D

QUESTION 60
What is the Cisco ISE default admin login name and password?

ISEAdmin/admin

admin/cisco

admin/no default password--the admin password is configured at setup
admin/admin

OO w2

Answer: C

QUESTION 61
What is the condition that a Cisco ISE authorization policy cannot match?

company contact
custom

time

device type
posture

moow»

Answer: B
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