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QUESTION 62
Which statement is not correct about the Cisco ISE Monitoring node?

A.

B.

C.
D.

The local collector agent collects logs locally from itself and from any NAD that is configured to
send logs to the Policy Service node.

Cisco ISE supports distributed log collection across all nodes to optimize local data collection,
aggregation, and centralized correlation and storage.

The local collector agent process runs only the Inline Posture node.

The local collector buffers transport the collected data to designated Cisco ISE Monitoring hodes
as syslog; once Monitoring nodes are globally defined via Administration, ISE nodes automatically
send logs to one or both of the configured Monitoring nodes.

Answer: C

QUESTION 63
The profiling data from network access devices is sent to which Cisco ISE node?
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Monitoring node

Administration node
Inline Posture node
Policy Service node

Answer: D

QUESTION 64
Drag and Drop Question
Drag the Cisco ISE node types from the left onto the appropriate purposes on the right.
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Answer:
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Explanation:

Monitoring = provides advanced monitoring and troubleshooting tools that you can use to effectively manage your
network and resources

Policy Service = provides network access, posture, guest access, client provisioning, and profiling services. This
persona evaluates the policies and makes all the decisions.

Administration = manages all system-related configuration and configurations that relate to functionality such as
authentication, authorization, auditing, and so on

pxGrid = shares context-sensitive information from Cisco ISE to subscribers
https://www.cisco.com/c/en/us/td/docs/security/ise/1-
4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14 chapter_011.html#ID57

QUESTION 65
Which configuration is required in the Cisco ISE authentication policy to allow Central Web Authentication?

A. MAB and if user not found, continue

B. MAB and if authentication failed, continue
C. Dotlx and if user not found, continue

D. Dotlx and if authentication failed, continue
Answer: A

QUESTION 66

Which portal is used to customize the settings for a user to log in and download the compliance module?

Client Profiling
Client Endpoint
Client Provisioning
Client Guest
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Answer: C

QUESTION 67
Which term refers to an endpoint agent that tries to join an 802 1X-enabled network?

EAP server
supplicant
client
authenticator

00>

Answer: D
QUESTION 68

Which two features are available when the primary admin node is down and the secondary admin node has not been
promoted? (Choose two)
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new AD user 802 1X authentication

BYOD

guest AUP

00>

Answer: BC

QUESTION 69
Which protocol must be allowed for a BYOD device to access the BYOD portal?

HTTP
SMTP
HTTPS
SSH

oo0w»

Answer: C

QUESTION 70
In which two ways can users and endpoints be classified for TrustSec? (Choose Two.)

VLAN
SXP
dynamic
QoS
SGACL
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Answer: AE

QUESTION 71
Which types of design are required in the Cisco ISE ATP program?

schematic and detailed
preliminary and final

high-level and low-level designs
top down and bottom up

00>

Answer: C

QUESTION 72
If there is a firewall between Cisco ISE and an Active Directory external identity store, which port does not need to be
open?

A. UDP/TCP 389
B. UDP123

C. TCP21

D. TCP 445

E. TCP 88

Answer: C
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