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QUESTION 55 
Which feature must be configured before an administrator can use the outbreak filter for nonviral threats? 
 

A. quarantine threat level 

B. antispam 

C. data loss prevention 

D. antivirus 

 
Answer: B 
 
QUESTION 56 
Which type of attack is prevented by configuring file reputation filtering and file analysis features? 
 

A. denial of service 

B. zero-day 

C. backscatter 

D. phishing 

 
Answer: B 
 
QUESTION 57 
Which two service problems can the Cisco Email Security Appliance solve? (Choose two.) 
 

A. DLP 

B. IPS 

C. Antispam 

D. URL filtering 

 
Answer: AC 
 
QUESTION 58 
Which of the following types of DNS records deals with mail delivery for a specific domain? 
 

A. A 

B. TXT 

C. MX 

D. PTR 

 
Answer: C 
 
QUESTION 59 
When DKIM signing is configured, which DNS record must be updated to load the DKIM public signing key? 
 

A. AAAA record 

B. PTR record 

C. TXT record 

D. MX record 

 
Answer: C 
 
QUESTION 60 
Which attack is mitigated by using Bounce Verification? 
 

A. spoof 

B. denial of service 

C. eavesdropping 

D. smurf 

 
Answer: B 
 
QUESTION 61 
When outbreak filters are configured, which two actions are used to protect users from outbreaks? (Choose two.) 
 

A. redirect 

B. return 

C. drop 

D. delay 
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E. abandon 

 
Answer: AD 
 
QUESTION 62 
Which two features are applied to either incoming or outgoing mail policies? (Choose two.) 
 

A. Indication of Compromise 

B. application filtering 

C. outbreak filters 

D. sender reputation filtering 

E. antivirus 

 
Answer: CE 
 
QUESTION 63 
What must be configured to allow the Cisco ESA to encrypt an email using the Cisco Registered Envelope Service? 
 

A. provisioned email encryption profile 

B. message encryption from a content filter that select "Message Encryption" over TLS 

C. message encryption from the mail flow policies with "CRES" selected 

D. content filter to forward the email to the Cisco Registered Envelope server 

 
Answer: B 
 
QUESTION 64 
Which two configurations are used on multiple LDAP servers to connect with Cisco ESA? (Choose two.) 
 

A. load balancing 

B. SLA monitor 

C. active-standby 

D. failover 

E. active-active 

 
Answer: AD 
 
QUESTION 65 
What is the default port to deliver emails from the Cisco ESA to the Cisco SMA using the centralized Spam Quarantine? 
 

A. 8025 

B. 6443 

C. 6025 

D. 8443 

 
Answer: C 
 
QUESTION 66 
Which two steps are needed to disable local spam quarantine before external quarantine is enabled? (Choose two.) 
 

A. Uncheck the Enable Spam Quarantine check box. 

B. Select Monitor and click Spam Quarantine. 

C. Check the External Safelist/Blocklist check box. 

D. Select External Spam Quarantine and click on Configure. 

E. Select Security Services and click Spam Quarantine. 

 
Answer: AB 
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