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QUESTION 1 
Which Cisco ESA security service is configured only through an outgoing mail policy? 
 

A. antivirus 

B. DLP 

C. Outbreak Filters 

D. AMP 

 
Answer: B 
 
QUESTION 2 
Which two components must be configured to perform DLP scanning? (Choose two.) 
 

A. Add a DLP policy on the Incoming Mail Policy. 

B. Add a DLP policy to the DLP Policy Manager. 

C. Enable a DLP policy on the Outgoing Mail Policy. 

D. Enable a DLP policy on the DLP Policy Customizations. 

E. Add a DLP policy to the Outgoing Content Filter. 

 
Answer: BC 
 
QUESTION 3 
Which two certificate authority lists are available in Cisco ESA? (Choose two.) 
 

A. default 

B. system 

C. user 

D. custom 

E. demo 

 
Answer: BD 
 
QUESTION 4 
Which two are configured in the DMARC verification profile? (Choose two.) 
 

A. name of the verification profile 

B. minimum number of signatures to verify 

C. ESA listeners to use the verification profile 

D. message action into an incoming or outgoing content filter 

E. message action to take when the policy is reject/quarantine 

 
Answer: AE 
 
QUESTION 5 
Which two components form the graymail management solution in Cisco ESA? (Choose two.) 
 

A. cloud-based unsubscribe service 

B. uniform unsubscription management interface for end users 

C. secure subscribe option for end users 

D. integrated graymail scanning engine 

E. improved mail efficacy 

 
Answer: AD 
 
QUESTION 6 
When URL logging is configured on a Cisco ESA, which feature must be enabled first? 
 

A. antivirus 

B. antispam 

C. virus outbreak filter 

D. senderbase reputation filter 

 
Answer: C 
 
QUESTION 7 
What is the default HTTPS port when configuring spam quarantine on Cisco ESA? 
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A. 83 

B. 82 

C. 443 

D. 80 

 
Answer: A 
 
QUESTION 8 
What is a benefit of implementing URL filtering on the Cisco ESA? 
 

A. removes threats from malicious URLs 

B. blacklists spam 

C. provides URL reputation protection 

D. enhances reputation against malicious URLs 

 
Answer: C 
 
QUESTION 9 
Refer to the exhibit. Which SPF record is valid for mycompany.com? 

 
 

A. v=spf1 a mx ip4:199.209.31.2 -all 

B. v=spf1 a mx ip4:10.1.10.23 -all 

C. v=spf1 a mx ip4:199.209.31.21 -all 

D. v=spf1 a mx ip4:172.16.18.230 -all 

 
Answer: D 
 
QUESTION 10 
What is a valid content filter action? 
 

A. decrypt on delivery 

B. quarantine 

C. skip antispam 

D. archive 

 
Answer: B 
 
QUESTION 11 
When virtual gateways are configured, which two distinct attributes are allocated to each virtual gateway address? (Choose two.) 
 

A. domain 

B. IP address 

C. DNS server address 

D. DHCP server address 

E. external spam quarantine 

 
Answer: AB 
 
QUESTION 12 
When the Cisco ESA is configured to perform antivirus scanning, what is the default timeout value? 
 

A. 30 seconds 

B. 90 seconds 

C. 60 seconds 

D. 120 seconds 

 
Answer: C 
 
QUESTION 13 
Which global setting is configured under Cisco ESA Scan Behavior? 
 

A. minimum attachment size to scan 

B. attachment scanning timeout 

C. actions for unscannable messages due to attachment type 

D. minimum depth of attachment recursion to scan 

 
Answer: B 
 
QUESTION 14 
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Which action on the Cisco ESA provides direct access to view the safelist/blocklist? 
 

A. Show the SLBL cache on the CLI. 

B. Monitor Incoming/Outgoing Listener. 

C. Export the SLBL to a .csv file. 

D. Debug the mail flow policy. 

 
Answer: C 
 
QUESTION 15 
Which scenario prevents a message from being sent to the quarantine as an action in the scan behavior on Cisco ESA? 
 

A. A policy quarantine is missing. 

B. More than one email pipeline is defined. 

C. The "modify the message subject" is already set. 

D. The "add custom header" action is performed first. 

 
Answer: B 
 
QUESTION 16 
What are two primary components of content filters? (Choose two.) 
 

A. conditions 

B. subject 

C. content 

D. actions 

E. policies 

 
Answer: AD 
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