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QUESTION 12 
DRAG DROP 

 

Drag and drop the steps to configure Cisco ESA to use SPF/SIDF verification from the left into the correct order on the right. 
 

Select and Place: 

 
 
Correct Answer: 

 
 
 

QUESTION 13 
Which suboption must be selected when LDAP is configured for Spam Quarantine End-User Authentication? 

 
A. Designate as the active query 

B. Update Frequency 

C. Server Priority 

D. Entity ID 

 
Correct Answer: A 

 

QUESTION 14 
Which action must be taken before a custom quarantine that is being used can be deleted? 

 
A. Delete the quarantine that is assigned to a filter. 

B. Delete the quarantine that is not assigned to a filter. 

C. Delete only the unused quarantine. 

D. Remove the quarantine from the message action of a filter. 

 
Correct Answer: D 

 

QUESTION 15 
DRAG DROP 

 

An Encryption Profile has been set up on the Cisco ESA. 
 

Drag and drop the steps from the left for creating an outgoing content filter to encrypt emails that contains the subject "Secure:" into the correct order 
on the right. 

 

Select and Place: 
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Correct Answer: 

 
 
 

QUESTION 16 
What is the maximum message size that can be configured for encryption on the Cisco ESA? 

 
A. 20 MB 

B. 25 MB 

C. 15 MB 

D. 30 MB 

 
Correct Answer: A 

 

QUESTION 17 
An analyst creates a new content dictionary to use with Forged 

Email Detection. Which entry will be added into the dictionary? 

A. mycompany.com 

B. Alpha Beta 

C. ^Alpha\ Beta$ 

D. Alpha.Beta@mycompany.com 

 
Correct Answer: A 

 

QUESTION 18 
Which process is skipped when an email is received from safedomain.com, which is on the safelist? 

 
A. message filter 

B. antivirus scanning 

C. outbreak filter 

D. antispam scanning 

 
Correct Answer: A 

 

QUESTION 19 
Which two query types are available when an LDAP profile is configured? (Choose two.) 

 
A. proxy consolidation 

B. user 

C. recursive 

D. group 

E. routing 

 
Correct Answer: DE 

 

QUESTION 20 
Which action is a valid fallback when a client certificate is unavailable during SMTP authentication on Cisco ESA? 

 
A. LDAP Query 

B. SMTP AUTH 

C. SMTP TLS 

D. LDAP BIND 

Correct Answer: B 
 

QUESTION 21 
Email encryption is configured on a Cisco ESA that uses CRES. 

Which action is taken on a message when CRES is unavailable? 

A. It is requeued. 

B. It is sent in clear text. 

C. It is dropped and an error message is sent to the sender. 
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D. It is encrypted by a Cisco encryption appliance. 

 
Correct Answer: B 

 

QUESTION 22 
Which two features of Cisco Email Security are added to a Sender Group to protect an organization against email threats? (Choose two.) 

 
A. NetFlow 

B. geolocation-based filtering 

C. heuristic-based filtering 

D. senderbase reputation filtering 

E. content disarm and reconstruction 

 
Correct Answer: CD 

 

QUESTION 23 
Which two steps configure Forged Email Detection? (Choose two.) 

 
A. Configure a content dictionary with executive email addresses. 

B. Configure a filter to use the Forged Email Detection rule and dictionary. 

C. Configure a filter to check the Header From value against the Forged Email Detection dictionary. 

D. Enable Forged Email Detection on the Security Services page. 

E. Configure a content dictionary with friendly names. 

 
Correct Answer: AB 
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