Fist Try, Firsthss! Braindump2go Guarantee All Exams 100% Pass One Time!

QBraindumng 0

» Vendor: Cisco
» Exam Code: 300-720
» Exam Name: Securing Email with Cisco Email Security Appliance
> New Updated Questions from Braindump2go (Updated in November/2020)

Visit Braindump2go and Download Full Version 300-720 Exam Dumps

QUESTION 17
Which ESA function maintains a set of rules that control incoming connections from remote hosts for a listener?

LDAP

HAT

VEST
Sender group
RAT

moow»

Answer: B

QUESTION 18
When the Cisco ESA is configured to use Centralized Message Tracking, which default port is used between the device and the Cisco Security
Management Appliance?

port 53/UDP
port 80/UDP
port 23/TCP
port 25/UDP
port 22/TCP

moow>

Answer: E

QUESTION 19
Which SMTP extension does Cisco ESA support for email security?

ETRN
UTF8SMTP
PIPELINING
STARTTLS

oo0w»

Answer: D

QUESTION 20
Which feature utilizes sensor information obtained from Talos intelligence to filter email servers connecting into the Cisco ESA?

SenderBase Reputation Filtering
Connection Reputation Filtering
Talos Reputation Filtering
SpamCop Reputation Filtering

00>

Answer: A

QUESTION 21
When the Spam Quarantine is configured on the Cisco ESA, what validates end-users via LDAP during login to the End-User Quarantine?

Enabling the End-User Safelist/Blocklist feature
Spam Quarantine External Authentication Query
Spam Quarantine End-User Authentication Query
Spam Quarantine Alias Consolidation Query

00>

Answer: C

QUESTION 22
Which benefit does enabling external spam quarantine on Cisco SMA provide?

ability to back up spam quarantine from multiple Cisco ESAs to one central console
access to the spam quarantine interface on which a user can release, duplicate, or delete
ability to scan messages by using two engines to increase a catch rate

ability to consolidate spam quarantine data from multiple Cisco ESA to one central console

oo0w»

Answer: D

QUESTION 23
When email authentication is configured on Cisco ESA, which two key types should be selected on the signing profile? (Choose two.)

A. DKIM
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B. Public Keys
C. Domain Keys
D. Symmetric Keys
E. Private Keys
Answer: AC
QUESTION 24
What are two phases of the Cisco ESA email pipeline? (Choose two.)
A. reject
B. workqueue
C. action
D. delivery
E. quarantine
Answer: BD
QUESTION 25

Which two action types are performed by Cisco ESA message filters? (Choose two.)

non-final actions
filter actions
discard actions
final actions
quarantine actions

moow»

Answer: AD

QUESTION 26

Which setting affects the aggressiveness of spam detection?

protection level

spam threshold

spam timeout

maximum depth of recursion scan

00>

Answer: B

QUESTION 27

What is the order of virus scanning when multilayer antivirus scanning is configured?

00>

Answer: C

QUESTION 28

The default engine scans for viruses first and the McAfee engine scans for viruses second.
The Sophos engine scans for viruses first and the McAfee engine scans for viruses second.
The McAfee engine scans for viruses first and the default engine scans for viruses second.
The McAfee engine scans for viruses first and the Sophos engine scans for viruses second.

Which two options describe the expected results when centralized policy, virus, and outbreak quarantines are disabled on the Cisco Email Security

Appliance? (Choose two.)

The Cisco ESA must be rebooted.

The Cisco ESA stops accepting new messages.
Local quarantines are enabled automatically.
The quarantine process must be restarted.

moow»

Answer: BD

QUESTION 29

New messages sent to the quarantine are immediately sent to local quarantines

Which three options are Cisco ESA facilities that can use LDAP group queries? (Choose three.)

Anti-spam settings

Sender groups

Message filters

RAT

Incoming mail policies

Content filters

Destination controls
SenderBase reputation filtering

IOMmMOO®m»

Answer: CEF
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