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QUESTION 34 
Which two types of web resources or protocols are enabled by default on the Cisco ASA Clientless SSL VPN portal? 
(Choose two.) 
 

A. HTTP 

B. ICA (Citrix) 

C. VNC 

D. RDP 

E. CIFS 

 
Answer: DE 
Explanation: 
https://www.cisco.com/c/en/us/td/docs/security/asa/asa94/config-guides/cli/vpn/asa-94-vpn-config/webvpn-configure-
gateway.html 
 
QUESTION 35 
Which configuration construct must be used in a FlexVPN tunnel? 
 

A. EAP configuration 

B. multipoint GRE tunnel interface 

C. IKEv1 policy 

D. IKEv2 profile 

 
Answer: D 
 
QUESTION 36 
A Cisco AnyConnect client establishes a SSL VPN connection with an ASA at the corporate office. An engineer must 
ensure that the client computer meets the enterprise security policy. Which feature can update the client to meet an 
enterprise security policy? 
 

A. Endpoint Assessment 

B. Cisco Secure Desktop 

C. Basic Host Scan 

D. Advanced Endpoint Assessment 

 
Answer: D 
 
QUESTION 37 
Refer to the exhibit. The customer can establish an AnyConnect connection on the first attempt only. Subsequent 
attempts fail. What might be the issue? 
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A. IKEv2 is blocked over the path. 

B. UserGroup must be different than the name of the connection profile. 

C. The primary protocol should be SSL. 

D. UserGroup must be the same as the name of the connection profile. 

 
Answer: D 
 
QUESTION 38 
Regarding licensing, which option will allow IKEv2 connections on the adaptive security appliance? 
 

A. AnyConnect Essentials can be used for Cisco AnyConnect IKEv2 connections. 

B. IKEv2 sessions are not licensed. 

C. The Advanced Endpoint Assessment license must be installed to allow Cisco AnyConnect IKEv2 
sessions. 

D. Cisco AnyConnect Mobile must be installed to allow AnyConnect IKEv2 sessions. 

 
Answer: A 
 
QUESTION 39 
What action does the hub take when it receives a NHRP resolution request from a spoke for a network that exists 
behind another spoke? 
 

A. The hub sends back a resolution reply to the requesting spoke. 

B. The hub updates its own NHRP mapping. 

C. The hub forwards the request to the destination spoke. 

D. The hub waits for the second spoke to send a request so that it can respond to both spokes. 

 
Answer: C 
 
QUESTION 40 
Which two features provide headend resiliency for Cisco AnyConnect clients? (Choose two.) 
 

A. AnyConnect Auto Reconnect 

B. AnyConnect Network Access Manager 
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C. AnyConnect Backup Servers 

D. ASA failover 

E. AnyConnect Always On 

 
Answer: CD 
 
QUESTION 41 
Cisco AnyConnect Secure Mobility Client has been configured to use IKEv2 for one group of users and SSL for another 
group. When the administrator configures a new AnyConnect release on the Cisco ASA, the IKEv2 users cannot 
download it automatically when they connect. What might be the problem? 
 

A. The XML profile is not configured correctly for the affected users. 

B. The new client image does not use the same major release as the current one. 

C. Client services are not enabled. 

D. Client software updates are not supported with IKEv2. 

 
Answer: C 
 
QUESTION 42 
Under which section must a bookmark or URL list be configured on a Cisco ASA to be available for clientless SSLVPN 
users? 
 

A. tunnel-group (general-attributes) 

B. tunnel-group (webvpn-attributes) 

C. webvpn (group-policy) 

D. webvpn (global configuration) 

 
Answer: D 
 
QUESTION 43 
Refer to the exhibit. Based on the exhibit, why are users unable to access CCNP Webserver bookmark? 

 
 

A. The URL is being blocked by a WebACL. 

B. The ASA cannot resolve the URL. 

C. The bookmark has been disabled. 

D. The user cannot access the URL. 

 
Answer: C 
 
QUESTION 44 
Which two statements about the Cisco ASA Clientless SSL VPN solution are true? (Choose two.) 
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A. When a client connects to the Cisco ASA WebVPN portal and tries to access HTTP resources 
through the URL bar, the client uses the local DNS to perform FQDN resolution. 

B. The rewriter enable command under the global webvpn configuration enables the rewriter 
functionality because that feature is disabled by default. 

C. A Cisco ASA can simultaneously allow Clientless SSL VPN sessions and AnyConnect client 
sessions. 

D. When a client connects to the Cisco ASA WebVPN portal and tries to access HTTP resources 
through the URL bar, the ASA uses its configured DNS servers to perform FQDN resolution. 

E. Clientless SSLVPN provides Layer 3 connectivity into the secured network. 

 
Answer: CD 
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