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QUESTION 34

Which two destinations are supported by the Cisco Security Management Appliance reporting APIs? (Choose two.)

email

Microsoft Word file
FTP

web

csv file

moow>

Correct Answer: AD

QUESTION 35

What are two capabilities of Cisco Firepower Management Center eStreamer? (Choose two.)

A. eStreamer is used to get sources for intelligence services.
B. eStreamer is used to send malware event data.

C. eStreamer is used to get a list of access control policies.
D. eStreamer is used to send policy data.

E

. eStreamer is used to send intrusion event data.
Correct Answer: BE

QUESTION 36

import requests

API KEY = "12345678%abcdef"

HEADERS

{"Authorization":

response requests.get (URL,

URL = "https://example.obsrvbl.com/api/v3/alerts/alert/"

"Bearer {}".format (API KEY) }

headers=HEADERS)

Refer to the exhibit. A security engineer created a script and successfully executed it to retrieve all currently open alerts.

Which print command shows the first returned alert?

print(response[data][0])
print(response[results][0])
print(response.json()[data][0])
print(response.json()[results][0])

o0 w»

Correct Answer: A

QUESTION 37

import json
import requests

HEADERS

{"Authorization":
-——-MISSING CODE—--—-

request= requests.get (URL,
verify=False)

BASE_URL = "https://investigate.api.umbrella.com"
"Bearer %YourToken%"}

parmas=

PARAMS,

Refer to the exhibit. A network operator must create a Python script that makes an API request to Cisco Umbrella to do a pattern search and return all matched

URLSs with category information.
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Which code completes the script?

A. URL = BASE URL + "/find/exa\[a-z\]ple.com"

PARAMS = { "categoryinclude" : "true"}

B. URL = BASE URL + "/find/exa\[a-z\]ple.com"
PARAMS = { "returncategory" : "true"}

C. URL = BASE URL + "/find/exal\[a-z\]ple.com"
PARAMS = { "includeCategory" : "true"}

D. URL = BASE URL + "/find/exa\[a-z\]ple.com"
PARAMS = { "returnCategory" : "true"}

Correct Answer: D

QUESTION 38
Which two statements describe the characteristics of API styles for REST and RPC? (Choose two.)

REST-based APIs function in a similar way to procedures.
REST-based APIs are used primarily for CRUD operations.
REST and RPC API styles are the same.

RPC-based APIs function in a similar way to procedures.
RPC-based APIs are used primarily for CRUD operations.

moowy>

Correct Answer: BD

QUESTION 39
What are two benefits of Ansible when managing security platforms? (Choose two.)

End users can be identified and tracked across a network.

Network performance issues can be identified and automatically remediated.

Policies can be updated on multiple devices concurrently, which reduces outage windows.
Anomalous network traffic can be detected and correlated.

The time that is needed to deploy a change is reduced, compared to manually applying the change.

moowp»

Correct Answer: CE

QUESTION 40

import requests
URL =
'https://sma.cisco.com:6080/sma/api/v2.0/reporting/web malware category malware name user detail/

blocked malware?startDate=2019-03-14T02:00+00:00&endDate=2019-04-14T01:00+00:00&
filterValue=23&filterBy=na&filterOperator=is&device type=wsa'

HEADERS = {'Authorization': "Basic YZ2hlcGFLYWJSQSZe'}

response = requests.get (URL, headers=HEADERS)

Refer to the exhibit.
What must be present in a Cisco Web Security Appliance before the script is run?

reporting group with the name web_malware_category_malware_name_user_detail
data for specified dates

reporting group with the name blocked_malware

data in the queried category

oo w»

Correct Answer: A

QUESTION 41

The Cisco Security Management Appliance API is used to make a GET call using the URI
/smalapi/v2.0/reporting/mail_incoming_traffic_summary/ detected_amp?startDate=2016-09-10T19:00:00.000Z&endDate=2018-
09-24T23:00:00.000Z&device_type=esa&device_name=esa0l.

What does this GET call return?

values of all counters of a counter group, with the device group name and device type for web
value of a specific counter from a counter group, with the device name and type for email
value of a specific counter from a counter group, with the device name and type for web
values of all counters of a counter group, with the device group name and device type for email

Cow»

Correct Answer: D

QUESTION 42
Which two APIs are available from Cisco ThreatGRID? (Choose two.)

A. Access
B. User Scope
C. Data
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D. Domains
E. Curated Feeds

Correct Answer: CE

QUESTION 43
DRAG DROP

Drag and drop the code to complete the Cisco Umbrella Investigate WHOIS query that returns a list of domains that are associated with the email address
"admin@example.com”. Not all options are used.

Select and Place:

"attps://investicate.api.umkrells.com/ /
| ’ | "
email cmails WHOLS
cdnin@exzumples . con wheis {adminfezenp_e.com}
Correct Answer:
"nttps://investigate.api.umkrella.com/ WHOLS /
enu_lu / admin@oxample.com |

email emails WHOLS

canin@exzumple . con whois {adminfexenp_e.com}

QUESTION 44
Which two commands create a hew local source code branch? (Choose two.)

git checkout -b new_branch

git branch -b new_branch

git checkout -f new_branch

git branch new_branch

git branch -m new_branch Correct

moow?>

Answer: AD

QUESTION 45

Which header set should be sent with all API calls to the Cisco Stealthwatch Cloud API? A.
Content-Type: application/json

Accept: application/json

Content-Type: application/json

Accept: application/json

Authorization: ApiKey <username>:<api_key>
C. Content-Type: application/json

Accept: application/json

Authorization: Basic <api_key>

Content-Type: application/json

Accept: application/json

Authorization: <username>:<api_key>

Correct Answer: B
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