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Exam A

QUESTION 1
DRAG DROP

Drag and drop the components to create the authentication header used for the Webex Teams API. Not all options are used.

Select and Place:

admir:Passwerc 12345! | | Aulhongalon |
| Token | Botre: |
BIIT02kh 2_?mmnb3r‘-k,3mmmk§3| I Authertication |
| Dasic |
Correct Answer:
Autherizaticn g Hixsre | Token
admir:Passwere 12345! | | Authengation |
| Teken | Bocre! I
BII702kh 2_:mmnt::srrk_3n<jnm3x;3| | Authentication ]
| Dasic |

Explanation

Explanation/Reference:
Reference: https://developer.webex.com/docs/quest-issuer

QUESTION 2
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const xml = ‘<?xml version= “1.0” encoding= “UTF-872>
<serv:message xmlns:xsi= “http://www.w3.org/2001/XMLSchema-instance”
xmlns:serv="http://www.webex.com/schemas/2002/06/service”
xsi:schemaLocation="“http://www.webex.com/schemas/2002/06/service”
http://www.webex.com/schemas/2002/06/service/service.xsd”>
<header>
<securityContext>
<webExID>adminfcisco.com</webExID>
<password>password</password>
<siteName>cisco</siteName>
<returnAdditionalInfo>true</returnAdditionalInfo>
</securityContext>
</header>
<body>
<bodyContent xsi:type= “java:com.webex.service.binding.user.SetUser”>
<webExId>userfcisco.com</webExId>
<personalMeetingRoom>
<hostPIN>3421</hostPIN>
</personalMeetingRoom>
</bodyContent>
</body>
</serv:message>;
var xmlhttp = new XMLHttpRequest() ;

<< missing code >>

xmlhttp.setRequestHeader (‘Content-Type’, ‘text/xml’);
xmlhttp.send(xml) ;

Refer to the exhibit. A developer must construct an HTTP Request to use the XML API to set a Personal Meeting Room PIN for a given user.
Which code completes the code to create the request?
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xmlhttp.open(“GET”, “https://cisco.webex.com/WBXService/XMLService”);
xmihttp.open(“PATCH?”, “https://cisco.webex.com/WBXService/XMLService”);

xmihttp.open(“PUT”, “https://cisco.webex.com/WBXService/XMLService”);
xmlhttp.open(“POST”, “https://cisco.webex.com/WBXService/XMLService”);

oo wp

Correct Answer: D
Explanation

Explanation/Reference:
Explanation:
The post method can be used for HTTP request that sets up a personal metting room PIN for a user.

QUESTION 3
Which expression is a valid Webex Teams webhook filter?

personEmail=person@example.com+roomld=abc123
personEmail=person@example.com-roomld=abc123
personEmail=person@example.com&roomld=abc123
personEmail=person@example.com,roomld=abc123

Cow>»

Correct Answer: C
Explanation

Explanation/Reference:

Explanation:

You can also use more than one filter in a webhook. To use multiple filters, combine them with the “&” symbol. For example, to create a webhook that only sends
notifications when a specific person performs an action in a specific room, such as sending a message or creating a membership, combine the personEmail and
roomld filters.

Reference: https://developer.webex.com/docs/api/quides/webhooks

QUESTION 4
Which REST API request is used to list all the Webex Room Kit devices within a large organization so that a new custom In-Room Control can be deployed on all
the devices?

A. ~ & Y-
var request = require( request”);

var options = { method: ‘GET’,

url: “https://api.ciscospark.com/vi/devices’,

gs: { product: ‘Roomkit’ },

headers:

{ ‘Content Type’: ‘application/json’,
Authorization: ‘Bearer Yz6FgoWx7Pgb57C9z’ }};

request(options, function(error, reponse, body) {

if (error) throw new Error(error);

console log(body);

i

var request = require(‘request’);
var options = { method: ‘GET’,
url: “https://api.ciscospark.com/vi/devices’,
gs: { product: ‘Roomkit’ , placelD: 'Yzb60gRx3kBq5iB2w’ },
headers:
{ ‘Content Type’: ‘application/json’,
Authorization: ‘Bearer Yz6FgoWx7Pgb57C9z’ }};

request(options, function(error, reponse, body) {
if (error) throw new Error(error);
console log(body);

i

var request = require(‘request”);
var options = { method: ‘GET’,
url: “https://api.ciscospark.com/v1/devices/Yzb60gRx3kBq5iB2w’
gs: { deviceName: ‘Roomkit’ },
headers:
{ ‘Content Type’: ‘application/json’,
Authorization: ‘Bearer Yz6FgoWx7Pgb57C9z’ }};

request(options, function(error, reponse, body) {
if (error) throw new Error(error);
console log(body);

B
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var request = require(‘request”);
var options = { method: ‘GET’,
url: “https://api.ciscospark.com/vi/devices’,
gs: { upgradeChannel: ‘Roomkit’ },
headers:
{ ‘Content Type’: “application/json’,
Authorization: ‘Bearer Yz6FgoWx7Pgb57C9z’ }};

request(options, function(error, reponse, body) {
if (error) throw new Error(error);
console log(body);

|3

Correct Answer: A
Explanation

Explanation/Reference:
Explanation:
The gs: option is required to list all roomkit devices. Product: ‘RoomKit’ is the correct option because it will list all roomkit devices.

QUESTION 5
DRAG DROP

Drag and drop the code onto the snippet to construct the JavaScript to create a new meeting with the Webex Meetings XML API. Options can be used more than
once.

Select and Place:

var hilp roguice{Millps’):
rar xtl = ‘wixml wversiza= T1.07 erncoding=s “urr-37v>
¢asrvimeazagqe smins:sarv= “atop /S Swww . wehex . nom/schamas /2902 06/ 3ervi e
zmlisiasi “hiop:/Swew . w3d.0e/ 2001/ 8MLECchicma—1ns Lanee ™ >
ShassdszrrisecuriTyloaText>
<=1 fANaneImyS] tad/ s taName»
LwikZXRIDNCiscuouse </ webEAIDS

-

< >

PLAWIgNERkX 3218 . . EERIUkdAfUDASMIUZX I MREO ISSVRLLVD=
</

~
WA

<JuccdrilyConloxl»</hoadors
<bcdy>
<hndytantart 23ittyra=s Yjava.anT.wehex.zervvice hindire.mereming.Creatalieeting? >
<t buDa Lar<coniName »Sanple Mool iug</cun[Name>
“rastinglvoe>lUsi/mestinclvper~/mazalata>
<armpduler><latartTETe> 212/ 20146 T tRG i EC startnate> </ schadule
<JbudyCunlin >
L/body>
<fasrvimeazace>
var red Lllg. reguusl ( "hilps: flapi s webex comdWBSScovaue AXMLEce vics'

)

reg.write(xxl);
roy.and ) ;

|(‘m9thod' : YPOSTH) { ‘mechica” ¢ ‘FUT'}|

| acressTaten sesstonTicks. |

Correct Answer:
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Explanation
Explanation/Refere

nce:

QUESTION 6

var hilp roguice{Mitlps’);
rar xxl = ‘<rxml versica= 1,07 encoding=s “urr-2370x
fasrvimeazagqe smins:sarv= Yatone /S Swww . wehex . nom/schamas /2002 06/ 3ervi ma?
xndisiasi “hiop:s/Swww . w3S.0ce/ 2001/ 8MLEChcna—Lns Lanec”™ >
vhaszdzrry<isecuriTyloaTexty
<E1 tAaNameImMySl tad/ a1 ntaName >

<LwikZXIDFCiscouse o</ webEAID>

-

N ‘uwsliwd’ : ‘ECST/}|>

b

PRAWLIgNERkXx 3218 . . BERJUkdAfU D:‘L;ﬂﬂj UZXIZ2MBROISSVRLLVO=
</

aecnnasMnkan >

</uccarilyConleal»</houdor»
<bcdy>
choadytantart x3ittypa= Yjava.anT.wehex.ervice hindire.mereming.Creatalieeting? >

<t lbuDo lar<confNamc»Sanple Mool iug</cunNames
“rastinglvoe>lUsi/neestinclvosi~l/mazalata>
<armpduler><ltartaTe> 212/ 2016 T RG i EC atartnate> </ schaduler

<JbudyCunlin >

Libody>

<fasrvimeazace>

var ey LiLg. roguusl ( *hilps: ffapi webes, com/WBSSuorvavs AXMLEcevice'

zee’1MTinkar yr

reg.write(xxl);
rowy.and ) ;

|(‘method' r YPOST!) { s lbica” ‘F?T'}l

| AcneasToveENn sesstonTicks. |
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const WebExClient = require (‘webex-api-client’);
const securityContext = {

webExID: ‘Test User’,

password: ‘passl23’,

siteName: ‘hello-world’

| 7

const requestBuilder = new WebExClient.Builder

W oo J6U0ns& W

10 const createMeeting =
11 requestBuilder
12 .metaData({

i3 confName: ‘Sample Meeting’,
14 meetingType: 1,
15 })

16 .participants({

17 attendees: [

18 {

19 name: ‘Jane Doe’,

20 email: ‘jdoe@gmail.com’

234 })
24 .schedule ({
25 startDate: new Date{},

30 })
31 .setService ( ‘CreateMeeting’)
32 .build() ;

34 createMeeting

35 .exec()

36 .then((resp) => console.log(‘success’)) ;
37

(securityContext, ‘https://hello-world.webex.com/WBXService/XMLService’) ;

Refer to the exhibit. Which code for blank lines 26, 27, and 28 gives invitees 900 seconds before the scheduled time to join the meeting, sets the meeting to

last for 30 minutes, and sets the meeting timezone to Pacific US?

A 26 openMeeting: 900
27 stopTime: 30,
28 timeZone: 4
B.
26 openTime: 900
27 duration: 30,
28 timeZonelID: 4
C.
26 joinTime: 900
27 meetinglLength: 30,
28 timezone: 5
D. 7 n
26 JjoinTime: 900
27 endTime: 30,
28 timezonelD: pt us

Correct Answer: B
Explanation

Explanation/Reference:
Reference: https://github.com/cisco-ie/webex-api-client

QUESTION 7

Which two items are needed to give a Webex user the ability to archive all Webex Teams messages for an organization? (Choose two.)

Give the user “Read-only administrator privileges” in the Webex Control Hub.

Create an Integration app with all “spark_compliance” read scopes enabled.

Use the Webex Meetings XML API “SetUser” to update the user’s “<roSiteAdmin>" value to “TRUE”.
Configure the user as a “Compliance Officer” in the Webex Control Hub.
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E. Create a Bot app with all “webex_compliance” read scopes enabled.

Correct Answer: AD
Explanation

Explanation/Reference:
Reference: https://www.cisco.com/c/dam/en/us/td/docs/voice ip _comm/cloudCollaboration/spark/esp/Webex-Teams-Security-Frequently-Asked-Questions. pdf

QUESTION 8
DRAG DROP

Drag and drop the code to complete the JavaScript snippet so that it:
= retrieves the details of an individual user
= checks what licenses they have already
= updates their account with a new license

Options can be used more than once.

Select and Place:

ronet ragquast — raqmiTra [('Tamire’ )
wor admin¥okon — WALID ADKIN TORKENY :
var persenld = “WALID PERSON ID!

var licansald — "VALID LICERISKE (0~
Lunolion bulldOplions (sondURL) |
return |

url:sandurl,,

Loewdoers: |
‘Centent Type: ‘applicatien/json’,
tantharization’ @ ‘Raarar § (sdminTokan}’

'
H
wor poeupleOplions — LuildOplions {‘Lllps:/Japi . cisowspack. vorfvl/ : /Si{persenId) ')
/S(personrd}‘|;
reeestogot (praplaeimptions, fanation {orror, raespanse) |
var json — JEON.purso (rosponse body) o

i"l‘l-’-ﬂn-:.indexof(:) <0y

peopleCpliong] ‘buody’ | = JSON.sloingily| jsonl|
request.put (peopletptions, functionlerrer, response) {

W SN T JSON peaesc (response Jtendy )
console log (juoan)
1
1
) 2
11'-.c-l'=c-ir7| | persoa
cecpla II Licerises

Correct Answer:
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monst racqast — raqmira [('Taqiire’ )
wor adminPokon — 'WALID ADKIN TORKENY :
var personld = “VALID PERSON_ID™!

war liransald — "VALID LICERIE (102
Lupuolion buildOplions (:uud.URl’.]_l
return (
nrl:sandurl,,
oeoders: |
‘Centent Type‘: ‘applicatien/json’,
tAntharization’ @ ‘Raarar § (sdminTokan}’

H
}
wor poeupleOplions — LuildOplions {‘Lllps://api . cisowspack. vorfvl/ | pacpia /S{persenid) ) !
/S(personxd}‘ | ;
reeest oot (praplaiptions, fonation {orrvor, respanse) |
var json — JEON.pursoc (rosponse body) o

iF("l-"‘-"’L Andex0£{ li.:gr_seldl’ <0y
jr:uu..pu.-:ll( m o

reoplefpliong] ‘body ' | = JSON.slringily| jsou|
request.put (peopletptions, functionlerrer, response) {
W IsDn = JSON s (response tendy )
console log (juoan]
g
1
£ 2

11ﬁc-|'=€-lr§| | persoa

cecpla II Liceries

Explanation

Explanation/Reference:

QUESTION 9
What happens if a meeting is in progress when a DelMeeting request is sent in the Webex Meetings XML API?

The meeting host is notified and prompted to allow the meeting to be deleted.

The DelMeeting request drops all call-in users and deletes the meeting.

The DelMeeting request waits until the meeting is completed and then deletes the meeting.
The DelMeeting request results in an error.

OO w»

Correct Answer: A
Explanation

Explanation/Reference:
Reference: https://pdfslide.net/documents/webex-we.html (p.216)

QUESTION 10

const request = require(‘request’);
request.post({url: ‘https://api.webex.com/WBXService/XMLService’,
headers: {‘Content-Type’: ‘text/xml’},
body : ‘<message><header><securityContext>
<siteName>apidemoeu</siteName>
<webExID>alice</webExID>
<sessionTicket>AAABb6DpCIgAABUU2X0FMRO9SSVRITVE8=</sessionTicket>
</securityContext></header>
<body><bodyContent xsi:type= “java:com.webex.service.binding.meeting.CreateMeeting”>
<accessControl>
<meetingPassword>Ciscol234</meetingPassword
</accessControl>
<metaData><confName>Sample Meeting</confName>
<meetingType>105</meetingType></metaData>
<schedule><startDate>1/13/2020 16:00:00</startDate></schedule>
</bodyContent></body></message>’ },
function (error, response, body) ({
if ('error && response.statusCode == 200) ({
console.log(‘Here!’) } });

Refer to the exhibit. The Node.js script shown uses the Webex Meetings XML API to print “Here!” to the console. Which statement is a correct observation about
the results of the script?

A. The <meetingPassword> was not complex enough.

B. The <sessionTicket> credential was expired.

C. The WebexMeetings XML API service processed the request.
D. The meeting was created successfully.

Correct Answer: C
Explanation
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Explanation/Reference:

Explanation:

The password, although not that good, has a capital letter and numbers. Therefore, it is okay. SessionTicket credential is not expired because the error
function doesn’t check that. We are not sure if the meeting was created successfully however, there is no wrong in the code, therefore, webexmeetings XML
API service has processed the request.

QUESTION 11

const webex = require(‘webex/env’);
const BOT ID = ‘Y2ABCDEFG3VzL1BFTI1BMRSIMNWTyljGIyZilm’ ;
1]
let notification = {
“id”: “Y212Y29zcGFyazovL3VzL1dFQkwMQS50DgxNjASNDk3”,
“name”: “notifier”,
“resource’”: “messages’,
“event”: “created”,
“filter”: “roomlId=Y21zy29zcGFyazovL3VzL1JyjU4LtkxNDctZJEOYmIwYzRKMTUO”,
“orgId”: “OTZhYmMyYWEtM2RjYyOxMWUUzNDgxOWNKkYz1h”,
“createdBy”: “Y212Y29zcGFyazovL3VzLOFQUEXOTdjODUWM2YYNjZhYmY2NmMSOTIIYzFm”,
“ownedBy"”: “creator”,
“status”: “active”,
“actorId”: “Y21zY29zcGFyazovL3VzL1BFT18MRSIMNWIyijGIyZilmOWMONDdAmM jkwNDY”,
“data”: {
wid”: “Y212zY29zcGFyazovL3VzLZ1Y jJAtMzRKNCOXMWVhLTgwZmMEY JFINMRiIMjk0Y jM57,
“roomId”: “Y21z2Y29zcGFyazovL3VzLiJPTO0vYmJjZWzY jU4LEKkXNDctZ JEOYmIwYzRKMTUO",
“personlId”: “Y21z2Y29zcGFyazovL3VzL1BFTijctOGIyZilmOWMONDANMjkwNDY”,
“personEmail”: “alicelexample.com”,
“created”: “2019-10-18T14:26:26.000Z2"

}};

Refer to the exhibit. A webhook has been created so that an application is notified when users mention a bot in a Webex Teams space. The exhibit shows an
example of a natification received by the application. Which code snippet correctly processes the JSON payload using the Webex Node.js SDK in order to print
out messages that mention the bot?

A if ((notification.name == ‘notifier’) &&
(notification.event == ‘created’)) {
if (notification.resource == ‘messages’) {
webex .messages.get (notification.data.id) .then(
msg => console.log(msg.text)) ;
1}
B.
= i o} ((notification.resource = ‘messages’) &&
(notification.event == ‘created’)) {
webex .messages.get (notification.data) . then(
msg => console.log(msg.text)) ;
}
C.
if ((notification.resource =— ‘messages’) &&
(notification.event == ‘created’)) {
if (notification.data.personId !=— BOT ID) {
webex .messages.get (notification.data.id) . then (
msg => console.log(msg.text)) ;
}}
D.
if ((notification.resource == ‘notifier’) &&
(notification.event =— ‘created’)) {
if (notification.data.personId !== BOT ID) {
webex .messages.get (notification.data.id) . then(
msg => console.log(msg.text)) ;
1}

Correct Answer: B
Explanation

Explanation/Referen

ce:
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