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QUESTION 187
A pen tester is configuring a Windows laptop for a test. In setting up Wireshark, what river and library are required to
allow the NIC to work in promiscuous mode?

00>

Libpcap
Awinpcap
Winprom
Winpcap

Answer: D

QUESTION 188
What is one of the advantages of using both symmetric and asymmetric cryptography in SSL/TLS?

A.
B.

C.
D.

Symmetric algorithms such as AES provide a failsafe when asymmetric methods fail.
Asymmetric cryptography is computationally expensive in comparison. However, it is well-suited
to securely negotiate keys for use with symmetric cryptography.

Symmetric encryption allows the server to securely transmit the session keys out-of-band.

Supporting both types of algorithms allows less-powerful devices such as mobile phones to use
symmetric encryption instead.

Answer: B

Explanation:

SSL/TLS uses asymmetric cryptography (like RSA or ECDHE) during the handshake for secure authentication and key
exchange, as it enables safe sharing of session keys without prior secrets. Symmetric cryptography (like AES) then
handles bulk data encryption efficiently due to its speed.

QUESTION 189

When a security analyst prepares for the formal security assessment - what of the following should be done in order to
determine inconsistencies in the secure assets database and verify that system is compliant to the minimum security
baseline?

oow»

Data items and vulnerability scanning
Interviewing employees and network engineers
Reviewing the firewalls configuration

Source code review

Answer: A

QUESTION 190
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Why containers are less secure that virtual machines?

Host OS on containers has a larger surface attack.

Containers may full fill disk space of the host.

A compromise container may cause a CPU starvation of the host.
Containers are attached to the same virtual network.

o0 w>

Answer: A

QUESTION 191
These hackers have limited or no training and know how to use only basic techniques or tools.
What kind of hackers are we talking about?

Black-Hat Hackers A
Script Kiddies
White-Hat Hackers
Gray-Hat Hacker

o0w»

Answer: B

Explanation:

Script Kiddies: These hackers have limited or no training and know how to use only basictechniques or tools. Even then
they may not understand any or all of what they are doing.

QUESTION 192

Bob, your senior colleague, has sent you a mail regarding a deal with one of the clients. You are requested to accept
the offer and you oblige. After 2 days. Bob denies that he had ever sent a mail. What do you want to "'know"" to prove
yourself that it was Bob who had send a mail?

A. Authentication

B. Confidentiality
C. Integrity

D. Non-Repudiation

Answer: D

Explanation:

Non-repudiation is the assurance that someone cannot deny the validity of something. Non- repudiation is a legal
concept that is widely used in information security and refers to a service, which provides proof of the origin of data and
the integrity of the data. In other words, non- repudiation makes it very difficult to successfully deny who/where a
message came from as well as the authenticity and integrity of that message.

QUESTION 193
In the field of cryptanalysis, what is meant by a "rubber-hose" attack?

A. Attempting to decrypt cipher text by making logical assumptions about the contents of the original
plain text.

B. Extraction of cryptographic secrets through coercion or torture.
C. Forcing the targeted key stream through a hardware-accelerated device such as an ASIC.
D. A backdoor placed into a cryptographic algorithm by its creator.

Answer: B

QUESTION 194
What type of analysis is performed when an attacker has partial knowledge of inner-workings of the application?

A. Black-box
B. Announced
C. White-box
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D. Grey-box

Answer: D

QUESTION 195
Which of the following steps for risk assessment methodology refers to vulnerability identification?

A. Determines if any flaws exist in systems, policies, or procedures

B. Assigns values to risk probabilities; Impact values.

C. Determines risk probability that vulnerability will be exploited (High. Medium, Low)
D. Identifies sources of harm to an IT system. (Natural, Human. Environmental)
Answer: A

Explanation:

In a standard risk assessment methodology:
Vulnerability Identification focuses on finding weaknesses in systems, configurations, procedures, or policies that could
be exploited.

QUESTION 196

Log monitoring tools performing behavioral analysis have alerted several suspicious logins on a Linux server occurring
during non-business hours. After further examination of all login activities, it is noticed that none of the logins have
occurred during typical work hours. A Linux administrator who is investigating this problem realizes the system time on
the Linux server is wrong by more than twelve hours. What protocol used on Linux servers to synchronize the time has
stopped working?

Time Keeper
NTP

PPP

OSPP

o0w»

Answer: B

QUESTION 197
What is the minimum number of network connections in a multi homed firewall?

00>
N DM O1T W

Answer: A

QUESTION 198

Which of the following DoS tools is used to attack target web applications by starvation of available sessions on the
web server?

The tool keeps sessions at halt using never-ending POST transmissions and sending an arbitrarily large content-length
header value.

My Doom
Astacheldraht
R-U-Dead-Yet?(RUDY)
LOIC

00>

Answer: C

QUESTION 199
During the process of encryption and decryption, what keys are shared?
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A. Private keys

B. User passwords

C. Public keys

D. Public and private keys
Answer: C

Explanation:

Public-key cryptography, or asymmetric cryptography, is a cryptographic system that uses pairs of keys: public keys
(which may be known to others), and private keys (which may never be known by any except the owner). The
generation of such key pairs depends on cryptographic algorithms which are based on mathematical problems termed
one-way functions. Effective security requires keeping the private key private; the public key can be openly distributed
without compromising security.

QUESTION 200
You need a tool that can do network intrusion prevention and intrusion detection, function as a network sniffer, and
record network activity, what tool would you most likely select?

Nmap

Cain & Abel
Nessus
Snort

00>

Answer: D

QUESTION 201
How is the public key distributed in an orderly, controlled fashion so that the users can be sure of the sender's identity?

A. Hash value

B. Private key

C. Digital signature
D. Digital certificate
Answer: D

QUESTION 202

The network team has well-established procedures to follow for creating new rules on the firewall. This includes having
approval from a manager prior to implementing any new rules. While reviewing the firewall configuration, you notice a
recently implemented rule but cannot locate manager approval for it. What would be a good step to have in the
procedures for a situation like this?

A. Have the network team document the reason why the rule was implemented without prior
manager approval.

B. Monitor all traffic using the firewall rule until a manager can approve it.

C. Do not roll back the firewall rule as the business may be relying upon it, but try to get manager
approval as soon as possible.

D. Immediately roll back the firewall rule until a manager can approve it

Answer: D

QUESTION 203

The Payment Card Industry Data Security Standard (PCI DSS) contains six different categories of control objectives.
Each objective contains one or more requirements, which must be followed in order to achieve compliance. Which of
the following requirements would best fit under the objective, "Implement strong access control measures"?

A. Regularly test security systems and processes.
B. Encrypt transmission of cardholder data across open, public networks.
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C. Assign a unique ID to each person with computer access.
D. Use and regularly update anti-virus software on all systems commonly affected by malware.

Answer: C

QUESTION 204

Nedved is an IT Security Manager of a bank in his country. One day. he found out that there is a security breach to his
company's email server based on analysis of a suspicious connection from the email server to an unknown IP Address.
What is the first thing that Nedved needs to do before contacting the incident response team?

A. Leave it as it Is and contact the incident response team right away
B. Block the connection to the suspicious IP Address from the firewall
C. Disconnect the email server from the network

D. Migrate the connection to the backup email server

Answer: C

QUESTION 205

Vlady works in a fishing company where the majority of the employees have very little understanding of IT let alone IT
Security. Several information security issues that Vlady often found includes, employees sharing password, writing
his/her password on a post it note and stick it to his/her desk, leaving the computer unlocked, didn't log out from emails
or other social media accounts, and etc.

After discussing with his boss, Vlady decided to make some changes to improve the security environment in his
company. The first thing that Vlady wanted to do is to make the employees understand the importance of keeping
confidential information, such as password, a secret and they should not share it with other persons.

Which of the following steps should be the first thing that Vlady should do to make the employees in his company
understand to importance of keeping confidential information a secret?

A. Warning to those who write password on a post it note and put it on his/her desk

B. Developing a strict information security policy

C. Information security awareness training

D. Conducting a one to one discussion with the other employees about the importance of information
security

Answer: C

Explanation:

Before enforcing strict policies or giving warnings, employees must first understand why security matters. In a
workplace where most employees have little IT knowledge, awareness training is the foundational step. It helps them
learn:

- Why passwords must be kept secret

- The risks of sharing credentials

- Why writing passwords on notes is dangerous

- The importance of locking computers and logging out

Training creates understanding and buy-in, making later enforcement of policies far more effective.

QUESTION 206

Clark, a professional hacker, was hired by an organization lo gather sensitive Information about its competitors
surreptitiously. Clark gathers the server IP address of the target organization using Whole footprinting. Further, he
entered the server IP address as an input to an online tool to retrieve information such as the network range of the
target organization and to identify the network topology and operating system used in the network. What is the online
tool employed by Clark in the above scenario?

AOL

ARIN
DuckDuckGo
Baidu

oo0w»

Answer: B
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QUESTION 207

Jim, a professional hacker, targeted an organization that is operating critical Industrial Infrastructure. Jim used Nmap to
scan open pons and running services on systems connected to the organization's OT network. He used an Nmap
command to identify Ethernet/IP devices connected to the Internet and further gathered Information such as the vendor
name, product code and name, device name, and IP address. Which of the following Nmap commands helped Jim
retrieve the required information?

nmap -Pn -sT --scan-delay 1s --max-parallelism 1 -p < Port List > < Target IP >
nmap -Pn -sU -p 44818 --script enip-info < Target IP >

nmap -Pn -sT -p 46824 < Target IP >

nmap -Pn -sT -p 102 --script s7-info < Target IP >

00>

Answer: B

QUESTION 208

There have been concerns in your network that the wireless network component is not sufficiently secure. You perform
a vulnerability scan of the wireless network and find that it is using an old encryption protocol that was designed to
mimic wired encryption, what encryption protocol is being used?

WEP
RADIUS
WPA
WPAS3

00>

Answer: A

Explanation:

Wired Equivalent Privacy (WEP) may be a security protocol, laid out in the IEEE wireless local area network (Wi-Fi)
standard, 802.11b, that's designed to supply a wireless local area network (WLAN) with A level of security and privacy
like what's usually expected of a wired LAN. A wired local area network (LAN) is usually protected by physical security
mechanisms (controlled access to a building, for example) that are effective for a controlled physical environment, but
could also be ineffective for WLANs because radio waves aren't necessarily bound by the walls containing the network.
WEP seeks to determine similar protection thereto offered by the wired network's physical security measures by
encrypting data transmitted over the WLAN. encoding protects the vulnerable wireless link between clients and access
points; once this measure has been taken, other typical LAN security mechanisms like password protection, end-to-end
encryption, virtual private networks (VPNs), and authentication are often put in situ to make sure privacy.

QUESTION 209

Attacker Lauren has gained the credentials of an organization's internal server system, and she was often logging in
during irregular times to monitor the network activities. The organization was skeptical about the login times and
appointed security professional Robert to determine the issue. Robert analyzed the compromised device to find incident
details such as the type of attack, its severity, target, impact, method of propagation, and vulnerabilities exploited. What
is the incident handling and response (IH&R) phase, in which Robert has determined these issues?

A. Preparation

B. Eradication

C. Incident recording and assignment
D. Incident triage

Answer: D

Explanation:

Incident Handling and Response Incident handling and response (IH&R) is the process of taking organized and careful
steps when reacting to a security incident or cyberattack. Steps involved in the IH&R process: Incident Triage - The
IH&R team further analyzes the compromised device to find incident details such as the type of attack, its severity,
target, impact, and method of propagation, and any vulnerabilities it exploited.

QUESTION 210
David is a security professional working in an organization, and he is implementing a vulnerability management
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program in the organization to evaluate and control the risks and vulnerabilities in its IT infrastructure. He is currently
executing the process of applying fixes on vulnerable systems to reduce the impact and severity of vulnerabilities.
Which phase of the vulnerability-management life cycle is David currently in?

verification

Risk assessment
Vulnerability scan
Remediation

o0w»

Answer: D

Explanation:

Vulnerability-Management Life Cycle The vulnerability management life cycle is an important process that helps identify
and remediate security weaknesses before they can be exploited. Remediation - applying fixes on vulnerable systems
in order to reduce the impact and severity of vulnerabilities.

QUESTION 211

Widespread fraud ac Enron. WorldCom, and Tyco led to the creation of a law that was designed to improve the
accuracy and accountability of corporate disclosures. It covers accounting firms and third parties that provide financial
services to some organizations and came into effect in 2002. This law is known by what acronym?

A. Fed RAMP
B. PCIDSS
C. SOX

D. HIPAA
Answer: C
Explanation:

The Sarbanes-Oxley Act of 2002 could be a law the U.S. Congress passed on July thirty of that year to assist defend
investors from fallacious money coverage by companies.Also called the SOX Act of 2002 and also the company
Responsibility Act of 2002, it mandated strict reforms to existing securities rules and obligatory powerful new penalties
on law breakers.

The Sarbanes-Oxley law Act of 2002 came in response to money scandals within the early 2000s involving in public
listed corporations like Enron Corporation, Tyco International plc, and WorldCom. The high-profile frauds cask capitalist
confidence within the trustiness of company money statements Associate in Nursingd light-emitting diode several to
demand an overhaul of decades-old restrictive standards.

QUESTION 212

Robin, a professional hacker, targeted an organization's network to sniff all the traffic. During this process.

Robin plugged in a rogue switch to an unused port in the LAN with a priority lower than any other switch in the network
so that he could make it a root bridge that will later allow him to sniff all the traffic in the network.

What is the attack performed by Robin in the above scenario?

ARP spoofing attack
VLAN hopping attack
DNS poisoning attack
STP attack

00>

Answer: D

Explanation:

STP prevents bridging loops in a redundant switched network environment. By avoiding loops, you can ensure that
broadcast traffic does not become a traffic storm.

STP is a hierarchical tree-like topology with a "root" switch at the top. A switch is elected as root based on the lowest
configured priority of any switch (0 through 65,535). When a switch boots up, it begins a process of identifying other
switches and determining the root bridge. After a root bridge is elected, the topology is established from its perspective
of the connectivity. The switches determine the path to the root bridge, and all redundant paths are blocked. STP sends
configuration and topology change notifications and acknowledgments (TCN/TCA) using bridge protocol data units
(BPDU).

An STP attack involves an attacker spoofing the root bridge in the topology. The attacker broadcasts out an STP
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configuration/topology change BPDU in an attempt to force an STP recalculation. The BPDU sent out announces that
the attacker's system has a lower bridge priority. The attacker can then see a variety of frames forwarded from other
switches to it. STP recalculation may also cause a denial-of-service (DoS) condition on the network by causing an
interruption of 30 to 45 seconds each time the root bridge changes. An attacker using STP network topology changes
to force its host to be elected as the root bridge.

QUESTION 213

Abel, a security professional, conducts penetration testing in his client organization to check for any security loopholes.
He launched an attack on the DHCP servers by broadcasting forged DHCP requests and leased all the DHCP
addresses available in the DHCP scope until the server could not issue any more IP addresses. This led to a Dos
attack, and as a result, legitimate employees were unable to access the clients network. Which of the following attacks
did Abel perform in the above scenario?

VLAN hopping

DHCP starvation

Rogue DHCP server attack
STP attack

o0®»

Answer: B

Explanation:

A DHCP starvation assault is a pernicious computerized assault that objectives DHCP workers. During a DHCP
assault, an unfriendly entertainer floods a DHCP worker with false DISCOVER bundles until the DHCP worker
debilitates its stock of IP addresses. When that occurs, the aggressor can deny genuine organization clients
administration, or even stock an other DHCP association that prompts a Man-in-the-Middle (MITM) assault.

In a DHCP Starvation assault, a threatening entertainer sends a huge load of false DISCOVER parcels until the DHCP
worker thinks they've used their accessible pool. Customers searching for IP tends to find that there are no IP
addresses for them, and they're refused assistance. Furthermore, they may search for an alternate DHCP worker, one
which the unfriendly entertainer may give. What's more, utilizing a threatening or sham IP address, that unfriendly
entertainer would now be able to peruse all the traffic that customer sends and gets.

In an unfriendly climate, where we have a malevolent machine running some sort of an instrument like Yersinia, there
could be a machine that sends DHCP DISCOVER bundles. This malevolent customer doesn't send a modest bunch ?it
sends a great many vindictive DISCOVER bundles utilizing sham, made-up MAC addresses as the source MAC
address for each solicitation.

In the event that the DHCP worker reacts to every one of these false DHCP DISCOVER parcels, the whole IP address
pool could be exhausted, and that DHCP worker could trust it has no more IP delivers to bring to the table to legitimate
DHCP demands.

When a DHCP worker has no more IP delivers to bring to the table, ordinarily the following thing to happen would be for
the aggressor to get their own DHCP worker. This maverick DHCP worker at that point starts giving out IP addresses.
The advantage of that to the assailant is that if a false DHCP worker is distributing IP addresses, including default DNS
and door data, customers who utilize those IP delivers and begin to utilize that default passage would now be able to
be directed through the aggressor's machine. That is all that an unfriendly entertainer requires to play out a man-in-the-
center (MITM) assault.

QUESTION 214
At what stage of the cyber kill chain theory model does data exfiltration occur?

Actions on objectives
Weaponization
installation

Command and control

00>

Answer: A

Explanation:

The longer an adversary has this level of access, the greater the impact. Defenders must detect this stage as quickly as
possible and deploy tools which can enable them to gather forensic evidence. One example would come with network
packet captures, for damage assessment. Only now, after progressing through the primary six phases, can intruders
take actions to realize their original objectives. Typically, the target of knowledge exfiltration involves collecting,
encrypting and extracting information from the victim(s) environment; violations of knowledge integrity or availability are
potential objectives also . Alternatively, and most ordinarily , the intruder may only desire access to the initial victim box
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to be used as a hop point to compromise additional systems and move laterally inside the network. Once this stage is
identified within an environment, the implementation of prepared reaction plans must be initiated. At a minimum, the
plan should include a comprehensive communication plan, detailed evidence must be elevated to the very best ranking
official or board , the deployment of end-point security tools to dam data loss and preparation for briefing a CIRT Team.
Having these resources well established beforehand may be a "MUST" in today's quickly evolving landscape of
cybersecurity threats

QUESTION 215

Techno Security Inc. recently hired John as a penetration tester. He was tasked with identifying open ports in the target
network and determining whether the ports are online and any firewall rule sets are encountered. John decided to
perform a TCP SYN ping scan on the target network. Which of the following Nmap commands must John use to
perform the TCP SYN ping scan?

nmap -sh -pp < target ip address >

nmap -sh -PO < target IP address >
nmap -sh -PS < target IP address >
nmap -sh -PA < target IP address >

o0®»

Answer: C

QUESTION 216

Ricardo has discovered the username for an application in his targets environment. As he has a limited amount of time,
he decides to attempt to use a list of common passwords he found on the Internet. He compiles them into a list and
then feeds that list as an argument into his password- cracking application, what type of attack is Ricardo performing?

A. Known plaintext
B. Password spraying
C. Brute force

D. Dictionary
Answer: D
Explanation:

A dictionary Attack as an attack vector utilized by the attacker to break in a very system, that is password protected, by
golf shot technically each word in a very dictionary as a variety of password for that system. This attack vector could be
a variety of Brute Force Attack.

The lexicon will contain words from an English dictionary and conjointly some leaked list of commonly used passwords
and once combined with common character substitution with numbers, will generally be terribly effective and quick.

QUESTION 217

Richard, an attacker, aimed to hack loT devices connected to a target network. In this process. Richard recorded the
frequency required to share information between connected devices. After obtaining the frequency, he captured the
original data when commands were initiated by the connected devices. Once the original data were collected, he used
free tools such as URH to segregate the command sequence. Subsequently, he started injecting the segregated
command sequence on the same frequency into the loT network, which repeats the captured signals of the devices.
What Is the type of attack performed by Richard In the above scenario?

Side-channel attack
Replay attack
CrypTanalysis attack
Reconnaissance attack

00>

Answer: B

Explanation:

Replay Attack could be a variety of security attack to the info sent over a network. In this attack, the hacker or a person
with unauthorized access, captures the traffic and sends communication to its original destination, acting because the
original sender. The receiver feels that it's Associate in Nursing genuine message however it's really the message sent
by the aggressor. the most feature of the Replay Attack is that the consumer would receive the message double,
thence the name, Replay Attack.
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QUESTION 218
This form of encryption algorithm is asymmetric key block cipher that is characterized by a 128-bit block size, and its
key size can be up to 256 bits. Which among the following is this encryption algorithm?

A. Twofish encryption algorithm
B. HMAC encryption algorithm
C. IDEA

D. Blowfish encryption algorithm
Answer: A

Explanation:

Twofish is an encryption algorithm designed by Bruce Schneier. It's a symmetric key block cipher with a block size of
128 bits, with keys up to 256 bits. it's associated with AES (Advanced Encryption Standard) and an earlier block cipher
called Blowfish. Twofish was actually a finalist to become the industry standard for encryption, but was ultimately
beaten out by the present AES. Twofish has some distinctive features that set it aside from most other cryptographic
protocols. For one, it uses pre-computed, key-dependent S-boxes. An S-box (substitution-box) may be a basic
component of any symmetric key algorithm which performs substitution. within the context of Twofish's block cipher, the
S-box works to obscure the connection of the key to the ciphertext. Twofish uses a pre-computed, key-dependent S-
box which suggests that the S-box is already provided, but depends on the cipher key to decrypt the knowledge .

QUESTION 219

Sam is working as a system administrator In an organization. He captured the principal characteristics of a vulnerability
and produced a numerical score to reflect Its severity using CVSS v3.0 to property assess and prioritize the
organization's vulnerability management processes. The base score that Sam obtained after performing cvss rating
was 4.0. What is the CVSS severity level of the vulnerability discovered by Sam in the above scenario?

A. Medium
B. Low

C. Ciritical
D. High
Answer: A
Explanation:

The Common Vulnerability Scoring System (CVSS) is an open framework for communicating the characteristics and
severity of software vulnerabilities. CVSS consists of three metric groups: Base, Temporal, and Environmental. The
Base metrics produce a score ranging from 0 to 10, which can then be modified by scoring the Temporal and
Environmental metrics. A CVSS score is also represented as a vector string, a compressed textual representation of
the values used to derive the score. Thus, CVSS is well suited as a standard measurement system for industries,
organizations, and governments that need accurate and consistent vulnerability severity scores. Two common uses of
CVSS are calculating the severity of vulnerabilities discovered on one's systems and as a factor in prioritization of
vulnerability remediation activities. The National Vulnerability Database (NVD) provides CVSS scores for almost all
known vulnerabilities.

QUESTION 220
jane invites her friends Alice and John over for a LAN party. Alice and John access Jane's wireless network without a
password. However. Jane has a long, complex password on her router. What attack has likely occurred?

A. Wireless sniffing
B. Piggybacking

C. Evil twin

D. Wardriving

Answer: C

Explanation:

An evil twin may be a fraudulent Wi-Fi access point that appears to be legitimate but is about up to pay attention to
wireless communications.[1] The evil twin is that the wireless LAN equivalent of the phishing scam.

This type of attack could also be wont to steal the passwords of unsuspecting users, either by monitoring their
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connections or by phishing, which involves fixing a fraudulent internet site and luring people there.

The attacker snoops on Internet traffic employing a bogus wireless access point. Unwitting web users could also be
invited to log into the attacker's server, prompting them to enter sensitive information like usernames and passwords.
Often, users are unaware they need been duped until well after the incident has occurred.

When users log into unsecured (non-HTTPS) bank or e-mail accounts, the attacker intercepts the transaction, since it's
sent through their equipment. The attacker is additionally ready to hook up with other networks related to the users'
credentials. Fake access points are found out by configuring a wireless card to act as an access point (known as
HostAP). they're hard to trace since they will be shut off instantly. The counterfeit access point could also be given an
equivalent SSID and BSSID as a close-by Wi-Fi network. The evil twin are often configured to pass Internet traffic
through to the legitimate access point while monitoring the victim's connection, or it can simply say the system is
temporarily unavailable after obtaining a username and password.

QUESTION 221

Nicolas just found a vulnerability on a public-facing system that is considered a zero-day vulnerability. He sent an email
to the owner of the public system describing the problem and how the owner can protect themselves from that
vulnerability. He also sent an email to Microsoft informing them of the problem that their systems are exposed to. What
type of hacker is Nicolas?

Red hat
White hat
Black hat
Gray hat

o0w»

Answer: D

Explanation:

Gray hats are the individuals who work both offensively and defensively at various times. Gray hats might help hackers
to find various vulnerabilities in a system or network and, at the same time, help vendors to improve products (software
or hardware) by checking limitations and making them more secure.

QUESTION 222

You are a penetration tester tasked with testing the wireless network of your client Brakeme SA. You are attempting to
break into the wireless network with the SSID "Brakeme-Internal." You realize that this network uses WPAS3 encryption,
which of the following vulnerabilities is the promising to exploit?

Dragonblood

Cross-site request forgery
Key reinstallation attack
AP Myconfiguration

00>

Answer: A

Explanation:

Dragonblood allows an attacker in range of a password-protected Wi-Fi network to get the password and gain access
to sensitive information like user credentials, emails and mastercard numbers.

QUESTION 223
To invisibly maintain access to a machine, an attacker utilizes a toolkit that sits undetected In the core components of
the operating system. What is this type of rootkit an example of?

A. Mypervisor rootkit
B. Kernel toolkit

C. Hardware rootkit
D. Firmware rootkit
Answer: B
Explanation:

Kernel-mode rootkits run with the best operating system privileges (Ring 0) by adding code or replacement parts of the
core operating system, as well as each the kernel and associated device drivers. Most operative systems support
kernel-mode device drivers, that execute with a similar privileges because the software itself. As such, several kernel-
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mode rootkits square measure developed as device drivers or loadable modules, like loadable kernel modules in Linux
or device drivers in Microsoft Windows. This category of rootkit has unrestricted security access, however is tougher to
jot down. The quality makes bugs common, and any bugs in code operative at the kernel level could seriously impact
system stability, resulting in discovery of the rootkit. one amongst the primary wide familiar kernel rootkits was
developed for Windows NT four.0 and discharged in Phrack magazine in 1999 by Greg Hoglund. Kernel rootkits is
particularly tough to observe and take away as a result of they operate at a similar security level because the software
itself, and square measure therefore able to intercept or subvert the foremost sure software operations. Any package,
like antivirus package, running on the compromised system is equally vulnerable. during this scenario, no a part of the
system is sure.

QUESTION 224

Alice needs to send a confidential document to her coworker. Bryan. Their company has public key infrastructure set
up. Therefore. Alice both encrypts the message and digitally signs it. Alice uses to encrypt the message, and
Bryan uses to confirm the digital signature.

Bryan's public key; Bryan's public key
Alice's public key; Alice's public key
Bryan's private key; Alice's public key
Bryan's public key; Alice's public key

00>

Answer: D

Explanation:

PKI uses public-key cryptography, which is widely used on the Internet to encrypt messages or authenticate message
senders. In public-key cryptography, a CA generates public and private keys with the same algorithm simultaneously.
The private key is held only by the subject (user, company, or system) mentioned in the certificate, while the public key
is made publicly available in a directory that all parties can access. The subject keeps the private key secret and uses it
to decrypt the text encrypted by someone else using the corresponding public key (available in a public directory).
Thus, others encrypt messages for the user with the user's public key, and the user decrypts it with his/her private key.

QUESTION 225
What piece of hardware on a computer's motherboard generates encryption keys and only releases a part of the key so
that decrypting a disk on a new piece of hardware is not possible?

CPU
GPU
UEFI
TPM

00>

Answer: D

Explanation:

The TPM is a chip that's part of your computer's motherboard -- if you bought an off-the-shelf PC, it's soldered onto the
motherboard. If you built your own computer, you can buy one as an add-on module if your motherboard supports it.
The TPM generates encryption keys, keeping part of the key to itself.

QUESTION 226

Security administrator John Smith has noticed abnormal amounts of traffic coming from local computers at night. Upon
reviewing, he finds that user data have been exfilltrated by an attacker. AV tools are unable to find any malicious
software, and the IDS/IPS has not reported on any non- whitelisted programs, what type of malware did the attacker
use to bypass the company's application whitelisting?

A. Phishing malware

B. Zero-day malware
C. File-less malware

D. Logic bomb malware
Answer: C
Explanation:

Fileless malware can easily evade various security controls, organizations need to focus on monitoring, detecting, and
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preventing malicious activities instead of using traditional approaches such as scanning for malware through file
signatures.Also known as non-malware, infects legitimate software, applications, and other protocols existing in the
system to perform various malicious activities.It resides in the system's RAM. It injects malicious code into the running
processes.

QUESTION 227

Taylor, a security professional, uses a tool to monitor her company's website, analyze the website's traffic, and track
the geographical location of the users visiting the company's website. Which of the following tools did Taylor employ in
the above scenario?

WebSite Watcher
web-Stat
Webroot
WAFWOOF

00w

Answer: B

Explanation:

Increase your web site's performance and grow! Add Web-Stat to your site (it's free!) and watch individuals act together
with your pages in real time.

Learn how individuals realize your web site. Get details concerning every visitor's path through your web site and track
pages that flip browsers into consumers.

One-click install. observe locations, in operation systems, browsers and screen sizes and obtain alerts for new guests
and conversions.

QUESTION 228

Gilbert, a web developer, uses a centralized web API to reduce complexity and increase the Integrity of updating and
changing data. For this purpose, he uses a web service that uses HTTP methods such as PUT. POST. GET. and
DELETE and can improve the overall performance, visibility, scalability, reliability, and portability of an application.
What is the type of web-service APl mentioned in the above scenario?

JSON-RPC
SOAP API
RESTful API
REST API

o0w»

Answer: C

Explanation:

*REST is not a specification, tool, or framework, but instead is an architectural style for web services that serves as a
communication medium between various systems on the web. *RESTful APIs, which are also known as RESTful
services, are designed using REST principles and HTTP communication protocols RESTful is a collection of resources
that use HTTP methods such as PUT, POST, GET, and DELETE.

QUESTION 229

Gerard, a disgruntled ex-employee of Sunglass IT Solutions, targets this organization to perform sophisticated attacks
and bring down its reputation in the market. To launch the attacks process, he performed DNS footprinting to gather
information about ONS servers and to identify the hosts connected in the target network. He used an automated tool
that can retrieve information about DNS zone data including DNS domain names, computer names. IP addresses. DNS
records, and network Who is records. He further exploited this information to launch other sophisticated attacks. What
is the tool employed by Gerard in the above scenario?

Knative
ZANTI
Towelroot
Bluto

oo0w»

Answer: D
Explanation:
Attackers also use DNS lookup tools such as DNSdumpster.com, Bluto, and Domain Dossier to retrieve DNS records
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for a specified domain or hostname. These tools retrieve information such as domains and IP addresses, domain
Whois records, DNS records, and network Whois records.

QUESTION 230

Boney, a professional hacker, targets an organization for financial benefits. He performs an attack by sending his
session ID using an MITM attack technique. Boney first obtains a valid session ID by logging into a service and later
feeds the same session ID to the target employee. The session ID links the target employee to Boney’s account page
without disclosing any information to the victim. When the target employee clicks on the link, all the sensitive payment
details entered in a form are linked to Boney’s account.

What is the attack performed by Boney in the above scenario?

Session donation attack
Session fixation attack
Forbidden attack
CRIME attack

o0

Answer: A

Explanation:

In a session donation attack, the attacker donates their own session ID to the target user. In this attack, the attacker
first obtains a valid session ID by logging into a service and later feeds the same session ID to the target user. This
session ID links a target user to the attacker's account page without disclosing any information to the victim. When the
target user clicks on the link and enters the details (username, password, payment details, etc.) in a form, the entered
details are linked to the attacker's account. To initiate this attack, the attacker can send their session ID using
techniques such as cross-site cooking, an MITM attack, and session fixation. A session donation attack involves the
following steps.

QUESTION 231
Which of the following commands checks for valid users on an SMTP server?

RCPT
CHK

VRFY
EXPN

00>

Answer: C

Explanation:

The VRFY commands enables SMTP clients to send an invitation to an SMTP server to verify that mail for a selected
user name resides on the server. The VRFY command is defined in RFC 821. The server sends a response indicating
whether the user is local or not, whether mail are going to be forwarded, and so on. A response of 250 indicates that
the user name is local; a response of 251 indicates that the user name isn't local, but the server can forward the
message. The server response includes the mailbox name.

QUESTION 232

Bobby, an attacker, targeted a user and decided to hijack and intercept all their wireless communications. He installed a
fake communication tower between two authentic endpoints to mislead the victim. Bobby used this virtual tower to
interrupt the data transmission between the user and real tower, attempting to hijack an active session, upon receiving
the users request. Bobby manipulated the traffic with the virtual tower and redirected the victim to a malicious website.
What is the attack performed by Bobby in the above scenario?

A. Wardriving

B. KRACK attack

C. jamming signal attack
D. alLTEr attack

Answer: D

Explanation:

aLTEr attacks are usually performed on LTE devices Attacker installs a virtual (fake) communication tower between two
authentic endpoints intending to mislead the victim This virtual tower is used to interrupt the data transmission between
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the user and real tower attempting to hijack the active session.

The new aLTEr attack can be used against nearly all LTE connected endpoints by intercepting traffic and redirecting it
to malicious websites together with a particular approach for Apple iOS devices.

This attack works by taking advantage of a style flaw among the LTE network -- the information link layer (aka: layer-2)
of the LTE network is encrypted with AES-CTR however it's not integrity- protected, that is why an offender will modify
the payload.

As a result, the offender is acting a classic man-in-the-middle wherever they're movement as a cell tower to the victim.

QUESTION 233
in the Common Vulnerability Scoring System (CVSS) v3.1 severity ratings, what range does medium vulnerability fall
in?

3.0-6.9
40-6.0

4.0-6.9
3.9-6.9

o0w»

Answer: C

QUESTION 234
What is the file that determines the basic configuration (specifically activities, services, broadcast receivers, etc.) in an
Android application?

AndroidManifest.xml
APK.info
resources.asrc
classes.dex

00>

Answer: A

Explanation:

The AndroidManifest.xml file contains information of your package, including components of the appliance like
activities, services, broadcast receivers, content providers etc.

It performs another tasks also:

- it's responsible to guard the appliance to access any protected parts by providing the permissions.

- It also declares the android api that the appliance goes to use.

- It lists the instrumentation classes. The instrumentation classes provides profiling and other informations. These
informations are removed just before the appliance is published etc. This is the specified xml file for all the android
application and located inside the basis directory.

QUESTION 235

A friend of yours tells you that he downloaded and executed a file that was sent to him by a coworker. Since the file did
nothing when executed, he asks you for help because he suspects that he may have installed a trojan on his computer.
What tests would you perform to determine whether his computer is Infected?

Use ExifTool and check for malicious content.

You do not check; rather, you immediately restore a previous snapshot of the operating system.
Upload the file to VirusTotal.

Use netstat and check for outgoing connections to strange IP addresses or domains.

o0w»

Answer: D

QUESTION 236

Garry is a network administrator in an organization. He uses SNMP to manage networked devices from a remote
location. To manage nodes in the network, he uses MIB. which contains formal descriptions of all network objects
managed by SNMP. He accesses the contents of MIB by using a web browser either by entering the IP address and
Lseries.mlb or by entering the DNS library name and Lseries.mlb. He is currently retrieving information from an MIB
that contains object types for workstations and server services. Which of the following types of MIB is accessed by
Garry in the above scenario?
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A. LNMIB2.MIB

B. WINS.MIB

C. DHCP.MIS

D. MIB_I.MIB

Answer: A

Explanation:

DHCP.MIB: Monitors network traffic between DHCP servers and remote hosts
HOSTMIB.MIB: Monitors and manages host resources

LNMIB2.MIB: Contains object types for workstation and server services

MIBJI.MIB: Manages TCP/IP-based Internet using a simple architecture and system
WINS.MIB: For the Windows Internet Name Service (WINS)

QUESTION 237

An attacker redirects the victim to malicious websites by sending them a malicious link by email. The link appears
authentic but redirects the victim to a malicious web page, which allows the attacker to steal the victim's data. What
type of attack is this?

A. Phishing
B. Vlishing
C. Spoofing
D. DdoS

Answer: A

Explanation:

Phishing is a type of social engineering attack often used to steal user data, including login credentials and credit card
numbers. It occurs when an attacker, masquerading as a trusted entity, dupes a victim into opening an email, instant
message, or text message. The recipient is then tricked into clicking a malicious link, which can lead to the installation
of malware, the freezing of the system as part of a ransomware attack, or the revealing of sensitive information.

QUESTION 238

Steve, an attacker, created a fake profile on a social media website and sent a request to Stella. Stella was enthralled
by Steve's profile picture and the description given for his profile, and she initiated a conversation with him soon after
accepting the request. After a few days. Sieve started asking about her company details and eventually gathered all the
essential information regarding her company. What is the social engineering technique Steve employed in the above
scenario?

A. Diversion theft
B. Baiting

C. Honey trap

D. Piggybacking
Answer: C
Explanation:

The honey trap is a technique where an attacker targets a person online by pretending to be an attractive person and
then begins a fake online relationship to obtain confidential information about the target company. In this technique, the
victim is an insider who possesses critical information about the target organization.

QUESTION 239

Daniel Is a professional hacker who Is attempting to perform an SQL injection attack on a target website.
www.movlescope.com. During this process, he encountered an IDS that detects SQL Injection attempts based on
predefined signatures. To evade any comparison statement, he attempted placing characters such as "or '1'="1" In any
bask injection statement such as "or 1=1." Identify the evasion technique used by Daniel in the above scenario.

A. Null byte
B. IP fragmentation
C. Char encoding
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D. Variation

Answer: D

QUESTION 240

While browsing his Facebook teed, Matt sees a picture one of his friends posted with the caption. "Learn more about
your friends!", as well as a number of personal questions. Matt is suspicious and texts his friend, who confirms that he
did indeed post it. With assurance that the post is legitimate. Matt responds to the questions on the post, a few days
later. Mates bank account has been accessed, and the password has been changed. What most likely happened?

Matt inadvertently provided the answers to his security questions when responding to the post.
Matt's bank-account login information was brute forced.

Matt Inadvertently provided his password when responding to the post.

Matt's computer was infected with a keylogger.

00>

Answer: A

QUESTION 241

Jane, an ethical hacker, is testing a target organization’s web server and website to identify security loopholes. In this
process, she copied the entire website and its content on a local drive to view the complete profile of the site’s directory
structure, file structure, external links, images, web pages, and so on. This information helps Jane map the website’s
directories and gain valuable information.

What is the attack technique employed by Jane in the above scenario?

website mirroring
Session hijacking
Web cache poisoning
Website defacement

o0w»

Answer: A

Explanation:

A mirror site may be a website or set of files on a computer server that has been copied to a different computer server
in order that the location or files are available from quite one place. A mirror site has its own URL, but is otherwise just
like the principal site. Load-balancing devices allow high-volume sites to scale easily, dividing the work between
multiple mirror sites. A mirror site is typically updated frequently to make sure it reflects the contents of the first site. In
some cases, the first site may arrange for a mirror site at a bigger location with a better speed connection and, perhaps,
a better proximity to an outsized audience. If the first site generates an excessive amount of traffic, a mirror site can
ensure better availability of the web site or files. For websites that provide copies or updates of widely used software, a
mirror site allows the location to handle larger demands and enables the downloaded files to arrive more quickly.
Microsoft, Sun Microsystems and other companies have mirror sites from which their browser software are often
downloaded.

Mirror sites are wont to make site access faster when the first site could also be geographically distant from those
accessing it. A mirrored web server is usually located on a special continent from the principal site, allowing users on
the brink of the mirror site to urge faster and more reliable access.

Mirroring an internet site also can be done to make sure that information are often made available to places where
access could also be unreliable or censored. In 2013, when Chinese authorities blocked access to foreign media
outlets just like the Wall Street Journal and Reuters, site mirroring was wont to restore access and circumvent
government censorship.

QUESTION 242

An organization is performing a vulnerability assessment tor mitigating threats. James, a pen tester, scanned the
organization by building an inventory of the protocols found on the organization's machines to detect which ports are
attached to services such as an email server, a web server or a database server. After identifying the services, he
selected the vulnerabilities on each machine and started executing only the relevant tests. What is the type of
vulnerability assessment solution that James employed in the above scenario?

A. Product-based solutions
B. Tree-based assessment
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C. Service-based solutions
D. Inference-based assessment

Answer: D

Explanation:

In an inference-based assessment, scanning starts by building an inventory of the protocols found on the machine.
After finding a protocol, the scanning process starts to detect which ports are attached to services, such as an email
server, web server, or database server. After finding services, it selects vulnerabilities on each machine and starts to
execute only those relevant tests.

QUESTION 243

Scenario: Joe turns on his home computer to access personal online banking. When he enters the URL
www.bank.com. the website is displayed, but it prompts him to re-enter his credentials as if he has never visited the site
before. When he examines the website URL closer, he finds that the site is not secure and the web address appears
different. What type of attack he is experiencing?.

A. Dos attack

B. DHCP spoofing

C. ARP cache poisoning
D. DNS hijacking
Answer: D

Explanation:

Web Server Attacks - DNS Server Hijacking Attacker compromises the DNS server and changes the DNS settings so
that all the requests coming towards the target web server are redirected to his/her own malicious server.

QUESTION 244

Harry. a professional hacker, targets the IT infrastructure of an organization. After preparing for the attack, he attempts
to enter the target network using techniques such as sending spear-phishing emails and exploiting vulnerabilities on
publicly available servers. Using these techniques, he successfully deployed malware on the target system to establish
an outbound connection. What is the APT lifecycle phase that Harry is currently executing?

A. Preparation
B. Cleanup

C. Persistence
D. Initial Intrusion
Answer: D
Explanation:

Initial Intrusion - An initial intrusion are sending spear-phishing emails and exploiting vulnerabilities on publicly available
servers. Malicious code or malware is deployed into the target system to initiate an outbound connection.

QUESTION 245

Sam, a professional hacker. targeted an organization with intention of compromising AWS IAM credentials. He
attempted to lure one of the employees of the organization by initiating fake calls while posing as a legitimate
employee. Moreover, he sent phishing emails to steal the AWS 1AM credentials and further compromise the
employee's account. What is the technigue used by Sam to compromise the AWS IAM credentials?

A. Social engineering
B. insider threat

C. Password reuse

D. Reverse engineering
Answer: A
Explanation:

Just like any other service that accepts usernames and passwords for logging in, AWS users are vulnerable to social
engineering attacks from attackers. fake emails, calls, or any other method of social engineering, may find yourself with
an AWS users' credentials within the hands of an attacker.
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If a user only uses API keys for accessing AWS, general phishing techniques could still use to gain access to other
accounts or their pc itself, where the attacker may then pull the API keys for aforementioned AWS user.

With basic opensource intelligence (OSINT), it's usually simple to collect a list of workers of an organization that use
AWS on a regular basis. This list will then be targeted with spear phishing to do and gather credentials. an easy
technigue may include an email that says your bill has spiked 500th within the past 24 hours, "click here for additional
information”, and when they click the link, they're forwarded to a malicious copy of the AWS login page designed to
steal their credentials.

QUESTION 246

Ethical hacker jane Smith is attempting to perform an SQL injection attach. She wants to test the response time of a
true or false response and wants to use a second command to determine whether the database will return true or false
results for user IDs. which two SQL Injection types would give her the results she is looking for?

Out of band and boolean-based
Time-based and union-based
union-based and error-based
Time-based and boolean-based

o0®»

Answer: D

Explanation:

"Boolean based" we mean that it is based on Boolean values, that is, true or false / true and false. AND Time-based
SQL Injection is an inferential SQL Injection technique that relies on sending an SQL query to the database which
forces the database to wait for a specified amount of time (in seconds) before responding. The response time will
indicate to the attacker whether the result of the query is TRUE or FALSE.

QUESTION 247

In order to tailor your tests during a web-application scan, you decide to determine which web- server version is hosting
the application. On using the sV flag with Nmap. you obtain the following response:

80/tcp open http-proxy Apache Server 7.1.6

what Information-gathering technique does this best describe?

A. WhOIS lookup
B. Banner grabbing
C. Dictionary attack
D. Brute forcing
Answer: B
Explanation:

Banner grabbing is a technique wont to gain info about a computer system on a network and the services running on its
open ports. administrators will use this to take inventory of the systems and services on their network. However, an to
find will use banner grabbing so as to search out network hosts that are running versions of applications and operating
systems with known exploits.

QUESTION 248

Jason, an attacker, targeted an organization to perform an attack on its Internet-facing web server with the intention of
gaining access to backend servers, which are protected by a firewall. In this process, he used a URL
https://xyz.com/feed.php?url:externalsile.com/feed/to to obtain a remote feed and altered the URL input to the local
host to view all the local resources on the target server. What is the type of attack Jason performed In the above
scenario?

website defacement

Server-side request forgery (SSRF) attack
Web server misconfiguration

web cache poisoning attack

oo0w»

Answer: B
Explanation:
Server-side request forgery (also called SSRF) is a net security vulnerability that allows an assaulter to induce the
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server-side application to make http requests to associate arbitrary domain of the attacker's choosing.

QUESTION 249

Attacker Rony Installed a rogue access point within an organization's perimeter and attempted to Intrude into its internal
network. Johnson, a security auditor, identified some unusual traffic in the internal network that is aimed at cracking the
authentication mechanism. He immediately turned off the targeted network and tested for any weak and outdated
security mechanisms that are open to attack. What is the type of vulnerability assessment performed by Johnson in the
above scenario?

Distributed assessment
Wireless network assessment
Host-based assessment
Application assessment

00>

Answer: B

Explanation:

Wireless network assessment determines the vulnerabilities in an organization's wireless networks. In the past, wireless
networks used weak and defective data encryption mechanisms. Now, wireless network standards have evolved, but
many networks still use weak and outdated security mechanisms and are open to attack. Wireless network
assessments try to attack wireless authentication mechanisms and gain unauthorized access. This type of assessment
tests wireless networks and identifies rogue networks that may exist within an organization's perimeter. These
assessments audit client-specified sites with a wireless network. They sniff wireless network traffic and try to crack
encryption keys. Auditors test other network access if they gain access to the wireless network.

Expanding your network capabilities are often done well using wireless networks, but it also can be a source of harm to
your data system . Deficiencies in its implementations or configurations can allow tip to be accessed in an unauthorized
manner.This makes it imperative to closely monitor your wireless network while also conducting periodic Wireless
Network assessment. It identifies flaws and provides an unadulterated view of exactly how vulnerable your systems are
to malicious and unauthorized accesses.

Identifying misconfigurations and inconsistencies in wireless implementations and rogue access points can improve
your security posture and achieve compliance with regulatory frameworks.

QUESTION 250
What would be the fastest way to perform content enumeration on a given web server by using the Gobuster tool?

A. Performing content enumeration using the bruteforce mode and 10 threads

B. Shipping SSL certificate verification

C. Performing content enumeration using a wordlist

D. Performing content enumeration using the bruteforce mode and random file extensions
Answer: C

Explanation:

Analyze Web Applications: Identify Files and Directories - enumerate applications, as well as hidden directories and
files of the web application hosted on the web server. Tools such as Gobuster is directory scanner that allows attackers
to perform fast-paced enumeration of hidden files and directories of a target web application. # gobuster -u <target
URL> -w common.txt (wordlist)

QUESTION 251

Bill is a network administrator. He wants to eliminate unencrypted traffic inside his company's network. He decides to
setup a SPAN port and capture all traffic to the datacenter. He immediately discovers unencrypted traffic in port UDP
161. what protocol is this port using and how can he secure that traffic?

it is not necessary to perform any actions, as SNMP is not carrying important information.
SNMP and he should change it to SNMP V3

RPC and the best practice is to disable RPC completely

SNMP and he should change it to SNMP v2, which is encrypted

oo0w»

Answer: B
Explanation:
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We have various articles already in our documentation for setting up SNMPV2 trap handling in Opsview, but SNMPv3
traps are a whole new ballgame. They can be quite confusing and complicated to set up the first time you go through
the process, but when you understand what is going on, everything should make more sense.

SNMP has gone through several revisions to improve performance and security (version 1, 2c and 3). By default, it is a
UDP port based protocol where communication is based on a “fire and forget' methodology in which network packets
are sent to another device, but there is no check for receipt of that packet (versus TCP port when a network packet
must be acknowledged by the other end of the communication link).

There are two modes of operation with SNMP ?get requests (or polling) where one device requests information from an
SNMP enabled device on a regular basis (normally using UDP port 161), and traps where the SNMP enabled device
sends a message to another device when an event occurs (normally using UDP port 162). The latter includes instances
such as someone logging on, the device powering up or down, or a wide variety of other problems that would need this
type of investigation.

QUESTION 252

John, a professional hacker, targeted an organization that uses LDAP for accessing distributed directory services. He
used an automated tool to anonymously query the IDAP service for sensitive information such as usernames.
addresses, departmental details, and server names to launch further attacks on the target organization.

What is the tool employed by John to gather information from the IDAP service?

A. jxplorer
B. Zabasearch
C. EarthExplorer
D. Ike-scan
Answer: A
Explanation:

JXplorer could be a cross platform LDAP browser and editor. it's a standards compliant general purpose LDAP client
which will be used to search, scan and edit any commonplace LDAP directory, or any directory service with an LDAP or
DSML interface.

It is extremely flexible and can be extended and custom in a very number of the way. JXplorer is written in java, and
also the source code and source code build system ar obtainable via svn or as a packaged build for users who wish to
experiment or any develop the program.

JX is is available in 2 versions; the free open source version under an OSI Apache two style licence, or within the
JXWorkBench Enterprise bundle with inbuilt reporting, administrative and security tools.

JX has been through a number of different versions since its creation in 1999; the foremost recent stable release is
version 3.3.1, the August 2013 release.

JXplorer could be a absolutely useful LDAP consumer with advanced security integration and support for the harder
and obscure elements of the LDAP protocol. it's been tested on Windows, Solaris, linux and OSX, packages are
obtainable for HPUX, AIX, BSD and it should run on any java supporting OS.

QUESTION 253

This wireless security protocol allows 192-bit minimum-strength security protocols and cryptographic tools to protect
sensitive data, such as GCMP-2S6. MMAC-SHA384, and ECDSA using a 384-bit elliptic curve. Which is this wireless
security protocol?

WPAZ2 Personal
WPA3-Personal
WPA2-Enterprise
WPAS-Enterprise

00>

Answer: D

Explanation:

Enterprise, governments, and financial institutions have greater security with WPA3-Enterprise. WPA3-Enterprise
builds upon WPA2 and ensures the consistent application of security protocol across the network.

QUESTION 254
Suppose that you test an application for the SQL injection vulnerability. You know that the backend database is based
on Microsoft SQL Server. In the login/password form, you enter the following credentials:
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Username: attack’ or 1=1 —
Password: 123456

Based on the above credentials, which of the following SQL commands are you expecting to be executed by the server,
if there is indeed an SQL injection vulnerability?

A. select * from Users where UserName = 'attack” or 1=1 -- and UserPassword = '123456'
B. select * from Users where UserName = 'attack’ or 1=1 -- and UserPassword = '123456'
C. select * from Users where UserName = 'attack or 1=1 -- and UserPassword = '123456'
D. select * from Users where UserName = 'attack' or 1=1 --' and UserPassword = '123456'
Answer: D

QUESTION 255

A newly joined employee. Janet, has been allocated an existing system used by a previous employee. Before issuing
the system to Janet, it was assessed by Martin, the administrator. Martin found that there were possibilities of
compromise through user directories, registries, and other system parameters. He also Identified vulnerabilities such as
native configuration tables, incorrect registry or file permissions, and software configuration errors. What is the type of
vulnerability assessment performed by Martin?

A. Credentialed assessment
B. Database assessment
C. Host-based assessment
D. Distributed assessment
Answer: C

Explanation:

The host-based vulnerability assessment (VA) resolution arose from the auditors' got to periodically review systems.
Arising before the net becoming common, these tools typically take an "administrator's eye" read of the setting by
evaluating all of the knowledge that an administrator has at his or her disposal.

QUESTION 256

During the enumeration phase. Lawrence performs banner grabbing to obtain information such as OS details and
versions of services running. The service that he enumerated runs directly on TCP port 445.

Which of the following services is enumerated by Lawrence in this scenario?

Server Message Block (SMB)
Network File System (NFS)
Remote procedure call (RPC)
Telnet

00>

Answer: A

Explanation:

Worker Message Block (SMB) is an organization document sharing and information texture convention. SMB is utilized
by billions of gadgets in a different arrangement of working frameworks, including Windows, MacOS, iOS , Linux, and
Android. Customers use SMB to get to information on workers. This permits sharing of records, unified information the
board, and brought down capacity limit needs for cell phones. Workers additionally use SMB as a feature of the
Software-characterized Data Center for outstanding burdens like grouping and replication.

Since SMB is a far off record framework, it requires security from assaults where a Windows PC may be fooled into
reaching a pernicious worker running inside a confided in organization or to a far off worker outside the organization
edge. Firewall best practices and arrangements can upgrade security keeping malevolent traffic from leaving the PC or
its organization.

For Windows customers and workers that don't have SMB shares, you can obstruct all inbound SMB traffic utilizing the
Windows Defender Firewall to keep far off associations from malignant or bargained gadgets. In the Windows Defender
Firewall, this incorporates the accompanying inbound principles.
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QUESTION 257

George is a security professional working for iTech Solutions. He was tasked with securely transferring sensitive data of
the organization between industrial systems. In this process, he used a short-range communication protocol based on
the IEEE 203.15.4 standard. This protocol is used in devices that transfer data infrequently at a low rate in a restricted
area, within a range of 10-100 m. What is the short-range wireless communication technology George employed in the
above scenario?

MQTT
LPWAN
Zigbee
NB-loT

oow»

Answer: C

Explanation:

Zigbee could be a wireless technology developed as associate open international normal to deal with the unique
desires of affordable, low-power wireless I0T networks. The Zigbee normal operates on the IEEE 802.15.4 physical
radio specification and operates in unauthorised bands as well as a pair of.4 GHz, 900 MHz and 868 MHz.

The 802.15.4 specification upon that the Zigbee stack operates gained confirmation by the Institute of Electrical and
physical science Engineers (IEEE) in 2003. The specification could be a packet-based radio protocol supposed for
affordable, battery-operated devices. The protocol permits devices to speak in an exceedingly kind of network
topologies and may have battery life lasting many years.
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