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QUESTION 574 
Which two parameters are examples of a QoS traffic descriptor? (Choose two) 
 

A. MPLS EXP bits 

B. bandwidth 

C. DSCP 

D. ToS 

E. packet size 

 
Answer: BC 
 
QUESTION 575 
Refer to the exhibit. After configuring HSRP an engineer enters the show standby command.  
Which two facts are derived from the output? (Choose two.) 

 
 

A. The router with IP 10.10 1.3 is active because it has a higher IP address 

B. If FaO/0 is shut down, the HSRP pnonty on R2 becomes 80 

C. R2 Fa1/0 regains the primary role when the link comes back up 

D. R2 becomes the active router after the hold time expires. 

E. R2 is using the default HSRP hello and hold timers. 

 
Answer: DE 
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QUESTION 576 
If a client's radio device receives a signal strength of -67 dBm and the noise floor is -85 dBm, what is the SNR value? 
 

A. 15 dB 

B. 16 dB 

C. 18 dB 

D. 20 dB 

 
Answer: C 
 
QUESTION 577 
Refer to the exhibit. An engineer configures OSPF and wants to verify the configuration. 
Which configuration is applied to this device? 

 
 

A. 

 
B. 

 
C. 

 
D. 

 
 
Answer: C 
 
QUESTION 578 
A network monitoring system uses SNMP polling to record the statistics of router interfaces. The SNMP queries work 
as expected until an engineer installs a new interface and reloads the router After this action, all SNMP queries for the 
router fail. What is the cause of this issue? 
 

A. The SNMP community is configured incorrectly 

B. The SNMP interface index changed after reboot. 

C. The SNMP server traps are disabled for the interface index 

D. The SNMP server traps are disabled for the link state. 
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Answer: D 
 
QUESTION 579 
In a Cisco SD-Access solution, which protocol is used by an extended node to connect to a single edge node? 
 

A. VXLAN 

B. IS-IS 

C. 802 1Q 

D. CTS 

 
Answer: A 
 
QUESTION 580 
An engineer must enable a login authentication method that allows a user to log in by using local authentication if all 
other defined authentication methods fail. Which configuration should be applied? 
 

A. aaa authentication login CONSOLE group radius local-case enable aaa 

B. authentication login CONSOLE group radius local enable none 

C. aaa authentication login CONSOLE group radius local enable 

D. aaa authentication login CONSOLE group tacacs+ local enable 

 
Answer: D 
 
QUESTION 581 
When firewall capabilities are considered, which feature is found only in Cisco next-generation firewalls? 
 

A. malware protection 

B. stateful inspection 

C. traffic filtering 

D. active/standby high availability 

 
Answer: A 
 
QUESTION 582 
What does a northbound API accomplish? 
 

A. programmatic control of abstracted network resources through a centralized controller 

B. access to controlled network resources from a centralized node 

C. communication between SDN controllers and physical switches 

D. controlled access to switches from automated security applications 

 
Answer: C 
 
QUESTION 583 
Refer to the exhibit. An engineer configures the BGP adjacency between R1 and R2, however, it fails to establish.  
Which action resolves the issue? 
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A. Change the network statement on R1 to 172.16 10.0 

B. Change the remote-as number for 192 168.100.11. 

C. Enable synchronization on R1 and R2 

D. Change the remote-as number on R1 to 6500. 

 
Answer: D 
 
QUESTION 584 
Refer to the exhibit. The network administrator must be able to perform configuration changes when all the RADIUS 
servers are unreachable. Which configuration allows all commands to be authorized if the user has successfully 
authenticated? 

 
 

A. aaa authorization exec default group radius none 

B. aaa authentication login default group radius local none 

C. aaa authorization exec default group radius if-authenticated 

D. aaa authorization exec default group radius 

 
Answer: D 
 
QUESTION 585 
What is a characteristic of Cisco StackWise technology? 
 

A. It uses proprietary cabling 

B. It supports devices that are geographically separated 

C. lt combines exactly two devices 

D. It is supported on the Cisco 4500 series. 

 
Answer: C 
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QUESTION 586 
Refer to the exhibit. An engineers reaching network 172.16.10.0/24 via the R1-R2-R4 path. 
Which configuration forces the traffic to take a path of R1-R3-R4? 

 
 

A. 

 
B. 

 
C. 

 
D. 

 
 
Answer: C 
 
QUESTION 587 
Why would an engineer use YANG? 
 

A. to transport data between a controller and a network device 

B. to access data using SNMP 

C. to model data for NETCONF 

D. to translate JSON into an equivalent XML syntax 

 
Answer: C 
 
QUESTION 588 
Refer to the exhibit. An engineer must create a configuration that prevents R3 from receiving the LSA about 
172.16.1.4/32.  
Which configuration set achieves this goal? 
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A. 

 
B. 

 
C. 

 
D. 

 
 
Answer: A 
 
QUESTION 589 
Refer to the exhibit. VPN-A sends point-to-point traffic to VPN-B and receives traffic only from VPN-C VPN-B sends 
point-to-point traffic to VPN-C and receives traffic only from VPN-A. 

 
Which configuration is applied? 
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A. 

 
B. 

 
 
Answer: B 
 
QUESTION 590 
A customer wants to use a single SSID to authenticate loT devices using different passwords.  
Which Layer 2 security type must be configured in conjunction with Cisco ISE to achieve this requirement? 
 

A. Fast Transition 

B. Central Web Authentication 

C. Cisco Centralized Key Management 

D. Identity PSK 

 
Answer: D 
 
QUESTION 591 
Refer to the exhibit. An engineer must prevent the R6 loopback from getting into Area 2 and Area 3 from Area 0.  
Which action must the engineer take? 

 
 

A. Apply a fitter list inbound on R2 and R9 

B. Apply a filter list outbound on R3 and R7 

C. Apply a filter list outbound on R7 only. 

D. Apply a filter list inbound on R3 and R7 
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Answer: D 
 
QUESTION 592 
In a Cisco StackWise Virtual environment, which planes are virtually combined in the common logical switch? 
 

A. management and data 

B. control and management 

C. control, and forwarding 

D. control and data 

 
Answer: B 
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