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QUESTION 72

Elliptic curve cryptography is a stronger more efficient cryptography method meant to replace which current encryption
technology?

3DES
RSA
DES
AES
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Answer: B

QUESTION 73
How is ICMP used an exfiltration technique?

A. Dby flooding the destination host with unreachable packets

B. by sending large numbers of ICMP packets with a targeted hosts source IP address using an IP
broadcast address

C. by encrypting the payload in an ICMP packet to carry out command and control tasks on a
compromised host

D. by overwhelming a targeted host with ICMP echo-request packets
Answer: C

QUESTION 74
What is the difference between deceptive phishing and spear phishing?

A. Deceptive phishing is an attacked aimed at a specific user in the organization who holds a C-level
role.

B. A spear phishing campaign is aimed at a specific person versus a group of people.
C. Spear phishing is when the attack is aimed at the C-level executives of an organization.

D. Deceptive phishing hijacks and manipulates the DNS server of the victim and redirects the user to
a false webpage.

Answer: B
QUESTION 75
An engineer needs a solution for TACACS+ authentication and authorization for device administration.

The engineer also wants to enhance wired and wireless network security by requiring users and endpoints to use
802.1X, MAB, or WebAuth.
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Which product meets all of these requirements?

A. Cisco Prime Infrastructure

B. Cisco Identity Services Engine
C. Cisco Stealthwatch

D. Cisco AMP for Endpoints
Answer: B

QUESTION 76

When wired 802.1X authentication is implemented, which two components are required? (Choose two.)

authentication server: Cisco Identity Service Engine
supplicant: Cisco AnyConnect ISE Posture module
authenticator: Cisco Catalyst switch

authenticator: Cisco ldentity Services Engine
authentication server: Cisco Prime Infrastructure
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Answer: AC
Explanation:
https://www.lookingpoint.com/blog/ise-series-802.1x

QUESTION 77
The Cisco ASA must support TLS proxy for encrypted Cisco Unified Communications traffic.
Where must the ASA be added on the Cisco UC Manager platform?

Certificate Trust List
Endpoint Trust List
Enterprise Proxy Service
Secured Collaboration Proxy
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Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/security/asal/special/unified-communications/guide/unifiedcomm/unified-comm-
tisproxy.html

QUESTION 78
Which API is used for Content Security?

NX-OS API
I0S XR API
OpenVuln API
AsyncOS API
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Answer: D

Explanation:
https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/smal2-
O/api/b_SMA_API_12/test_chapter_01.html

QUESTION 79
Which two behavioral patterns characterize a ping of death attack? (Choose two.)

A. The attack is fragmented into groups of 16 octets before transmission.
B. The attack is fragmented into groups of 8 octets before transmission.
C. Short synchronized bursts of traffic are used to disrupt TCP connections.
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D. Malformed packets are used to crash systems.
E. Publicly accessible DNS servers are typically used to execute the attack.

Answer: BD
Explanation:
https://en.wikipediA.org/wiki/Ping_of death

QUESTION 80
Which two mechanisms are used to control phishing attacks? (Choose two.)

Enable browser alerts for fraudulent websites.
Define security group memberships.

Revoke expired CRL of the websites.

Use antispyware software.

Implement email filtering techniques.
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Answer: AE

QUESTION 81
When web policies are configured in Cisco Umbrella, what provides the ability to ensure that domains are blocked
when they host malware, command and control, phishing, and more threats?

Application Control
Security Category Blocking
Content Category Blocking
File Analysis
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Answer: B
Explanation:
https://support.umbrellA.com/hc/en-us/articles/115004563666-Understanding-Security-Categories

QUESTION 82
What two mechanisms are used to redirect users to a web portal to authenticate to ISE for guest services? (Choose
two.)

A. TACACS+

B. central web auth
C. single sign-on

D. multiple factor auth
E. local web auth

Answer: BE

Explanation:

https://www.cisco.com/c/en/us/td/docs/security/ise/2-
2/admin_guide/b_ise_admin_guide_22/b_ise_admin_guide_22 chapter_01110.html

QUESTION 83
Which flaw does an attacker leverage when exploiting SQL injection vulnerabilities?

user input validation in a web page or web application
Linux and Windows operating systems

database

web page images
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Answer: C
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Explanation:
https://tools.cisco.com/security/center/resources/sql_injection

QUESTION 84
Which deployment model is the most secure when considering risks to cloud adoption?

public cloud
hybrid cloud
community cloud
private cloud
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Answer: D

QUESTION 85
What does the Cloudlock Apps Firewall do to mitigate security concerns from an application perspective?

A. It allows the administrator to quarantine malicious files so that the application can function, just
not maliciously.

B. It discovers and controls cloud apps that are connected to a company's corporate environment.

C. It deletes any application that does not belong in the network.

D. It sends the application information to an administrator to act on.

Answer: B
Explanation:
https://www.cisco.com/c/en/us/products/security/cloudlock/index.html#~features

QUESTION 86
What is the primary benefit of deploying an ESA in hybrid mode?

A. You can fine-tune its settings to provide the optimum balance between security and performance
for your environment

B. It provides the lowest total cost of ownership by reducing the need for physical appliances

C. It provides maximum protection and control of outbound messages

D. It provides email security while supporting the transition to the cloud

Answer: D

QUESTION 87
Which option is the main function of Cisco Firepower impact flags?

They alert administrators when critical events occur.

They highlight known and suspected malicious IP addresses in reports.
They correlate data about intrusions and vulnerability.

They identify data that the ASA sends to the Firepower module.
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Answer: C
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