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QUESTION 363 
Which of the following is the MOST logical method of deploying security controls within an organization? 
 

A. Obtain funding for all desired controls and then create project plans for implementation 

B. Apply the simpler controls as quickly as possible and use a risk-based approach for the more 
difficult and costly controls 

C. Apply the least costly controls to demonstrate positive program activity 

D. Obtain business unit buy-in through close communication and coordination 

 
Answer: B 
 
QUESTION 364 
Which of the following is a primary method of applying consistent configurations to IT systems? 
 

A. Audits 

B. Administration 

C. Patching 

D. Templates 

 
Answer: C 
 
QUESTION 365 
Where does bottom-up financial planning primarily gain information for creating budgets? 
 

A. By adding all capital and operational costs from the prior budgetary cycle, and determining 
potential financial shortages 

B. By reviewing last year's program-level costs and adding a percentage of expected additional 
portfolio costs 

C. By adding the cost of all known individual tasks and projects that are planned for the next 
budgetary cycle 

D. By adding all planned operational expenses per quarter then summarizing them in a budget 
request 

 
Answer: D 
 
QUESTION 366 
Which of the following best describes revenue? 
 

A. Non-operating financial liabilities minus expenses 

B. The true profit-making potential of an organization 
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C. The sum value of all assets and cash flow into the business 

D. The economic benefit derived by operating a business 

 
Answer: D 
Explanation: 
https://www.investopedia.com/terms/r/revenue.asp 
 
QUESTION 367 
Which of the following is the MOST effective method for discovering common technical vulnerabilities within the IT 
environment? 
 

A. Reviewing system administrator logs 

B. Auditing configuration templates 

C. Checking vendor product releases 

D. Performing system scans 

 
Answer: D 
 
QUESTION 368 
When project costs continually increase throughout implementation due to large or rapid changes in customer or user 
requirements, this is commonly known as: 
 

A. Cost/benefit adjustments 

B. Scope creep 

C. Prototype issues 

D. Expectations management 

 
Answer: B 
Explanation: 
http://www.umsl.edu/~sauterv/analysis/6840_f03_papers/gurlen/ 
 
QUESTION 369 
During the 3rd quarter of a budget cycle, the CISO noticed she spent more than was originally planned in her annual 
budget. What is the condition of her current budgetary posture? 
 

A. The budget is in a temporary state of imbalance 

B. The budget is operating at a deficit 

C. She can realign the budget through moderate capital expense (CAPEX) allocation 

D. She has a surplus of operational expenses (OPEX) 

 
Answer: A 
 
QUESTION 370 
The primary purpose of a risk register is to: 
 

A. Maintain a log of discovered risks 

B. Track individual risk assessments 

C. Develop plans for mitigating identified risks 

D. Coordinate the timing of scheduled risk assessments 

 
Answer: A 
Explanation: 
https://sitemate.com/us/resources/articles/safety/purpose-of-a-risk-register/ 
 
QUESTION 371 
If a Virtual Machine's (VM) data is being replicated and that data is corrupted, this corruption will automatically be 
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replicated to the other machine(s). What would be the BEST control to safeguard data integrity? 
 

A. Backup to tape 

B. Maintain separate VM backups 

C. Backup to a remote location 

D. Increase VM replication frequency 

 
Answer: B 
Explanation: 
https://www.isaca.org/resources/isaca-journal/issues/2018/volume-1/is-audit-basics-backup- and-recovery 
 
QUESTION 372 
Which of the following best describes a portfolio? 
 

A. The portfolio is used to manage and track individual projects 

B. The portfolio is used to manage incidents and events 

C. A portfolio typically consists of several programs 

D. A portfolio delivers one specific service or program to the business 

 
Answer: C 
 
QUESTION 373 
What is meant by password aging? 
 

A. An expiration date set for passwords 

B. A Single Sign-On requirement 

C. Time in seconds a user is allocated to change a password 

D. The amount of time it takes for a password to activate 

 
Answer: C 
Explanation: 
https://medical-dictionary.thefreedictionary.com/password+ageing 
 
QUESTION 374 
An organization has a number of Local Area Networks (LANs) linked to form a single Wide Area Network (WAN). Which 
of the following would BEST ensure network continuity? 
 

A. Third-party emergency repair contract 

B. Pre-built servers and routers 

C. Permanent alternative routing 

D. Full off-site backup of every server 

 
Answer: C 
 
QUESTION 375 
Which of the following is a common technology for visual monitoring? 
 

A. Closed circuit television 

B. Open circuit television 

C. Blocked video 

D. Local video 

 
Answer: A 
Explanation: 
https://www.ifsecglobal.com/video-surveillance/role-cctv-cameras-public-privacy-protection/ 
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