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QUESTION 544 
A company's ecommerce website is experiencing massive traffic spikes, which are causing performance problems in 
the company database. Users are reporting that accessing the website takes a long time. 
A Developer wants to implement a caching layer using Amazon ElastiCache. The website is required to be responsive 
no matter which product a user views, and the updates to product information and prices must be strongly consistent. 
Which cache writing policy will satisfy these requirements? 
 

A. Write to the cache directly and sync the backend at a later time 

B. Write to the backend first and wait for the cache to expire 

C. Write to the cache and the backend at the same time 

D. Write to the backend first and invalidate the cache 

 
Answer: A 
Explanation: 
https://aws.amazon.com/elasticache/faqs/ 
 
QUESTION 545 
An online retail company has deployed a serverless application with AWS Lambda, Amazon API Gateway, Amazon S3, 
and Amazon DynamoDB using AWS CloudFormation. The company rolled out a new release with major upgrades to 
the Lambda function and deployed the release to production. Subsequently, the application stopped working. 
Which solution should bring the application back up as quickly as possible? 
 

A. Redeploy the application on Amazon EC2 so the Lambda function can resolve dependencies 

B. Migrate DynamoDB to Amazon RDS and redeploy the Lambda function 

C. Roll back the Lambda function to the previous version 

D. Deploy the latest Lambda function in a different Region 

 
Answer: C 
Explanation: 
https://github.com/awslabs/aws-sam-cli/issues/1654 
 
QUESTION 546 
A Developer is writing an application that will run on Amazon EC2 instances in an Auto Scaling group. The Developer 
wants to externalize session state to support the application. 
Which services will meet these needs? (Choose two.) 
 

A. Amazon DynamoDB 
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B. Amazon Cognito 

C. Amazon ElastiCache 

D. Amazon EBS 

E. Amazon SQS 

 
Answer: BD 
Explanation: 
https://forums.aws.amazon.com/thread.jspa?threadID=238457 
 
QUESTION 547 
A Developer has a legacy application that is hosted on-premises. Other applications hosted on AWS depend on the on-
premises application for proper functioning. In case of any application errors, the Developer wants to be able to use 
Amazon CloudWatch to monitor and troubleshoot all applications from one place. 
How can the Developer accomplish this? 
 

A. Install an AWS SDK on the on-premises server to automatically send logs to CloudWatch. 

B. Download the CloudWatch agent to the on-premises server. Configure the agent to use IAM user 
credentials with permissions for CloudWatch. 

C. Upload log files from the on-premises server to Amazon S3 and have CloudWatch read the files. 

D. Upload log files from the on-premises server to an Amazon EC2 instance and have the instance 
forward the logs to CloudWatch. 

 
Answer: B 
Explanation: 
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-premise.html 
 
QUESTION 548 
An application ingests a large number of small messages and stores them in a database. The application uses AWS 
Lambda. A Development team is making change to the application's processing logic. In testing, it is taking more than 
15 minutes to process each message. The team is concerned the current backend may time out. 
Which changes should be made to the backend system to ensure each message is processed in the MOST scalable 
way? 
 

A. Add the messages to an Amazon SQS queue. Set up and Amazon EC2 instance to poll the 
queue and process messages as they arrive. 

B. Add the messages to an Amazon SQS queue. Set up Amazon EC2 instances in an Auto Scaling 
group to poll the queue and process the messages as they arrive. 

C. Create a support ticket to increase the Lambda timeout to 60 minutes to allow for increased 
processing time. 

D. Change the application to directly insert the body of the message into an Amazon RDS database. 

 
Answer: B 
 
QUESTION 549 
An advertising company has a dynamic website with heavy traffic. The company wants to migrate the website 
infrastructure to AWS to handle everything except website development. 
Which solution BEST meets these requirements? 
 

A. Use AWS VM Import to migrate a web server image to AWS. Launch the image on a compute-
optimized Amazon EC2 instance. 

B. Launch multiple Amazon Lightsail instances behind a load balancer. Set up the website on those 
instances. 

C. Deploy the website code in an AWS Elastic Beanstalk environment. Use Auto Scaling to scale the 
numbers of instances. 
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D. Use Amazon S3 to host the website. Use Amazon CloudFront to deliver the content at scale. 

 
Answer: C 
Explanation: 
https://aws.amazon.com/elasticbeanstalk/ 
 
QUESTION 550 
A Software Engineer developed an AWS Lambda function in Node.js to do some CPU-intensive data processing. With 
the default settings, the Lambda function takes about 5 minutes to complete. 
Which approach should a Developer take to increase the speed of completion? 
 

A. Instead of using Node.js, rewrite the Lambda function using Python. 

B. Instead of packaging the libraries in the ZIP file with the function, move them to a Lambda layer 
and use the layer with the function. 

C. Allocate the maximum available CPU units to the function. 

D. Increase the available memory to the function. 

 
Answer: D 
Explanation: 
https://serverless.zone/my-accidental-3-5x-speed-increase-of-aws-lambda-functions-6d95351197f3 
 
QUESTION 551 
A company has implemented AWS CodePipeline to automate its release pipelines. The Development team is writing an 
AWS Lambda function what will send notifications for state changes of each of the actions in the stages. 
Which steps must be taken to associate the Lambda function with the event source? 
 

A. Create a trigger that invokes the Lambda function from the Lambda console by selecting 
CodePipeline as the event source. 

B. Create an event trigger and specify the Lambda function from the CodePipeline console. 

C. Create an Amazon CloudWatch alarm that monitors status changes in Code Pipeline and triggers 
the Lambda function. 

D. Create an Amazon CloudWatch Events rule that uses CodePipeline as an event source. 

 
Answer: B 
Explanation: 
https://aws.amazon.com/blogs/devops/using-aws-step-functions-state-machines-to-handle-workflow-driven-aws-
codepipeline-actions/ 
 
QUESTION 552 
A Developer has built an application running on AWS Lambda using AWS Serverless Application Model (AWS SAM). 
What is the correct order of execution to successfully deploy the application? 
 

A. 1. Build the SAM template in Amazon EC2. 
2. Package the SAM template to Amazon EBS storage. 
3. Deploy the SAM template from Amazon EBS. 

B. 1. Build the SAM template locally. 
2. Package the SAM template onto Amazon S3. 
3. Deploy the SAM template from Amazon S3. 

C. 1. Build the SAM template locally. 
2. Deploy the SAM template from Amazon S3. 
3. Package the SAM template for use. 

D. 1. Build the SAM template locally. 
2. Package the SAM template from AWS CodeCommit. 
3. Deploy the SAM template to CodeCommit. 
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Answer: B 
Explanation: 
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-deploying.html 
 
QUESTION 553 
A company wants to migrate an imaging service to Amazon EC2 while following security best practices. The images 
are sourced and read from a non-public Amazon S3 bucket. 
What should a Developer do to meet these requirements? 
 

A. Create an IAM user with read-only permissions for the S3 bucket. Temporarily store the user 
credentials in the Amazon EBS volume of the EC2 instance. 

B. Create an IAM user with read-only permissions for the S3 bucket. Temporarily store the user 
credentials in the user data of the EC2 instance. 

C. Create an EC2 service role with read-only permissions for the S3 bucket. Attach the role to the 
EC2 instance. 

D. Create an S3 service role with read-only permissions for the S3 bucket. Attach the role to the EC2 
instance. 

 
Answer: B 
Explanation: 
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html 
 
QUESTION 554 
A Development team wants to immediately build and deploy an application whenever there is a change to the source 
code. 
Which approaches could be used to trigger the deployment? (Choose two.) 
 

A. Store the source code in an Amazon S3 bucket. Configure AWS CodePipeline to start whenever 
a file in the bucket changes. 

B. Store the source code in an encrypted Amazon EBS volume. Configure AWS CodePipeline to 
start whenever a file in the volume changes. 

C. Store the source code in an AWS CodeCommit repository. Configure AWS CodePipeline to start 
whenever a change is committed to the repository. 

D. Store the source code in an Amazon S3 bucket. Configure AWS CodePipeline to start every 15 
minutes. 

E. Store the source code in an Amazon EC2 instance's ephemeral storage. Configure the instance 
to start AWS CodePipeline whenever there are changes to the source code. 

 
Answer: BC 
Explanation: 
https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials-ecs-ecr-codedeploy.html 
 
QUESTION 555 
A company has implemented AWS CodeDeploy as part of its cloud native CI/CD stack. The company enables 
automatic rollbacks while deploying a new version of a popular web application from in-place to Amazon EC2. 
What occurs if the deployment of the new version fails due to code regression? 
 

A. The last known good deployment is automatically restored using the snapshot stored in Amazon 
S3. 

B. CodeDeploy switches the Amazon Route 53 alias records back to the known good green 
deployment and terminates the failed blue deployment. 

C. A new deployment of the last known version of the application is deployed with a new deployment 
ID. 

D. AWS CodePipeline promotes the most recent deployment with a SUCCEEDED status to 
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production. 

 
Answer: B 
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