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QUESTION 51 
Hotspot Question 
You have an Azure subscription named Subscription1. Subscription1 contains two Azure virtual machines named VM1 
and VM2.  
VM1 and VM2 run Windows Server 2016. VM1 is backed up daily by Azure Backup without using the Azure Backup 
agent. 
VM1 is affected by ransomware that encrypts data. 
You need to restore the latest backup of VM1. 
To which location can you restore the backup? To answer, select the appropriate options in the answer area. 
NOTE: Each correct selection is worth one point. 

 
Answer:  
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Explanation: 
Box 1: VM1 only 
To restore files or folders from the recovery point, go to the virtual machine and choose the desired recovery point. 
Box 2: A new Azure virtual machine only 
On the Restore configuration blade, you have two choices: 
Create virtual machine 
Restore disks 
References: 
https://docs.microsoft.com/en-us/azure/backup/backup-azure-restore-files-from-vm 
https://docs.microsoft.com/en-us/azure/backup/backup-azure-arm-restore-vms 
 
QUESTION 52 
Hotspot Question 
You purchase a new Azure subscription named Subscription1.  
You create a virtual machine named VM1 in Subscription1.  
VM1 is not protected by Azure Backup.  
You need to protect VM1 by using Azure Backup. Backups must be created at 01:00 and stored for 30 days. 
What should you do? To answer, select the appropriate options in the answer area. 
NOTE: Each correct selection is worth one point. 

 
Answer:  
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Explanation: 
Box 1: A Recovery Services vault 
A Recovery Services vault is an entity that stores all the backups and recovery points you create over time. 
Box 2: A backup policy 
What happens when I change my backup policy? 
When a new policy is applied, schedule and retention of the new policy is followed. 
References: 
https://docs.microsoft.com/en-us/azure/backup/backup-configure-vault 
https://docs.microsoft.com/en-us/azure/backup/backup-azure-backup-faq 
 
QUESTION 53 
Drag and Drop Question 
You have an availability set named AS1 that contains three virtual machines named VM1, VM2, and VM3. 
You attempt to reconfigure VM1 to use a larger size. The operation fails and you receive an allocation failure message. 
You need to ensure that the resize operation succeeds.  
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions 
to the answer area and arrange them in the correct order. 

 
Answer:  
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QUESTION 54 
Drag and Drop Question 
You have an Azure subscription. The subscription includes a virtual network named VNet1. Currently, VNet1 does not 
contain any subnets. 
You plan to create subnets on VNet1 and to use application security groups to restrict the traffic between the subnets.  
You need to create the application security groups and to assign them to the subnets. 
Which four cmdlets should you run in sequence? To answer, move the appropriate cmdlets from the list of cmdlets to 
the answer area and arrange them in the correct order. 

 
Answer:  

 
 
QUESTION 55 
Hotspot Question 
You have an Azure subscription named Subscription1. 
Subscription1 contains the virtual machines in the following table. 
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Subscription1 contains a virtual network named VNet1 that has the subnets in the following table. 

 
VM3 has a network adapter named NIC3. IP forwarding is enabled on NIC3. Routing is enabled on VM3. 
You create a route table named RT1. RT1 is associated to Subnet1 and Subnet2 and contains the routes in the 
following table. 

 
You apply RT1 to Subnet1. 
For each of the following statements, select Yes if the statement is true. Otherwise, select No.  
NOTE: Each correct selection is worth one point. 

 
Answer:  

 
Explanation: 
Box 1: Yes 
Traffic from VM1 and VM2 can reach VM3 thanks to the routing table, and as IP forwarding is enabled on VM3, traffic 
from VM3 can reach VM1. 
Box 2: No 
VM3, which has IP forwarding, must be turned on, in order for traffic from VM2 to reach VM1. 
Box 3: Yes 
The traffic from VM1 will reach VM3, which thanks to IP forwarding, will send the traffic to VM2. 
References: https://www.quor 
a.com/What-is-IP-forwarding 
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QUESTION 56 
Hotspot Question 
You plan to deploy five virtual machines to a virtual network subnet. Each virtual machine will have a public IP address 
and a private IP address.  
Each virtual machine requires the same inbound and outbound security rules.  
What is the minimum number of network interfaces and network security groups that you require? To answer, select the 
appropriate options in the answer area. 
NOTE: Each correct selection is worth one point. 

 
Answer:  

 
Explanation: 
Box 1: 10 
One public and one private network interface for each of the five VMs. 
Box 2: 1 
You can associate zero, or one, network security group to each virtual network subnet and network interface in a virtual 
machine. The same network security group can be associated to as many subnets and network interfaces as you 
choose. 
References: 
https://docs.microsoft.com/en-us/azure/virtual-network/security-overview 
 
QUESTION 57 
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Hotspot Question 
You have an Azure subscription named Subscription1. Subscription1 contains the resources in the following table. 

 
In Azure, you create a private DNS zone named adatum.com.  
You set the registration virtual network to VNet2. The adatum.com zone is configured as shown in the following exhibit. 

 
For each of the following statements, select Yes if the statement is true. Otherwise, select No. 
NOTE: Each correct selection is worth one point. 
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Answer:  

 
Explanation: 
Box 1: No 
Azure DNS provides automatic registration of virtual machines from a single virtual network that's linked to a private 
zone as a registration virtual network. VM5 does not belong to the registration virtual network though. 
Box 2: No 
Forward DNS resolution is supported across virtual networks that are linked to the private zone as resolution virtual 
networks. VM5 does belong to a resolution virtual network. 
Box 3: Yes 
VM6 belongs to registration virtual network, and an A (Host) record exists for VM9 in the DNS zone. By default, 
registration virtual networks also act as resolution virtual networks, in the sense that DNS resolution against the zone 
works from any of the virtual machines within the registration virtual network. 
References: https://docs.microsoft.com/en-us/azure/dns/private-dns-overview 
 
QUESTION 58 
Hotspot Question 
You have an Azure subscription named Subscription1. Subscription1 contains a virtual machine named VM1. 
You install and configure a web server and a DNS server on VM1. 
VM1 has the effective network security rules shown in the following exhibit. 
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Use the drop-down menus to select the answer choice that completes each statement based on the information 
presented in the graphic. 
NOTE: Each correct selection is worth one point. 
 

 
Answer:  
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QUESTION 59 
Hotspot Question 
You have peering configured as shown in the following exhibit. 

 
Use the drop-down menus to select the answer choice that completes each statement based on the information 
presented in the graphic. 
NOTE: Each correct selection is worth one point. 

 
Answer:  
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Explanation: 
Box 1: vNET6 only 
Box 2: Modify the address space 
The virtual networks you peer must have non-overlapping IP address spaces.  
References: https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-manage-peering#requirements-and-
constraints 
 
QUESTION 60 
Hotspot Question 
You have an Azure subscription named Subscription1. Subscription1 contains the virtual networks in the following 
table. 

 
Subscription1 contains the virtual machines in the following table: 

 
The firewalls on all the virtual machines are configured to allow all ICMP traffic. 
You add the peerings in the following table. 

 
For each of the following statements, select Yes if the statement is true. Otherwise, select No. 
NOTE: Each correct selection is worth one point. 
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Answer:  

 
 
QUESTION 61 
Drag and Drop Question 
You have an Azure Active Directory (Azure AD) tenant that has the initial domain name.  
You have a domain name of contoso.com registered at a third-party registrar. You need to ensure that you can create 
Azure AD users that have names containing a suffix of @contoso.com. 
Which three actions should you perform in sequence? To answer, move the appropriate cmdlets from the list of cmdlets 
to the answer area and arrange them in the correct order. 

 
Answer:  

 
Explanation: 
The process is simple: 
Add the custom domain name to your directory 
Add a DNS entry for the domain name at the domain name registrar Verify the custom domain name in Azure AD 
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References: https://docs.microsoft.com/en-us/azure/dns/dns-web-sites-custom-domain 
 
QUESTION 62 
Hotspot Question 
You have an Azure subscription named Subscription1. Subscription1 contains the resources in the following table. 

 
VNet1 is in RG1. VNet2 is in RG2. There is no connectivity between VNet1 and Vnet2. 
An administrator named Admin1 creates an Azure virtual machine named VM1 in RG1. VM1 uses a disk named Disk1 
and connects to VNet1. Admin1 then installs a custom application in VM1. 
You need to move the custom application to Vnet2. The solution must minimize administrative effort. 
Which two actions should you perform? To answer, select the appropriate options in the answer area. 
NOTE: Each correct selection is worth one point. 

 
Answer:  
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Explanation: 
You can move a VM and its associated resources to another resource group using the portal.  
References: https://docs.microsoft.com/en-us/azure/virtual-machines/windows/move-vm 
 
QUESTION 63 
Hotspot Question 
You have an Azure Active Directory (Azure AD) tenant named adatum.com. Adatum.com contains the groups in the 
following table. 

 
You create two user accounts that are configured as shown in the following table. 

 
To which groups do User1 and User2 belong? To answer. select the appropriate options in the answer area. 
NOTE: Each correct selection is worth one point. 
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Answer:  

 
Explanation: 
Box 1: Group 1 only 
First rule applies 
Box 2: Group1 and Group2 only 
Both membership rules apply. 
References: https://docs.microsoft.com/en-us/sccm/core/clients/manage/collections/create-collections 
 
QUESTION 64 
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Hotspot Question 
Your network contains an Active Directory domain named adatum.com and an Azure Active Directory (Azure AD) 
tenant named adatum.onmicrosoft.com. 
Adatum.com contains the user accounts in the following table. 

 
Adatum.onmicrosoft.com contains the user accounts in the following table. 

 
You need to implement Azure AD Connect. The solution must follow the principle of least privilege. 
Which user accounts should you use? To answer, select the appropriate options in the answer area. 
NOTE: Each correct selection is worth one point. 

 
Answer:  
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Explanation: 
Box 1: User5 
In Express settings, the installation wizard asks for the following: 
AD DS Enterprise Administrator credentials 
Azure AD Global Administrator credentials 
The AD DS Enterprise Admin account is used to configure your on-premises Active Directory. These credentials are 
only used during the installation and are not used after the installation has completed. The Enterprise Admin, not the 
Domain Admin should make sure the permissions in Active Directory can be set in all domains. 
Box 2: UserA 
Azure AD Global Admin credentials credentials are only used during the installation and are not used after the 
installation has completed. It is used to create the Azure AD Connector account used for synchronizing changes to 
Azure AD. The account also enables sync as a feature in Azure AD.  
References: https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-accounts-
permissions 
 

Case Study 1 - Humongous Insurance (QUESTION 65 - QUESTION 72) 
Overview 
Humongous Insurance is an insurance company that has three offices in Miami, Tokyo and Bangkok. Each office has 
5.000 users. 
Existing Environment 
Active Directory Environment 
Humongous Insurance has a single-domain Active Directory forest named humongousinsurance.com. The functional 
level of the forest is Windows Server 2012. 
You recently provisioned an Azure Active Directory (Azure AD) tenant. 
Network Infrastructure 
Each office has a local data center that contains all the servers for that office. Each office has a dedicated connection to 
the Internet. 
Each office has several link load balancers that provide access to the servers. 
Active Directory Issue 
Several users in humongousinsurance.com have UPNs that contain special characters. 
You suspect that some of the characters are unsupported in Azure AD. 
Licensing Issue 
You attempt to assign a license in Azure to several users and receive the following error message: "Licenses not 
assigned. License agreement failed for one user." 
You verify that the Azure subscription has the available licenses. 
Requirements 
Planned Changes 
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Humongous Insurance plans to open a new office in Paris. The Paris office will contain 1,000 users who will be hired 
during the next 12 months. All the resources used by the Paris office users will be hosted in Azure. 
Planned Azure AD Infrastructure 
The on-premises Active Directory domain will be synchronized to Azure AD. 
All client computers in the Paris office will be joined to an Azure AD domain. 
Planned Azure Networking Infrastructure 
You plan to create the following networking resources in a resource group named All_Resources: 
- Default Azure system routes that will be the only routes used to route traffic 

- A virtual network named Paris-VNet that will contain two subnets  

named Subnet1 and Subnet2 

- A virtual network named ClientResources-VNet that will contain one  

subnet named ClientSubnet 

- A virtual network named AllOffices-VNet that will contain two subnets  

named Subnet3 and Subnet4 

You plan to enable peering between Paris-VNet and AllOffices-VNet. You will enable the Use remote gateways setting 
for the Paris-VNet peerings. 
You plan to create a private DNS zone named humongousinsurance.local and set the registration network to the 
ClientResources-VNet virtual network. 
Planned Azure Computer Infrastructure 
Each subnet will contain several virtual machines that will run either Windows Server 2012 R2, Windows Server 2016, 
or Red Hat Linux. 
Department Requirements 
Humongous Insurance identifies the following requirements for the company's departments: 
- Web administrators will deploy Azure web apps for the marketing department. Each web 

app will be added to a separate resource group. The initial configuration of the web 

apps will be identical. The web administrators have permission to deploy web apps to 

resource groups. 

- During the testing phase, auditors in the finance department must be  

able to review all Azure costs from the past week. 

Authentication Requirements 
Users in the Miami office must use Azure Active Directory Seamless Single Sign-on (Azure AD Seamless SSO) when 
accessing resources in Azure. 
QUESTION 65 
You need to resolve the licensing issue before you attempt to assign the license again. 
What should you do? 
 

A. From the Groups blade, invite the user accounts to a new group. 

B. From the Profile blade, modify the usage location. 

C. From the Directory role blade, modify the directory role. 

 
Answer: B 
Explanation: 
License cannot be assigned to a user without a usage location specified. 
Scenario: Licensing Issue 
You attempt to assign a license in Azure to several users and receive the following error message: 
"Licenses not assigned. License agreement failed for one user." You verify that the Azure subscription has the available 
licenses. 
  
QUESTION 66 
Which blade should you instruct the finance department auditors to use? 
 

A. Partner information 

B. Overview 

C. Payment methods 

D. Invoices 

 
Answer: D 
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Explanation: 
You can opt in and configure additional recipients to receive your Azure invoice in an email. This feature may not be 
available for certain subscriptions such as support offers, Enterprise Agreements, or Azure in Open. 
Select your subscription from the Subscriptions page. Opt-in for each subscription you own. Click Invoices then Email 
my invoice. 

 
Click Opt in and accept the terms. 
Scenario: During the testing phase, auditors in the finance department must be able to review all Azure costs from the 
past week. 
References: https://docs.microsoft.com/en-us/azure/billing/billing-download-azure-invoice-daily-usage-date 
 
QUESTION 67 
You need to prepare the environment to meet the authentication requirements. Which two actions should you perform? 
Each correct answer presents part of the solution. 
NOTE Each correct selection is worth one point. 
 

A. Azure Active Directory (AD) Identity Protection and an Azure policy 

B. a Recovery Services vault and a backup policy 

C. an Azure Key Vault and an access policy 

D. an Azure Storage account and an access policy 

 
Answer: BD 
Explanation: 
D: Seamless SSO works with any method of cloud authentication -Password Hash Synchronization or Pass-through 
Authentication, and can be enabled via Azure AD Connect. 
B: You can gradually roll out Seamless SSO to your users. You start by adding the following Azure AD URL to all or 
selected users' Intranet zone settings by using Group Policy in Active Directory: 
https://autologon.microsoftazuread-sso.com 
Incorrect Answers: 
A: Seamless SSO needs the user's device to be domain-joined, but doesn't need for the device to be Azure AD Joined. 
C: Azure AD connect does not port 8080. It uses port 443. 
E: Seamless SSO is not applicable to Active Directory Federation Services (ADFS). Scenario: Users in the Miami office 
must use Azure Active Directory Seamless Single Sign-on (Azure AD Seamless SSO) when accessing resources in 
Azure. 
Planned Azure AD Infrastructure include: The on-premises Active Directory domain will be synchronized to Azure AD. 
References: https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-sso-quick-
start 
 
QUESTION 68 
You need to prepare the environment to meet the authentication requirements. 
Which two actions should you perform? Each correct answer presents part of the solution. 
NOTE Each correct selection is worth one point. 
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A. Join the client computers in the Miami office to Azure AD. 

B. Add http://autologon.microsoftazuread-sso.com to the intranet zone of each client computer in the 
Miami office. 

C. Allow inbound TCP port 8080 to the domain controllers in the Miami office. 

D. Install Azure AD Connect on a server in the Miami office and enable Pass-through Authentication 

E. Install the Active Directory Federation Services (AD FS) role on a domain controller in the Miami 
office. 

 
Answer: BD 
Explanation: 
D: Seamless SSO works with any method of cloud authentication - Password Hash Synchronization or Pass-through 
Authentication, and can be enabled via Azure AD Connect. 
B: You can gradually roll out Seamless SSO to your users. You start by adding the following Azure AD URL to all or 
selected users' Intranet zone settings by using Group Policy in Active Directory: https://autologon.microsoftazuread-
sso.com 
Incorrect Answers: 
A: Seamless SSO needs the user's device to be domain-joined, but doesn't need for the device to be Azure AD Joined. 
C: Azure AD connect does not port 8080. It uses port 443. 
E: Seamless SSO is not applicable to Active Directory Federation Services (ADFS). 
Scenario: Users in the Miami office must use Azure Active Directory Seamless Single Sign-on (Azure AD Seamless 
SSO) when accessing resources in Azure. 
Planned Azure AD Infrastructure include: The on-premises Active Directory domain will be synchronized to Azure AD. 
References: https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-sso-quick-
start 
 
QUESTION 69 
You need to resolve the Active Directory issue. 
What should you do? 
 

A. From Active Directory Users and Computers, select the user accounts, and then modify the User 
Principal Name value. 

B. Run idfix.exe, and then use the Edit action. 

C. From Active Directory Domains and Trusts, modify the list of UPN suffixes. 

D. From Azure AD Connect, modify the outbound synchronization rule. 

 
Answer: B 
Explanation: 
IdFix is used to perform discovery and remediation of identity objects and their attributes in an on-premises Active 
Directory environment in preparation for migration to Azure Active Directory. IdFix is intended for the Active Directory 
administrators responsible for directory synchronization with Azure Active Directory. 
Scenario: Active Directory Issue 
Several users in humongousinsurance.com have UPNs that contain special characters. You suspect that some of the 
characters are unsupported in Azure AD. 
References: https://www.microsoft.com/en-us/download/details.aspx?id=36832 
 
QUESTION 70 
Which blade should you instruct the finance department auditors to use? 
 

A. invoices 

B. partner information 

C. cost analysis 

D. External services 

 
Answer: A 
 

https://www.braindump2go.com/
https://www.braindump2go.com/
https://www.braindump2go.com/az-100.html
https://www.braindump2go.com/az-100.html
https://www.braindump2go.com/az-100.html
https://www.braindump2go.com/az-100.html
https://www.braindump2go.com/az-100.html
https://www.braindump2go.com/
https://www.braindump2go.com/


              Braindump2go  Guarantee All Exams 100% Pass              

One Time!  

 AZ-100 Exam Dumps  AZ-100 Exam Questions   AZ-100 PDF Dumps   AZ-100 VCE Dumps 

https://www.braindump2go.com/az-100.html 

QUESTION 71 
You need to define a custom domain name for Azure AD to support the planned infrastructure. 
Which domain name should you use? 
 

A. ad.humongousinsurance.com 

B. humongousinsurance.onmicrosoft.com 

C. humongousinsurance.local 

D. humongousinsurance.com 

 
Answer: D 
Explanation: 
Every Azure AD directory comes with an initial domain name in the form of domainname.onmicrosoft.com. The initial 
domain name cannot be changed or deleted, but you can add your corporate domain name to Azure AD as well. For 
example, your organization probably has other domain names used to do business and users who sign in using your 
corporate domain name. Adding custom domain names to Azure AD allows you to assign user names in the directory 
that are familiar to your users, such as ‘alice@contoso.com.’ instead of 'alice@domain name.onmicrosoft.com'. 
Scenario:  
Network Infrastructure: Each office has a local data center that contains all the servers for that office. Each office has 
a dedicated connection to the Internet. 
Humongous Insurance has a single-domain Active Directory forest named humongousinsurance.com 
Planned Azure AD Infrastructure: The on-premises Active Directory domain will be synchronized to Azure AD. 
References: https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/add-custom-domain 
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