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QUESTION 175 
SIMULATION 
You need to create a web app named Intranet11597200 and enable users to authenticate to the web app by using 
Azure Active Directory (Azure AD). 
To complete this task, sign in to the Azure portal. 
Answer:  
1. In the Azure portal, type App services in the search box and select App services from the search results. 
2. Click the Create app service button to create a new app service. 
3. In the Resource Group section, click the Create new link to create a new resource group. 
4. Give the resource group a name such as Intranet11597200RG and click OK. 
5. In the Instance Details section, enter Intranet11597200 in the Name field. 
6. In the Runtime stack field, select any runtime stack such as .NET Core 3.1. 
7. Click the Review + create button. 
8. Click the Create button to create the web app. 
9. Click the Go to resource button to open the properties of the new web app. 
10. In the Settings section, click on Authentication / Authorization. 
11. Click the App Service Authentication slider to set it to On. 
12. In the Action to take when request is not authentication box, select Log in with Azure Active Directory. 
13. Click Save to save the changes. 
 
QUESTION 176 
SIMULATION 
You need to enable Advanced Data Security for the SQLdb1 Azure SQL database. The solution must ensure that 
Azure Advanced Threat Protection (ATP) alerts are sent to User1@contoso.com. 
To complete this task, sign in to the Azure portal and modify the Azure resources. 
Answer:  
1. In the Azure portal, type SQL in the search box, select SQL databases from the search results then select 

SQLdb1.  Alternatively, browse to SQL databases in the left navigation pane. 
2. In the properties of SQLdb1, scroll down to the Security section and select Advanced data security. 
3. Click on the Settings icon. 
4. Tick the Enable Advanced Data Security at the database level checkbox. 
5. Click Yes at the confirmation prompt. 
6. In the Storage account select a storage account if one isn’t selected by default. 
7. Under Advanced Threat Protection Settings, enter User1@contoso.com in the Send alerts to box. 
8. Click the Save button to save the changes. 
Explanation: 
https://docs.microsoft.com/en-us/azure/azure-sql/database/advanced-data-security 
 
QUESTION 177 
SIMULATION 
You plan to use Azure Disk Encryption for several virtual machine disks. 
You need to ensure that Azure Disk Encryption can retrieve secrets from the KeyVault11641655 Azure key vault. 
To complete this task, sign in to the Azure portal and modify the Azure resources. 
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Answer:  
1. In the Azure portal, type Key Vaults in the search box, select Key Vaults from the search results then select 
KeyVault11641655.  Alternatively, browse to Key Vaults in the left navigation pane. 
2. In the Key Vault properties, scroll down to the Settings section and select Access Policies. 
3. Select the Azure Disk Encryption for volume encryption 

  
4. Click Save to save the changes. 
 
QUESTION 178 
SIMULATION 
You need to ensure that User2-11641655 has all the key permissions for KeyVault11641655. 
To complete this task, sign in to the Azure portal and modify the Azure resources. 
Answer:  
You need to assign the user the Key Vault Secrets Officer role. 
1. In the Azure portal, type Key Vaults in the search box, select Key Vaults from the search results then select 

KeyVault11641655.  Alternatively, browse to Key Vaults in the left navigation pane. 
2. In the key vault properties, select Access control (IAM). 
3. In the Add a role assignment section, click the Add button. 
4. In the Role box, select the Key Vault Secrets Officer role from the drop-down list. 
5. In the Select box, start typing User2-11641655 and select User2-11641655 from the search results. 
6. Click the Save button to save the changes. 
 
QUESTION 179 
You have an Azure web app named WebApp1. 
You upload a certificate to WebApp1. 
You need to make the certificate accessible to the app code of WebApp1. 
What should you do? 
 

A. Add a user-assigned managed identity to WebApp1. 

B. Add an app setting to the WebApp1 configuration. 

C. Enable system-assigned managed identity for the WebApp1. 

D. Configure the TLS/SSL binding for WebApp1. 

 
Answer: B 
Explanation: 
https://docs.microsoft.com/en-us/azure/app-service/configure-ssl-certificate-in-code 
 
QUESTION 180 
Case Study 1 - Litware, Inc 
Overview 
Litware, Inc. is a digital media company that has 500 employees in the Chicago area and 20 employees in the San 
Francisco area. 
Existing Environment 
Litware has an Azure subscription named Sub1 that has a subscription ID of 43894a43-17c2-4a39-8cfc-3540c2653ef4. 
Sub1 is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The tenant contains the user 
objects and the device objects of all the Litware employees and their devices. Each user is assigned an Azure AD 
Premium P2 license. Azure AD Privileged Identity Management (PIM) is activated. 
The tenant contains the groups shown in the following table. 
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The Azure subscription contains the objects shown in the following table. 

 
Azure Security Center is set to the Free tier. 
Planned changes 
Litware plans to deploy the Azure resources shown in the following table. 

 
Litware identifies the following identity and access requirements: 

All San Francisco users and their devices must be members of Group1. 

The members of Group2 must be assigned the Contributor role to Resource Group2 by using a permanent eligible 
assignment. 

Users must be prevented from registering applications in Azure AD and from consenting to applications that access 
company information on the users’ behalf. 
Platform Protection Requirements 
Litware identifies the following platform protection requirements: 

Microsoft Antimalware must be installed on the virtual machines in Resource Group1. 

The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role. 

Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials. 

Following the implementation of the planned changes, the IT team must be able to connect to VM0 by using JIT VM 
access. 
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A new custom RBAC role named Role1 must be used to delegate the administration of the managed disks in 
Resource Group1. Role1 must be available only for Resource Group1. 
Security Operations Requirements 
Litware must be able to customize the operating system security configurations in Azure Security Center. 
Hotspot Question 
You need to ensure that the Azure AD application registration and consent configurations meet the identity and access 
requirements. 
What should you use in the Azure portal? To answer, select the appropriate options in the answer area. 
NOTE: Each correct selection is worth one point. 

 
Answer:  

 
Explanation: 
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/configure-user-consent 
 
QUESTION 181 
Hotspot Question 
Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) 
tenant. The tenant contains the users shown in the following table. 

 
The tenant contains the groups shown in the following table. 
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You configure a multi-factor authentication (MFA) registration policy that has the following settings: 

Assignments: 
- Include: Group1 
- Exclude Group2 

Controls: Require Azure MFA registration 

Enforce Policy: On 
For each of the following statements, select Yes if the statement is true. Otherwise, select No. 
NOTE: Each correct selection is worth one point. 

 
Answer:  

 
 
QUESTION 182 
SIMULATION 
The developers at your company plan to publish an app named App11641655 to Azure. 
You need to ensure that the app is registered to Azure Active Directory (Azure AD). The registration must use the sign-
on URLs of https://app.contoso.com. 
To complete this task, sign in to the Azure portal and modify the Azure resources. 
Answer:  
Step 1: Register the Application 
1. Sign in to your Azure Account through the Azure portal. 
2. Select Azure Active Directory. 
3. Select App registrations. 
4. Select New registration. 
5. Name the application App11641655. Select a supported account type, which determines who can use the 
application. Under Redirect URI, select Web for the type of application you want to create. Enter the URI: 
https://app.contoso.com , where the access token is sent to. 
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6. Click Register 
Explanation: 
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal 
 
QUESTION 183 
Hotspot Question 
You have an Azure subscription that contains the virtual machines shown in the following table. 

 
You create the Azure policies shown in the following table. 

 
You create the resource locks shown in the following table. 
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. 
NOTE: Each correct selection is worth one point. 

 
Answer:  

 
Explanation: 
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking 
 
QUESTION 184 
Hotspot Question 
You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant named contoso.com. The 
tenant contains the users shown in the following table. 
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You create a resource group named RG1. 
Which users can modify the permissions for RG1 and which users can create virtual networks in RG1? To answer, 
select the appropriate options in the answer area. 
NOTE: Each correct selection is worth one point. 

 
Answer:  

 
Explanation: 
Box 1: Only an owner can change permissions on resources.  
Box 2: A Contributor can create/modify/delete anything in the subscription but cannot change permissions. 
 
QUESTION 185 
Hotspot Question 
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You have a file named File1.yaml that contains the following contents. 

 
You create an Azure container instance named container1 by using File1.yaml. 
You need to identify where you can access the values of Variable1 and Variable2. 
What should you identify? To answer, select the appropriate options in the answer area. 
NOTE: Each correct selection is worth one point. 

 
Answer:  
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Explanation: 
https://docs.microsoft.com/en-us/azure/container-instances/container-instances-environment-variables 
 
QUESTION 186 
Hotspot Question 
You have an Azure subscription that contains the virtual machines shown in the following table. 

 
Subnet1 and Subnet2 have a Microsoft.Storage service endpoint configured. 
You have an Azure Storage account named storageacc1 that is configured as shown in the following exhibit. 
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

 
Answer:  

 
Explanation: 
Box 1: Yes 
The public IP of VM1 is allowed through the firewall. 
Box 2: No 
The allowed virtual network list is empty so VM2 cannot access storageacc1 directly. The public IP address of VM2 is 
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not in the allowed IP list so VM2 cannot access storageacc1 over the Internet. 
Box 3: No 
The allowed virtual network list is empty so VM3 cannot access storageacc1 directly. VM3 does not have a public IP 
address so it cannot access storageacc1 over the Internet. 
https://docs.microsoft.com/en-gb/azure/storage/common/storage-network-security 
 
QUESTION 187 
Hotspot Question 
You have an Azure subscription that contains an Azure key vault named KeyVault1 and the virtual machines shown in 
the following table. 

 
You set the Key Vault access policy to Enable access to Azure Disk Encryption for volume encryption. 
KeyVault1 is configured as shown in the following exhibit. 

 
For each of the following statements, select Yes if the statement is true. Otherwise, select No. 
NOTE: Each correct selection is worth one point. 

 
 
 
Answer:  
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QUESTION 188 
Drag and Drop Question 
You have an Azure Storage account named storage1 and an Azure virtual machine named VM1. VM1 has a premium 
SSD managed disk. 
You need to enable Azure Disk Encryption for VM1. 
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions 
to the answer area and arrange then in the correct order. 

 
Answer:  

 
Explanation: 
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault 
 
QUESTION 189 
Hotspot Question 
You have the Azure key vaults shown in the following table. 
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KV1 stores a secret named Secret1 and a key for a managed storage account named Key1. 
You back up Secret1 and Key1. 
To which key vaults can you restore each backup? To answer, select the appropriate options in the answer area. 
NOTE: Each correct selection is worth one point. 

 
Answer:  

 
Explanation: 
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The backups can only be restored to key vaults in the same subscription and same geography. You can restore to a 
different region in the same geography. 
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