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QUESTION 128

Hotspot Question

You have on-premises datacenters in New York and Seattle.

You have an Azure subscription that contains the ExpressRoute circuits shown in the following table.

Name Azure region Datacenter
ERC1 East US New York
ERC2 West US2 Seattle

You need to ensure that all the data sent between the datacenters is routed via the ExpressRoute circuits. The solution
must minimize costs.

How should you configure the network? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
ExpressRoute configuration: —

Direct
FastPath
Global Reach
Premium

Peering:

Microsoft
Private
Public

Answer:
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Answer Area

ExpressRoute configuration: _

Direct
FastPath
Global Reach
Premium

Peering:

Microsoft
Private
Public

Explanation:

Box 1: Global Reach

ExpressRoute Global Reach is the service where if you have two datacenters, which are located at different geo-
locations and both are connected to Microsoft Azure via Express Route then these two datacenters can also connect to
each other securely via Microsoft's backbone.

Incorrect:

FastPath is designed to improve the data path performance between your on-premises network and your virtual
network. When enabled, FastPath sends network traffic directly to virtual machines in the virtual network, bypassing the
gateway.

Box 2: Private

With ExpressRoute Global Reach, you can link ExpressRoute circuits together to make a private network between your
on-premises networks.

Reference:

https://docs.microsoft.com/en-us/azure/expressroute/expressroute-global-reach

QUESTION 129

You have an Azure virtual network named Vnetl and an on-premises network. The on-premises network has policy-
based VPN devices.

In Vnetl, you deploy a virtual network gateway named GW1 that uses a SKU of VpnGw1 and is route-based.

You have a Site-to-Site VPN connection for GW1 as shown in the following exhibit.
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You need to ensure that the on-premises network can connect to the route-based GW1.
What should you do before you create the connection?

Set Connection Mode to ResponderOnly.

Set BGP to Enabled.

Set Use Azure Private IP Address to Enabled.
Set IPsec / IKE policy to Custom.

00>

Answer: D

Explanation:

Previously, when working with policy-based VPNs, you were limited to using the policy-based VPN gateway Basic SKU
and could only connect to 1 on-premises VPN/firewall device. Now, using custom IPsec/IKE policy, you can use a
route-based VPN gateway and connect to multiple policy-based VPN/firewall devices. To make a policy-based VPN
connection using a route-based VPN gateway, configure the route-based VPN gateway to use prefix-based traffic
selectors with the option "PolicyBasedTrafficSelectors".
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-connect-multiple-policybased-rm-ps

QUESTION 130
Hotspot Question
You have the Azure resources shown in the following table.
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Name Type Location

Vnetl Virtual network East US
Vnet1\Subnet1 Subnet East US
Vnetl\GatewaySubnet Subnet East US
Vnet2 Virtual network West US
Vnet2\Subnet1 Subnet West US
Vnet2\GatewaySubnet Subnet West US
WebApp1l Azure App Service web app East US

WebApp1l uses the Standard pricing tier.

You need to ensure that WebApp1 can access the virtual machines deployed to Vnet1\Subnetl and Vnet2\Subnetl.
The solution must minimize costs.

What should you create in each virtual network? To answer, select the appropriate options in the answer area.

Answer Area:

Vnetl:

An additional subnet
A peering connection
A private endpoint

A VPN gateway

Vnet2:

An additional subnet
A peering connection
A private endpoint

A VPN gateway

Answer:

Answer Area:

Vnetl:

An additional subnet
A peering connection
A private endpoint

A VPN gateway

Vnet2:

An additional subnet
A peering connection
A private endpoint

A VPN gateway

Explanation:
Box 1: An additional subnet
Regional virtual network integration: When you connect to virtual networks in the same region, you must have a
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dedicated subnet in the virtual network you're integrating with.

Box 2: A VPN gateway

Gateway-required virtual network integration: When you connect directly to virtual networks in other regions or to a
classic virtual network in the same region, you need an Azure Virtual Network gateway created in the target virtual
network.

Note: If your app is in an App Service Environment, it's already in a virtual network and doesn't require use of the VNet
integration feature to reach resources in the same virtual network.

Reference:

https://docs.microsoft.com/en-us/azure/app-service/overview-vnet-integration

QUESTION 131

You have a hub-and-spoke topology. The topology includes multiple on-premises locations that connect to a hub virtual
network in Azure via ExpressRoute circuits.

You have an Azure Application Gateway named GW1 that provides a single point of ingress from the internet.

You plan to migrate the hub-and-spoke topology to Azure Virtual WAN.

You need to identify which changes must be applied to the existing topology. The solution must ensure that you
maintain a single point of ingress from the internet.

Which three changes should you include in the solution? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

Add user-defined routes.

Add virtual network peerings.

Replace the user-defined routes used by the current topology.
Create virtual network connections.

Remove the existing virtual network peerings.

Redeploy GW1.

mTmoow>

Answer: CDE

Explanation:

Transition connectivity to virtual WAN hub:

Step 1. (E) Delete the existing peering connections from Spoke virtual networks to the old customer-managed hub.
Access to applications in spoke virtual networks is unavailable until steps 1-3 are complete.

Step 2. (D) Connect the spoke virtual networks to the Virtual WAN hub via VNet connections.

Step 3. (C) Remove any user-defined routes (UDR) previously used within spoke virtual networks for spoke-to-spoke
communications. This path is now enabled by dynamic routing available within the Virtual WAN hub.

Reference:

https://docs.microsoft.com/en-us/azure/virtual-wan/migrate-from-hub-spoke-topology

QUESTION 132
Drag and Drop Question
You register a DNS domain with a third-party registrar.
You need to host the DNS zone on Azure.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order.
Actions Answer Area

Identify the FQDNs of the name servers.

Modify the SOA records for the domain

Create a public DNS zone.
Identify the IP addresses of the name servers. @ @
Modify the NS records for the domain

Answer:
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Actions Answer Area

Create a public DNS zone.

Identify the FQDNs of the name servers.
Identify the IP addresses of the name servers.

Modify the NS records for the domain
Modify the SOA records for the domain. @

Explanation:

Step 1: Create a public DNS zone.

Create a DNS zone

1. Go to the Azure portal to create a DNS zone. Search for and select DNS zones.

2 DNS zones 8

Services

@;) DNS zones

'@‘ Private DNS zones

g2

Resources

No results were found.

Resource Groups

No results were found.

2. Select Create DNS zone.

3. On the Create DNS zone page, enter the following values, and then select Create.

Step 2: Identify the FQDNs of the name servers.

Retrieve name servers.

Before you can delegate your DNS zone to Azure DNS, you need to know the name servers for your zone. Azure DNS
gives name servers from a pool each time a zone is created.

With the DNS zone created, in the Azure portal Favorites pane, select All resources. On the All resources page, select
your DNS zone. If the subscription you've selected already has several resources in it, you can enter your domain
name in the Filter by name box to easily access the application gateway.

Retrieve the name servers from the DNS zone page. In this example, the zone contoso.net has been assigned name
servers ns1-01.azure-dns.com, ns2-

01.azure-dns.net, *ns3-01.azure-dns.org, and ns4-01.azure-dns.info:
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Azure DNS automatically creates authoritative NS records in your zone for the assigned name servers.

Step 3: Modify the NS records for the domain.

Delegate the domain -

Once the DNS zone gets created and you have the name servers, you'll need to update the parent domain with the
Azure DNS name servers.

Each registrar has its own DNS management tools to change the name server records for a domain.

1. In the registrar's DNS management page, edit the NS records and replace the NS records with the Azure DNS name
servers.

2. When you delegate a domain to Azure DNS, you must use the name servers that Azure DNS provides. Use all four
name servers, regardless of the name of your domain. Domain delegation doesn't require a name server to use the
same top-level domain as your domain.

Reference:

https://docs.microsoft.com/en-us/azure/dns/dns-delegate-domain-azure-dns

QUESTION 133
Hotspot Question
You have the network topology shown in the Topology exhibit.

Arure Firewall
Firewalll

Azure Virtual Network Azure Virtual Network

On-premises network
Address space Vet Vnet2
10.1.00/16 Address space 101000016 | Addrass space 10.101.00/16
Site-to-Site VPN | Vietual
connection Subnet natwork Subnet2
\ peering v
LN e

You have the Azure firewall shown in the Firewalll exhibit.
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All services > Firewalis

- Firewalll = - X

Firewall

E} Delete E} Lock

o Visit Azure Firewall Manager to configure and manage this firewall. =

A Essentials JSON View
Resource group (change) Firewall sku

RG2 Standard

Location Firewall subnet

North Europe AzureFirewallSubnet
Subscription (change) Firewall public IP
Visual Studic Premium with MSDN Firewall1-1P1
Subscription 1D Firewall private P
83721433-2dcd-4361-b5ef-5b188fed87d0 10.100.2534

Virtual network Management subnet
vneti

Firawall policy Management public IP

FirewallPalicy
Provisioning state Private IP Ranges

Succeeded Managed by Firewall Policy

Tags (change)
Click here to add tags

You have the route table shown in the RouteTablel exhibit.
All services > Route tables

4o RouteTablel = - X
Route tabie

» > Move v [ pelete (D Refresh | 27 Give feedback
A Essentials JSON View
Resource group (change) Assoaiations
RG1 1 subnet associations
Location

North Europe

Subscnption (change)
Visual Studio Premium with MSDN

Subscription ID
83721433-2dcd-4361-b5ef-5b188fed87d0

Tags (change)
Click here to add tags

Routes
£ search routes

Name T4  Address prefix T4  Next hop type T4 Next hop IP address N

Routel 10.1.0.0/16 Virtual network gateway a %

Route2 0.0.00/0 Virtual appliance 10.100.2534 nee
Subnets

£ Search subnets
Name T4  Address range T4 Virtual network T4 Security group ™
Subnetl 10.100.1.0/24 Vnetl -

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yes No

The resources in Subnet1 can connect to the internet through Firewall1.
The resources in Subnet1 can connect to the resources in Vnet2.

The resources in Subnet2 can connect to the internet through Firewall1.

Answer:
Answer Area
Statements Yes No
The resources in Subnet1 can connect to the internet through Firewall1.
The resources in Subnet1 can connect to the resources in Vnet2.
The resources in Subnet2 can connect to the internet through Firewall1. J
Explanation:
Box 1: Yes

Resources in Subnetl will use the Route2 and its Next hop ID address to the Firewall to reach the Internet.

Box 2: Yes

Yes, with network network peering.

Box 3: No

Resources in Subnet2 can only reach resources in Subnetl, as gateway transit for virtual network peering has not been
configured.

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-peering-gateway-transit

QUESTION 134

Note: This QUESTION 1is part of a series of questions that present the same scenario. Each QUESTION 1in the
series contains a unique solution that might meet the stated goals. Some QUESTION 1sets might have more
than one correct solution, while others might not have a correct solution.

After you answer a QUESTION 1lin this section, you will NOT be able to return to it. As a result, these questions
will not appear in the review screen.

You have two Azure virtual networks named Vnetl and Vnet2.

You have a Windows 10 device named Clientl that connects to Vnetl by using a Point-to-Site (P2S) IKEv2 VPN.

You implement virtual network peering between Vnetl and Vnet2. Vnetl allows gateway transit. Vnet2 can use the
remote gateway.

You discover that Clientl cannot communicate with Vnet2.

You need to ensure that Clientl can communicate with Vnet2.

Solution: You resize the gateway of Vnetl to a larger SKU.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The VPN client must be downloaded again if any changes are made to VVNet peering or the network topology.
Reference:

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site-routing

QUESTION 135

Your company has offices in London, Tokyo, and New York.
The company has a web app named App1l that has the Azure Traffic Manager profile shown in the following table.
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Parameter Value Azure region
DNS Name appl.trafficmanager.net Not applicable
Endpoint appl-asia.szurewebsites.net East Asia
Endpoint appl-na.azurewebsites.net East US
Endpoint appl-na.azurewebsites.net UK South
Routing method Geographic Not applicable

In Asia, you plan to deploy an additional endpoint that will host an updated version of App1l.
You need to route 10 percent of the traffic from the Tokyo office to the new endpoint during testing.
What should you configure in Traffic Manager?

two profiles and five endpoints
two profiles and four endpoints
three profiles and four endpoints
one profile and five endpoints

o0w»

Answer: B

Explanation:

Need two profiles. Add one Child profile using Weighted routing. One additional trial endpoint, to the existing three, for
the Child Profile is needed.

Note 1: Each Traffic Manager profile specifies a single traffic-routing method. However, there are scenarios that require
more sophisticated traffic routing than the routing provided by a single Traffic Manager profile. You can nest Traffic
Manager profiles to combine the benefits of more than one traffic-routing method.

Note 2: Weighted routing: Select Weighted routing when you want to distribute traffic across a set of endpoints based
on their weight. Set the weight the same to distribute evenly across all endpoints.

Reference:

https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-nested-profiles
https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-routing-methods
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