R BraindumpZ@@

Fost Ty FirstPuss! Braindump2go Guarantee All Exams 100% Pass One Time!

» Vendor: Microsoft
» Exam Code: AZ-720
» Exam Name: Troubleshooting Microsoft Azure Connectivity
> New Updated Questions from Braindump2go

» (Updated in March/2022)

Visit Braindump2go and Download Full Version AZ-720 Exam Dumps

Question:1

A company connects their on-premises network by using Azure VPN Gateway. The on-premises
environmentincludes three VPN devices that separately tunnel to the gateway by using Border
Gateway Protocol (BGP).

Anewsubnetshouldbeunreachable fromthe on-premises network.
Youneedtoimplementasolution.
Solution: Configurearoute table with route propagationdisabled.

Doesthe solution meetthe goal?

A. Yes

B. No

Answer:B
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A company connects their on-premises network by using Azure VPN Gateway. The on-premises

environment includes three VPN devices that separately tunnel to the gateway by using Border
Gateway Protocol (BGP).
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Anewsubnetshouldbe unreachablefrom theon-premisesnetwork.
Youneedtoimplementasolution.
Solution: Disable peeringonthevirtual network.

Doesthesolution meetthe goal?

A. Yes

B. No

Answer: B

Question:3

A company connects their on-premises network by using Azure VPN Gateway. The on-premises
environment includes three VPN devices that separately tunnel to the gateway by using Border
Gateway Protocol (BGP).

Anewsubnetshouldbeunreachable fromthe on-premisesnetwork.
Youneedtoimplementasolution.
Solution:ScalethegatewaytoGeneration2.

Doesthe solution meetthe goal?

A. Yes

B. No

Answer: A
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A company connects their on-premises network by using Azure VPN Gateway. The on-premises
environment includes three VPN devices that separately tunnel to the gateway by using Border
Gateway Protocol (BGP).

Anewsubnetshouldbeunreachablefromtheon-premises network.
Youneedtoimplementasolution.
Solution: Configure subnet delegation.

Does the solution meet the goal?

A. Yes

B. No

Answer: B

Question:5

A company uses Azure AD Connect. The company plans to implement self-service password reset
(SSPR).

An administrator receives an error that password writeback cloud not be enabled during the Azure
AD Connectconfiguration. Theadministratorobservesthefollowingeventlogerror:

Error getting auth token
You need to resolve the issue.
Solution:Restartthe Azure AD Connectservice.

Doesthe solution meetthe goal?

A. Yes
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B. No
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Answer: B

Question:6

A company uses Azure AD Connect. The company plans to implement self-service password reset
(SSPR).

An administrator receives an error that password writeback cloud not be enabled during the Azure
AD Connectconfiguration. Theadministratorobservesthefollowingeventlogerror:

Error getting auth token
You need to resolve the issue.

Solution: Use a global administrator account with a password that is less than 256 characters to
configure Azure AD Connect.

Does the solution meet the goal?

A. Yes

B. No

Answer: A

Question:7

A company uses Azure AD Connect. The company plans to implement self-service password reset
(SSPR).

An administrator receives an error that password writeback cloud not be enabled during the Azure
AD Connectconfiguration. Theadministratorobservesthefollowingeventlogerror:
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Error getting auth token
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You need to resolve the issue.

Solution: Use aglobaladministratoraccountthatis notfederatedto configure Azure AD Connect.

Doesthe solution meetthe goal?

A. Yes

B. No

Answer: A

Question: 8

A company uses Azure AD Connect. The company plans to implement self-service password reset
(SSPR).

An administrator receives an error that password writeback cloud not be enabled during the Azure
AD Connectconfiguration. Theadministratorobservesthefollowingeventlogerror:

Error getting auth token
You need to resolve the issue.
Solution: Disable password writebackandthenenable password writeback.

Doesthe solution meetthe goal?

A. Yes

B. No

Answer:B

Question:9
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A company migrates an on-premises Windows virtual machine (VM) to Azure. An administrator
enables backups forthe VM by using the Azure portal.
The companyreportsthatthe Azure VM backup jobis failing.
Youneedtotroubleshoottheissue.
Solution: Installthe VM guest agent by using administrative permissions.

Doesthe solution meetthe goal?

A. Yes

B. No

Answer: B

Question: 10

A company migrates an on-premises Windows virtual machine (VM) to Azure. An administrator
enables backupsforthe VM by using the Azure portal.

The companyreportsthatthe Azure VM backupjobisfailing.
Youneedtotroubleshoottheissue.
Solution: Create anew manual backupin Backup center.

Doesthe solution meetthe goal?

A. Yes

B. No

Answer: A
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A company migrates an on-premises Windows virtual machine (VM) to Azure. An administrator
enables backups forthe VM by using the Azure portal.

The companyreportsthatthe Azure VM backup jobis failing.
Youneedtotroubleshoottheissue.
Solution: Enable replicationandcreate arecovery planforthe backup vault.

Doesthesolution meetthe goal?

A. Yes

B. No

Answer: A

Question: 12

A company migrates an on-premises Windows virtual machine (VM) to Azure. An administrator
enables backupsforthe VM by using the Azure portal.

The companyreportsthatthe Azure VM backupjobisfailing.
Youneedtotroubleshoottheissue.
Solution: Configuretheretentionrangeforthe currentVMbackup policy.

Doesthe solution meetthe goal?

A. Yes

B. No

Answer:A
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. Question: 13

HOTSPOT

A company deploys an Azure Firewall. The company reports the following log entry:

Answer:

Question: 14
DRAG DROP

Acustomer hasan Azure subscription. Microsoft Defender for serversisenabled forthe subscription.
Thecustomerhasnotconfigurednetworksecuritygroups.

The customer configures a resource group named RG1 that contains the following resources:
¢ Avirtualmachinenamed VM1.

¢ Anetworkinterface namedNIC1thatisattachedtoVM1.
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The customer grants a wuser named Adminl
the following permission for RG1:
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— Microsoft.Security/locations/jitNetworkAccessPolicies/write.

Braindump2go Guarantee All Exams 100% Pass One Time!

AdminlreportsthattheJITVMaccess paneinthe Azure portal does not show any entries. When you
viewthe same pane, VM1 appearsonthe Unsupportedtab.

You need to ensure that Admin1 can enable just-in-time (JIT) VM access for VM1. The solution must
adheretothe principle of least privilege.

Which three actions should you recommend be performed in sequence?

Toanswer, move the appropriate actions fromthe list of actions to the answer areaand arrange

theminthecorrectorder.

Answer:

Question: 15
DRAG DROP

Acompany has an Azure virtual network (VNet). Anadministrator creates a subetinthe VNet named
AzureSastionSubnet. The administrator deploys Azure Bastion to AzureBastionSubnet.

The administrator creates a default network security group named nsg-Bastion. The following error
message display when the administrator attempts to assign nsg-Bastion to AzureBastionSubnet:
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Network security group nsg-Bastion does not have necessary rules
for Azure Bastion Subnet
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—_— AzureBastionSubnet

Youneedtoresolve theissues withtheinbound security rules.

Which portor set of ports should you configure?

s B

Question: 16
A company uses Azure virtual machines (VMs) in multiple regions. The VMs have the following

configuration:

The backend pool of aninternal Azure Load Balancer (ILB) named ILB1 contains VM1 and VM2. The
ILB usesthe Basic SKU andisinaresource group RG2.

Virtual network peering has been configured between VNetl and VNet2.
Usersreport thattheyare unable to connecttoresourceson VM1 and VM2 by using ILB1 from VM3.
Youneedtoresolvethe connectivityissues.

What should you do?

A. RedeployVM1andVMz2intoavailability zones.

B. Move ILB1to RG1.
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D. Move VM1and VM2 into RG3.

Answer: A

Question: 17

A company deploys an ExpressRoute circuit.
Youneedtoverifyaccepted peeringroutes fromthe ExpressRoute circuit.

WhichPowerShellcmdletshouldyourun?

A. Get-AzExpressRouteCrossConnectionPeering
B. Get-AzExpressRouteCircuit

C. Get-AzExpressRouteCircuitPeeringConfig

D. Get-AzExpressRouteCircuitRouteTable

E. Get-AzExpressRouteCircuitStats

Answer: A

Question: 18

A company plans to implement ExpressRoute by using the provider connectivity model.

The company creates an ExpressRoute circuit. You are unable to connect to resources through the
circuit.

Youneedtodeterminethe provisioning state of the service provider.

Which PowerShellcmdletshouldyourun?
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A. Get-AzExpressRouteCircuitPeeringConfig

B. Get-AzExpressRouteCircuitRouteTable
C. Get-AzExpressRouteCircuitConnectionConfig
D. Get-AzExpressRouteCircuit

E. Get-AzExpressRouteCircuitARPTable

Answer:C

Question: 19

Acompany hasvirtual machines (VMs) inthe following Azure regions:
WestCentral US
Australia East

The company uses ExpressRoute private peeringto provide connectivity to VMs hosted on each
region and on-premises services.

Thecompanyimplements global VNet peering between a VNetin eachregion. After configuring
VNet peering, VMtrafficattemptstouse ExpressRoute private peering.

Youneedto ensurethat trafficuses global VNet peeringinstead of ExpressRoute private peering. The
solution must preserve existing on-premises connectivity to Azure VNets.

What should you do?

A. Addauser-definedroutetothe subnetsroutetable.
B. Add afiltertothe on-premisesrouters.
C. Addasecond VNettothevirtual machinesand configure VNet peering betweenthe VNets.

D. Disablethe ExpressRoute peeringconnectionsforoneoftheregions.

Answer:B
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A company plans to use an Azure PaaS service by using Azure Private Link service. The azure Private
Linkserviceandanendpointhave beenconfigured.

The companyreportsthatthe endpointis unable toconnect tothe service.
Youneedtoresolvethe connectivityissue.

What should you do?

A. Disabletheendpointnetworkpolicies.
B. Validatethe VPN device.
C. Approve the connection state.

D. Disabletheservice networkpolicies.

Answer:D

Question: 21

A company deploys the Azure Application Gateway Web Application Firewall (WAF) to protect their
web applications.

Usersinaremote officelocationreportthe followingissues:

Unableto access partofaweb application.

Part of the web application is failing to load.

Partsofthe webapplication has activitiesthat are not performing as expected.
Youneedtotroubleshoottheissue.

Which diagnostic log should you review?

A. Performance
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B. Firewall
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C. Access

D. Azure Activity

Answer:D

Question: 22

A company has an Azure tenant. The company deploys an Azure Firewall named FW1 using the
Standard SKU. Youconfigure FW1usingclassicfirewallrules.

Thecompanycreatesanapplicationrule collection withthe following settings:
Priority: 100

Action: Deny

Rule type: FQDN

Sourcetype:IPaddress

Source: *

Protocol: http:80,https:443

Target FQDN: *.cloud.contoso.com

Anengineerobservesthattraffictoconsole.cloud.conotoso.comisstillallowed by FW1.
Youneedto determine why the trafficisallowed.

What should you review?

A. Network rules
B. Web categories
C. Infrastructure rules

D. Application rules
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Answer:C

Question: 23

A company configures an Azure site-to-site VPN between an on-premises network and an Azure
virtual network.

The company reports that after completing the configuration, the VPN connection cannot be
established.

Youneedtotroubleshootthe connectionissue.

Whatshouldyoudofirst?

A. Identify the shared key by running this PowerShell cmdlet: Get-
AzVirtualNetworkGatewayConnectionSharedKey.

B. Identify the shared key by running this PowerShell cmdlet: Get-
AzVirtualNetworkGatewayConnectionVpnDeviceConfigScript.

C. Verify the AzureRoot.cer file exists.

D. Verify the AzureClient.pfx file exists.

Answer:B

Question: 24

Acompany hasanAzure Virtual Network gateway named VNetGW1. The company enables point-to-
siteconnectivityonVNetGW1.AnadministratorconfiguresVNetGW1forthefollowing:

OpenVPN for the tunnel type.

Azure certificate for the authentication type.

Usersreceive a certificate mismatch error when connecting by usinga VPN client.
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Youneedtoresolve the certificate mismatch

error.
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What should you do?
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A. Reissue the client certificate with client authentication enabled.
B. Create aprofile manually,add the server FQDN andreissue the client certificate.
C. Reissuetheclientcertificate withserverauthenticationenabled.

D. InstallanIKEv2 VPN clientonthe user'scomputers.

Answer: B

Question: 25

Acompany hasanAzure Virtual Network gateway named VNetGW1. The company enables point-to-
siteconnectivityonVNetGW1.Anadministratorconfigures VNetGW1forthefollowing:

OpenVPN for the tunnel type.

Azure certificate for the authentication type.

Usersreceive acertificate mismatch error when connecting by usinga VPN client.
Youneedtoresolvethe certificate mismatcherror.

What should you do?

A. ConfigurethetunneltypeforIKEv2 and OpenVPN onVNetGW1.
B. Create aprofile manually, add theserver FQDN andreissue the client certificate.
C. InstallaSecure SocketTunneling Protocol (SSTP) VPN clientonthe user'scomputers.

D. Configure presharedkeyforauthenticationonthe VPN profile.

Answer:B
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Question: 26
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Frst Try, FirstRass!

Acompany hasanAzure Virtual Network gateway named VNetGW1. The company enables point-to-
siteconnectivityonVNetGW1.Anadministratorconfigures VNetGW1forthefollowing:

OpenVPN for the tunnel type.

Azure certificate for the authentication type.

Usersreceive a certificate mismatch error when connecting by usinga VPN client.
Youneedtoresolvethe certificate mismatcherror.

What should you do?

A. InstallanIKEv2 VPN clientonthe user'scomputers.
B. Reissue the client certificate with client authentication enabled.
C. Createaprofile manually,addtheserver FQDN andreissue the client certificate.

D. ConfigurethetunneltypeforlKEv2and OpenVPN onVNetGW1.

Answer:D

Question: 27

Acompany hasanAzure Virtual Network gateway named VNetGW1. The company enables point-to-
siteconnectivityonVNetGW1.Anadministratorconfigures VNetGW1forthefollowing:

OpenVPN for the tunnel type.

Azure certificate for the authentication type.

Usersreceive a certificate mismatch error when connecting by usinga VPN client.

Youneedtoresolve the certificate mismatch error.
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Fist Try, First Pss!
What should you do?
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Frst Try, FirstRass!

A. Reissuetheclientcertificate withclientauthenticationenabled.
B. Configure presharedkeyforauthenticationonthe VPN profile.
C. InstallanIKEv2 VPN clientonthe user'scomputers.

D. Reissuetheclientcertificate withserverauthenticationenabled.

Answer:D

Question: 28

A company hosts a network virtual appliance (VNA) and Azure Route Server in different virtual
networks (VNets). Border Gateway Protocol (BGP) peering is enabled between the NVA loses
internetconnectivity afteritadvertisesthe default routetotherouteserver.

Youneedtoresolve the problem withthe NVA.

Whatshouldyoudo?

A. Configureauser-definedroute onthe NVAsubnet.
B. Move therouteservertothe same VNetasthe NVA.
C. Configureaunique autonomous systemnumber (ASN) onthe NVA.

D. Configure apubliclPaddressontheroute server.

Answer:C

Question: 29

A company has an ExpressRoute gateway between their on-premises site and Azure. The
ExpressRoute gateway is on a virtual network named VNet1. The company enables FastPath on the
gateway. Youassociate anetwork security group (NSG) with all of the subnets.
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Fist Try, FirstPuss!

Users report issues connecting to VM1 from the on-premises environment. VM1 is on a virtual
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Frst Try, FirstRass!

ne work named VNet2. V|rtuaI network peering is enabled between VNetl and VNet2.
Youcreate aflow log named FlowLogl and enable it on the NSG associated with the gateway subnet.
Youdiscoverthat FlowLoglisnotreporting outbound flow traffic.

Youneedtoresolve theissue with FlowLogl.

Whatshouldyoudo?

A. Configure FlowLoglforversion2.
B. Createthe storage accountforFlowLoglasapremium block blob.
C. Configurethe FlowTimeoutinMinutes propertyonVNet2toanon-nullvalue.

D. Enable FlowLoglinanetworksecurity group associated with the networkinterface of VM1.

Answer: A

Question: 30

A company has an ExpressRoute gateway between their on-premises site and Azure. The
ExpressRoute gateway is on a virtual network named VNet1. The company enables FastPath on the
gateway. Youassociate anetwork security group (NSG) with all of the subnets.

Users report issues connecting to VM1 from the on-premises environment. VM1 is on a virtual
network namedVNet2. Virtual network peeringis enabled between VNet1and VNet2.

Youcreate aflowlog named FlowLogl and enable it onthe NSG associated with the gateway subnet.
Youdiscoverthat FlowLoglisnotreporting outboundflowtraffic.
Youneedtoresolve theissue with FlowlLogl1.

Whatshouldyoudo?

A. Enable FlowLoglinanetworksecurity group associated withthe subnetof VM1.
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Frst Try, FirstRass! : : :
B. Configure the FlowTimeoutinMinutes property on VNet2

toanon-nullvalue.

C. Configurethe FlowTimeoutinMinutes propertyonVNet1toanon-nullvalue.
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Frst Try, FirstRass!
D. Configure FlowLog1forversion?2.

Answer: B

Question: 31

A company has an ExpressRoute gateway between their on-premises site and Azure. The
ExpressRoute gateway is on a virtual network named VNet1. The company enables FastPath on the
gateway. Youassociate anetwork security group (NSG) with all of the subnets.

Users report issues connecting to VM1 from the on-premises environment. VM1 is on a virtual
networknamedVNet2. Virtual network peeringis enabled between VNetland VNet?2.

Youcreate aflow log named FlowLogl and enable it onthe NSG associated with the gateway subnet.
Youdiscoverthat FlowLoglisnotreporting outbound flow traffic.
Youneedtoresolve the issue with FlowLog1.

Whatshouldyoudo?

A. CreatethestorageaccountforFlowLoglasapremium block blob.
B. Createthestorage accountforFlowLoglasapremium pageblob.
C. Enable FlowLoglinanetworksecurity group associated withthe subnetof VM1.

D. Configurethe FlowTimeoutInMinutes propertyonVNet1toanon-nullvalue.

Answer:B

Question: 32

Acompany hasan Azure Active Directory (Azure AD) tenant. The company provisionsan Azure Active
DirectoryDomainServices(Azure ADDS)instance.

Usersreportthattheyareunabletosigninto Azure AD DS afterbeingprovisioned from Azure AD.
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Frst Try, FirstRass! : —
Youverify the user accountsexistin Azure AD DS.
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Frst Try, FirstRass!

ouneedtoresolvetheissue.

Whatshouldyoudo?

A. Delete the Azure application named AzureActiveDirectoryDomainControllerServices and then
enable Azure AD DS again.

B. DeployAzure AD Connect.

C. Delete the Azure application named Azure AD Domain Services Syncand then enable Azure AD DS
again.

D. Instructthe userstochangetheir passwordin Azure AD.

Answer:D

Question: 33

AcompanyhasusersinAzure Active Directory (Azure AD). The companyenablesthe usersto use
Azure AD multi-factor authentication (MFA).

Ausernamed Userlreportstheyreceive the following error while setting up additional security
verification settings for MFA:

Sorry! We can't process your request. Your session is invalid or expired. There was an error
processing your request because your session is invalid or expired. Please try again.

Youneedto helpthe user complete the MFAsetup.

Whatshouldyoudo?

A. Fromthe Microsoft 365 Admin portal, clear the Block this user from signingin option for the user.
B. Instructthe usertocompletethe setup process within 10 minutes.

C. Instructthe usertoenterthecorrectverification code.
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Fist Try, First Pss! ;
D. Instructthe usertocleartheirwebbrowsercache.

E. Fromthe Azure AD portal, resetthe user's password.
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Answer: E

Question: 34

Acompany hasanAzure Active Directory (Azure AD) tenant. The company deploys Azure AD Connect
tosynchronize objectsfromtheir Active Directory Domain Services (AD DS) domain.

Youobservethat AD DS objects are notsynchronizingto Azure AD.
Youneedto verify that the staging modeis enabled.

What should you do?

A. Reviewthe history forthe Azure AD Connect syncscheduled task.
B. Run this PowerShell cmdlet: Get-ADSyncScheduler
C. Reviewthetriggersforthe Azure AD Connect syncscheduled task.

D. Run this PowerShell cmdlet: Get-ADSyncConnetorRunStatus

Answer:B

Question: 35

A company has on-premises application server that runs in System Center Virtual Machine Manager
(SCVMM). The company configures Azure Site Recovery.

Anadministratoratthe company reportsthattheyreceive anerror message. The error message
indicatesthattherearereplicationissues.

Youneedtotroubleshoottheissue.

Whichlogshouldyoureview?

A. Network Security Groupflowlog
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— B. Azure Monitor log

C. Network Watcher diagnostic log

D.SCVMMdebuglog

Answer: A

| where resotel® s == “209.9.110. 09"

| where status_ 3 == “Disconnected”
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