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QUESTION 212

You need to manage a third-party application that will run on a Compute Engine instance. Other Compute Engine
instances are already running with default configuration. Application installation files are hosted on Cloud Storage. You
need to access these files from the new instance without allowing other virtual machines (VMs) to access these files.
What should you do?

A. Create the instance with the default Compute Engine service account.
Grant the service account permissions on Cloud Storage.
B. Create the instance with the default Compute Engine service account.
Add metadata to the objects on Cloud Storage that matches the metadata on the new instance.
C. Create a new service account and assign this service account to the new instance.
Grant the service account permissions on Cloud Storage.
D. Create a new service account and assign this service account to the new instance.
Add metadata to the objects on Cloud Storage that matches the metadata on the new instance.

Answer: C

QUESTION 213

The sales team has a project named Sales Data Digest that has the ID acme-data-digest You need to set up similar
Google Cloud resources for the marketing team but their resources must be organized independently of the sales team.
What should you do?

A. Grant the Project Editor role to the Marketing learn for acme data digest

B. Create a Project Lien on acme-data digest and then grant the Project Editor role to the Marketing
team

C. Create another protect with the ID acme-marketing-data-digest for the Marketing team and deploy
the resources there

D. Create a new protect named Meeting Data Digest and use the ID acme-data-digest Grant the
Project Editor role to the Marketing team.

Answer: C

QUESTION 214

Your organization uses Active Directory (AD) to manage user identities. Each user uses this identity for federated
access to various on-premises systems. Your security team has adopted a policy that requires users to log into Google
Cloud with their AD identity instead of their own login. You want to follow the Google-recommended practices to
implement this policy.

What should you do?
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A. Sync Identities with Cloud Directory Sync, and then enable SAML for single sign-on

Sync Identities in the Google Admin console, and then enable Oauth for single sign-on

C. Sync identities with 3rd party LDAP sync, and then copy passwords to allow simplified login with
(he same credentials

D. Sync identities with Cloud Directory Sync, and then copy passwords to allow simplified login with
the same credentials.

w

Answer: A

QUESTION 215

You need to immediately change the storage class of an existing Google Cloud bucket.

You need to reduce service cost for infrequently accessed files stored in that bucket and for all files that will be added
to that bucket in the future. What should you do?

A. Use the gsutil to rewrite the storage class for the bucket.
Change the default storage class for the bucket

B. Use the gsutil to rewrite the storage class for the bucket.
Set up Object Lifecycle management on the bucket

C. Create a new bucket and change the default storage class for the bucket.
Set up Object Lifecycle management on lite bucket

D. Create a new bucket and change the default storage class for the bucket import the files from the
previous bucket into the new bucket

Answer: B

QUESTION 216

You are assigned to maintain a Google Kubernetes Engine (GKE) cluster named dev that was deployed on Google
Cloud. You want to manage the GKE configuration using the command line interface (CLI). You have just downloaded
and installed the Cloud SDK. You want to ensure that future CLI commands by default address this specific cluster.
What should you do?

Use the command gcloud config sot container/cluster dev

Use the command gcloud container clusters update dev

Create a file called gke. default in the -/ .gcloud folder that contains the cluster name
Create a file called defaults. j son in the -/.gcioud folder that contains the cluster name

00>

Answer: B

QUESTION 217
You need to track and verity modifications to a set of Google Compute Engine instances in your Google Cloud project.
In particular, you want to verify OS system patching events on your virtual machines (VMs). What should you do?

A. Review the Compute Engine activity logs Select and review the Admin Event logs

B. Review the Compute Engine activity logs Select and review the System Event logs

C. Install the Cloud Logging Agent In Cloud Logging review the Compute Engine syslog logs

D. Install the Cloud Logging Agent In Cloud Logging, review the Compute Engine operation logs

Answer: A
QUESTION 218
Your auditor wants to view your organization's use of data in Google Cloud. The auditor is most interested in auditing

who accessed data in Cloud Storage buckets. You need to help the auditor access the data they need. What should
you do?
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A. Turn on Data Access Logs for the buckets they want to audit, and then build a query in the log
viewer that filters on Cloud Storage.

B. Assign the appropriate permissions, and then create a Data Studio report on Admin Activity Audit
Logs.

C. Assign the appropriate permissions, and the use Cloud Monitoring to review metrics.

D. Use the export logs API to provide the Admin Activity Audit Logs in the format they want.

Answer: D
Explanation:
https://cloud.google.com/storage/docs/audit-logging

QUESTION 219
Your organization has three existing Google Cloud projects. You need to bill the Marketing department for only their
Google Cloud services for a new initiative within their group. What should you do?

A. 1.Verify that you ace assigned the Billing Administrator IAM role tor your organization's Google
Cloud Project for the Marketing department
2.Link the new project to a Marketing Billing Account
B. 1.Verify that you are assigned the Billing Administrator IAM role for your organization's Google
Cloud account
2.Create a new Google Cloud Project for the Marketing department
3.Set the default key-value project labels to department marketing for all services in this project
C. 1.Verify that you are assigned the Organization Administrator IAM role for your organization's
Google Cloud account
2.Create a new Google Cloud Project for the Marketing department
3. Link the new project to a Marketing Billing Account.
D. 1.Verity that you are assigned the Organization Administrator IAM role for your organization's
Google Cloud account
2.Create a new Google Cloud Project for the Marketing department
3.Set the default key value project labels to department marketing for all services in this protect

Answer: A

QUESTION 220

You will have several applications running on different Compute Engine instances in the same project. You want to
specify at a more granular level the service account each instance uses when calling Google Cloud APIls. What should
you do?

A. When creating the instances, specify a Service Account for each instance
B. When creating the instances, assign the name of each Service Account as instance metadata

C. After starting the instances, use gcloud compute instances update to specify a Service Account
for each instance

D. After starting the instances, use gcloud compute instances update to assign the name of the
relevant Service Account as instance metadata

Answer: C

QUESTION 221
You need to add a group of new users to Cloud Identity. Some of the users already have existing Google accounts.
You want to follow one of Google's recommended practices and avoid conflicting accounts. What should you do?

A. Invite the user to transfer their existing account
B. Invite the user to use an email alias to resolve the conflict
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C. Tell the user that they must delete their existing account
D. Tell the user to remove all personal email from the existing account

Answer: B

QUESTION 222

You are running multiple microservices in a Kubernetes Engine cluster. One microservice is rendering images. The
microservice responsible for the image rendering requires a large amount of CPU time compared to the memory it
requires. The other microservices are workloads that are optimized for n1-standard machine types. You need to
optimize your cluster so that all workloads are using resources as efficiently as possible.

What should you do?

A. Assign the pods of the image rendering microservice a higher pod priority than the older
microservices

B. Create a node pool with compute-optimized machine type nodes for the image rendering
microservice.
Use the node pool with general-purpose machine type nodes for the other microservices

C. Use the node pool with general-purpose machine type nodes for lite mage rendering
microservice .
Create a nodepool with compute-optimized machine type nodes for the other microservices

D. Configure the required amount of CPU and memory in the resource requests specification of the
image rendering microservice deployment.
Keep the resource requests for the other microservices at the default

Answer: B

QUESTION 223
You have been asked to set up the billing configuration for a new Google Cloud customer. Your customer wants to
group resources that share common IAM policies. What should you do?

Use labels to group resources that share common IAM policies
Use folders to group resources that share common IAM policies
Set up a proper billing account structure to group 1AM policies
Set up a proper project naming structure to group IAM policies

00>

Answer: B

QUESTION 224
You manage three Google Cloud projects with the Cloud Monitoring APl enabled. You want to follow Google-
recommended practices to visualize CPU and network metrics for all three projects together. What should you do?

A. 1. Create a Cloud Monitoring Dashboard
2. Collect metrics and publish them into the Pub/Sub topics
3. Add CPU and network Charts (or each of (he three projects
B. 1. Create a Cloud Monitoring Dashboard.
2. Select the CPU and Network metrics from the three projects.
3. Add CPU and network Charts lot each of the three protects.
C. 1 Create a Service Account and apply roles/viewer on the three projects
2. Collect metrics and publish them lo the Cloud Monitoring API
3. Add CPU and network Charts for each of the three projects.
D. 1. Create a fourth Google Cloud project
2. Create a Cloud Workspace from the fourth project and add the other three projects

Answer: B
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QUESTION 225

You have deployed multiple Linux instances on Compute Engine. You plan on adding more instances in the coming
weeks. You want to be able to access all of these instances through your SSH client over me Internet without having to
configure specific access on the existing and new instances. You do not want the Compute Engine instances to have a
public IP. What should you do?

Configure Cloud Identity-Aware Proxy (or HTTPS resources

Configure Cloud Identity-Aware Proxy for SSH and TCP resources.

Create an SSH keypair and store the public key as a project-wide SSH Key
Create an SSH keypair and store the private key as a project-wide SSH Key

o0 w>

Answer: C

QUESTION 226

You are assisting a new Google Cloud user who just installed the Google Cloud SDK on their VM. The server needs
access to Cloud Storage. The user wants your help to create a new storage bucket. You need to make this change in
multiple environments. What should you do?

A. Use a Deployment Manager script to automate creating storage buckets in an appropriate region
B. Use alocal SSD to improve performance of the VM for the targeted workload

C. Use the gsutii command to create a storage bucket in the same region as the VM

D. Use a Persistent Disk SSD in the same zone as the VM to improve performance of the VM
Answer: A

QUESTION 227

You are managing a Data Warehouse on BigQuery. An external auditor will review your company's processes, and
multiple external consultants will need view access to the data. You need to provide them with view access while
following Google-recommended practices. What should you do?

A. Grant each individual external consultant the role of BigQuery Editor
B. Grant each individual external consultant the role of BigQuery Viewer

C. Create a Google Group that contains the consultants and grant the group the role of BigQuery
Editor

D. Create a Google Group that contains the consultants, and grant the group the role of BigQuery
Viewer

Answer: D
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