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QUESTION 1507 
Which of the following is MOST helpful to an information security manager when determining service level requirements 
for an outsourced application? 
 

A. Data classification 

B. Information security policy 

C. Business functionality 

D. Application capabilities 

 
Answer: A 
 
QUESTION 1508 
During which process is regression testing MOST commonly used? 
 

A. System modification 

B. Program development 

C. Unit testing 

D. Stress testing 

 
Answer: A 
 
QUESTION 1509 
An organization plans to process marketing data using a Software as a Service (SaaS) application via the Internet To 
mitigate the associated risk, what is the information security manager's MOST important course of action? 
 

A. Include service level agreements (SLAs) in the contract 

B. Evaluate the application functionality 

C. Include right to audit in the contract 

D. Conduct a vendor security assessment 

 
Answer: D 
 
QUESTION 1510 
An organization has remediated a security flaw in a system. 
Which of the following should be done NEXT? 
 

A. Allocate budget for penetration testing 

B. Assess the residual risk 

C. Update the system's documentation 
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D. Share lessons learned with the organization 

 
Answer: D 
 
QUESTION 1511 
Which of the following is MOST helpful in identifying external and internal factors that could influence the organization's 
future information security posture? 
 

A. SWOT analysis 

B. Penetration testing 

C. Current risk tolerance 

D. IT balanced scorecard 

 
Answer: A 
 
QUESTION 1512 
Which of the following is the FIRST step when assessing risk? 
 

A. Identifying vulnerabilities 

B. Identifying assets 

C. Analyzing existing threats 

D. Analyzing existing controls 

 
Answer: B 
 
QUESTION 1513 
Which of the following is MOST effective in reducing the financial impact following a security breach leading to data 
disclosure? 
 

A. An incident response plan 

B. Backup and recovery strategy 

C. A data loss prevention (DLP) solution 

D. A business continuity plan (BCP) 

 
Answer: B 
 
QUESTION 1514 
Which of the following BEST enables effective information security governance? 
 

A. Established information security metrics 

B. Security-aware corporate culture 

C. Advanced security technologies 

D. Periodic vulnerability assessments 

 
Answer: B 
 
QUESTION 1515 
An online trading company discovers that a network attack has penetrated the firewall. 
What should be the information security manager's FIRST response? 
 

A. Implement mitigating controls 

B. Examine firewall logs to identity the attacker 

C. Notify the regulatory agency of the incident 

D. Evaluate the impact to the business. 
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Answer: B 
 
QUESTION 1516 
An organization establishes an internal document collaboration site. To ensure data confidently of each project group, it 
is MOST important to: 
 

A. Prohibit remote access to the site 

B. Periodically recertify access rights. 

C. Conduct vulnerability assessment 

D. Enforce document life cycle management 

 
Answer: B 
 
QUESTION 1517 
Which of the following is the MOST important reason to consider the role of the IT service desk when developing 
incident handling procedure ? 
 

A. The service desk provides a source for the identification of security incidents. 

B. Service desk personnel have information on how to resolve common systems issues /www 

C. The service desk provides information to prioritize systems recovery based on user demand 

D. Untrained service desk personnel may be a cause of security incidents. 

 
Answer: A 
 
QUESTION 1518 
Which of the following would BEST enable an effective response to a network-based attack? 
 

A. Deploying counterattacks on the source network 

B. Maintaining an incident playbook 

C. Enabling network time protocol synchronization 

D. Notifying the network service provider of incidents 

 
Answer: B 
 
QUESTION 1519 
Which of the following is MOST helpful to developing a comprehensive Information security strategy? 
 

A. Performing a business impact analysts (BIA). 

B. Conducting a risk assessment 

C. Adopting an industry framework 

D. Gathering business objectives 

 
Answer: D 
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