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QUESTION 362 
For the purpose of classification, which of the following is used to divide trust domain and trust boundaries? 
 

A. Network architecture 

B. Integrity 

C. Identity Management (IdM) 

D. Confidentiality management 

 
Answer: A 
 
QUESTION 363 
Which of the following is the key requirement for test results when implementing forensic procedures? 
 

A. The test results must be cost-effective. 

B. The test result must be authorized. 

C. The test results must be quantifiable. 

D. The test results must be reproducible. 

 
Answer: B 
 
QUESTION 364 
Which of the following is MOST effective in detecting information hiding in Transmission Control Protocol/ Internet 
Protocol (TCP/IP) traffic? 
 

A. Packet-filter firewall 

B. Content-filtering web proxy 

C. Stateful inspection firewall 

D. Application-level firewall 

 
Answer: C 
 
QUESTION 365 
An application team is running tests to ensure that user entry fields will not accept invalid input of any length. What type 
of negative testing is this an example of? 
 

A. Reasonable data 

B. Population of required fields 

C. Allowed number of characters 

D. Session testing 
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Answer: C 
 
QUESTION 366 
An Internet software application requires authentication before a user is permitted to utilize the resource. Which testing 
scenario BEST validates the functionality of the application? 
 

A. Reasonable data testing 

B. Input validation testing 

C. Web session testing 

D. Allowed data bounds and limits testing 

 
Answer: B 
 
QUESTION 367 
Which of the following techniques BEST prevents buffer overflows? 
 

A. Boundary and perimeter offset 

B. Character set encoding 

C. Code auditing 

D. Variant type and bit length 

 
Answer: B 
 
QUESTION 368 
A security architect is responsible for the protection of a new home banking system. Which of the following solutions 
can BEST improve the confidentiality and integrity of this external system? 
 

A. Intrusion Prevention System (IPS) 

B. Denial of Service (DoS) protection solution 

C. One-time Password (OTP) token 

D. Web Application Firewall (WAF) 

 
Answer: A 
 
QUESTION 369 
A security professional recommends that a company integrate threat modeling into its Agile development processes. 
Which of the following BEST describes the benefits of this approach? 
 

A. Reduce application development costs. 

B. Potential threats are addressed later in the Software Development Life Cycle (SDLC). 

C. Improve user acceptance of implemented security controls. 

D. Potential threats are addressed earlier in the Software Development Life Cycle (SDLC). 

 
Answer: D 
 
QUESTION 370 
What principle requires that changes to the plaintext affect many parts of the ciphertext? 
 

A. Encapsulation 

B. Permutation 

C. Diffusion 

D. Obfuscation 

 
Answer: C 
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QUESTION 371 
A security consultant has been hired by a company to establish its vulnerability management program. The consultant 
is now in the deployment phase. Which of the following tasks is part of this process? 
 

A. Select and procure supporting technologies. 

B. Determine a budget and cost analysis for the program. 

C. Measure effectiveness of the program's stated goals. 

D. Educate and train key stakeholders. 

 
Answer: C 
 
QUESTION 372 
Directive controls are a form of change management policy and procedures. Which of the following subsections are 
recommended as part of the change management process? 
 

A. Build and test 

B. Implement security controls 

C. Categorize Information System (IS) 

D. Select security controls 

 
Answer: A 
 
QUESTION 373 
Which of the following BEST describes how access to a system is granted to federated user accounts? 
 

A. With the federation assurance level 

B. Based on defined criteria by the Relying Party (RP) 

C. Based on defined criteria by the Identity Provider (IdP) 

D. With the identity assurance level 

 
Answer: C 
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