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QUESTION 386
What is the best way for mutual authentication of devices belonging to the same organization?

Token

Certificates

User ID and passwords
Biometric

o0w»

Answer: A

QUESTION 387
Which of the following encryption types is used in Hash Message Authentication Code (HMAC) for key distribution?

Symmetric
Asymmetric
Ephemeral
Permanent
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Answer: A

QUESTION 388
Compared with hardware cryptography, software cryptography is generally

less expensive and slower.
more expensive and faster.
more expensive and slower.
less expensive and faster.
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Answer: A

QUESTION 389

A financial company has decided to move its main business application to the Cloud. The legal department objects,
arguing that the move of the platform should comply with several regulatory obligations such as the General Data
Protection (GDPR) and ensure data confidentiality. The Chief Information Security Officer (CISO) says that the cloud
provider has met all regulations requirements and even provides its own encryption solution with internally-managed
encryption keys to address data confidentiality. Did the CISO address all the legal requirements in this situation?

A. No, because the encryption solution is internal to the cloud provider.
B. Yes, because the cloud provider meets all regulations requirements.
C. Yes, because the cloud provider is GDPR compliant.
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D. No, because the cloud provider is not certified to host government data.

Answer: B

QUESTION 390

An employee receives a promotion that entities them to access higher-level functions on the company's accounting
system, as well as keeping their access to the previous system that is no longer needed or applicable. What is the
name of the process that tries to remove this excess privilege?

Access provisioning
Segregation of Duties (SoD)
Access certification
Access aggregation
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Answer: B

QUESTION 391
Which of the following is PRIMARILY adopted for ensuring the integrity of information is preserved?

Data at rest protection

Transport Layer Security (TLS)
Role Based Access Control (RBAC)
One-way encryption

oow»

Answer: A

QUESTION 392
Which of the following offers the BEST security functionality for transmitting authentication tokens?

JavaScript Object Notation (JSON)

Terminal Access Controller Access Control System (TACACS)
Security Assertion Markup Language (SAML)

Remote Authentication Dial-In User Service (RADIUS)
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Answer: C

QUESTION 393
What is the MAIN purpose for writing planned procedures in the design of Business Continuity Plans (BCP)?

Establish lines of responsibility.
Minimize the risk of failure.

Accelerate the recovery process.
Eliminate unnecessary decision making.

00>

Answer: B

QUESTION 394
Why might a network administrator choose distributed virtual switches instead of stand-alone switches for network
segmentation?

To standardize on a single vendor

To ensure isolation of management traffic
To maximize data plane efficiency

To reduce the risk of configuration errors
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CISSP Exam Dumps CISSP Exam Questions CISSP PDF Dumps CISSP VCE Dumps

https://www.braindump2go.com/cissp.html



https://www.braindump2go.com/
https://www.braindump2go.com/
https://www.braindump2go.com/cissp.html
https://www.braindump2go.com/cissp.html
https://www.braindump2go.com/cissp.html
https://www.braindump2go.com/cissp.html
https://www.braindump2go.com/cissp.html
https://www.braindump2go.com/
https://www.braindump2go.com/

@Braindumng 0

Fist Try, FirstFass! Braindump2go Guarantee All Exams 100% Pass

One Time!
Answer: C

QUESTION 395
What is the foundation of cryptographic functions?

A. Cipher

B. Encryption
C. Hash

D. Entropy
Answer: A

QUESTION 396
Which of the following is the BEST reason to apply patches manually instead of automated patch management?

The cost required to install patches will be reduced.

The time during which systems will remain vulnerable to an exploit will be decreased.
The target systems reside within isolated networks.

The ability to cover large geographic areas is increased.

oo0w»

Answer: C

QUESTION 397
When should the software Quality Assurance (QA) team feel confident that testing is complete?

When release criteria are met

When the time allocated for testing the software is met
When senior management approves the test results
When the software has zero security vulnerabilities

o0w»

Answer: C

QUESTION 398

A system administration office desires to implement the following rules:

- An administrator that is designated as a skill level 3, with 5 years of experience, is allowed to perform system
backups, upgrades, and local administration.

- An administrator that is designated as a skill level 5, with 10 years of experience, is permitted to perform all actions
related to system administration.

Which of the following access control methods MUST be implemented to achieve this goal?

Discretionary Access Control (DAC)
Role Based Access Control (RBAC)
Mandatory Access Control (MAC)
Attribute Based Access Control (ABAC)

00>

Answer: B

QUESTION 399
Which of the following MUST a security policy include to be effective within an organization?

A list of all standards that apply to the policy
Owner information and date of last revision
Disciplinary measures for non-compliance

Strong statements that clearly define the problem
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Answer: B

QUESTION 400
What is the MOST efficient way to verify the integrity of database backups?

Test restores on a regular basis.
Restore every file in the system to check its health.

Use checksum as part of the backup operation to make sure that no corruption has occurred.

Run DBCC CHECKDB on a regular basis to check the logical and physical integrity of the
database objects.
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Answer: C
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