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QUESTION 127 
Which AWS service can a company use to manage encryption keys in the cloud? 
 

A. AWS License Manager 

B. AWS Certificate Manager (ACM) 

C. AWS CloudHSM 

D. AWS Directory Service 

 
Answer: C 
 
QUESTION 128 
A company sets up its AWS environment and creates eight IAM users for the development team. Which of the following 
is a best practice for the company to follow to grant permissions to these IAM users? 
 

A. Apply the principle of least privilege. Create one password, and set the password for each user. 

B. Provide the development team members with AWS account root user access. 

C. Apply the principle of least privilege. Attach a separate IAM policy for each individual user. 

D. Apply the principle of least privilege. Grant access to an IAM group, and add the eight users to 
that group. 

 
Answer: C 
 
QUESTION 129 
A company needs a firewall that will control network connections to and from a single Amazon EC2 instance. This 
firewall will not control network connections to and from other instances that are in the same subnet. 
Which AWS service or feature can the company use to meet these requirements? 
 

A. Network ACL 

B. AWS WAF 

C. Route table 

D. Security group 

 
Answer: A 
 
QUESTION 130 
Which statements represent the cost-effectiveness of the AWS Cloud? (Select TWO.) 
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A. Users can trade fixed expenses for variable expenses. 

B. Users can deploy all over the world in minutes. 

C. AWS offers increased speed and agility. 

D. AWS is responsible for patching the infrastructure. 

E. Users benefit from economies of scale. 

 
Answer: BD 
 
QUESTION 131 
Which AWS service or tool can automatically identity security groups that grant unrestricted internet access to a list of 
ports? 
 

A. AWS Firewall Manager 

B. AWS Trusted Advisor 

C. AWS Shield 

D. Amazon EC2 dashboard 

 
Answer: B 
 
QUESTION 132 
Which terms describe the on-demand AWS pricing model? (Select TWO.) 
 

A. Fixed term 

B. Pay-as-you-go 

C. Collocation 

D. Planned 

E. Variable expense 

 
Answer: BE 
 
QUESTION 133 
Which AWS service or tool offers consolidated billing? 
 

A. AWS Artifact 

B. AWS Budgets 

C. AWS Organizations 

D. AWS Trusted Advisor 

 
Answer: C 
 
QUESTION 134 
A company wants to build web and mobile applications that are scalable, secure, and easily integrated with AWS 
authentication services. What can the company use to develop these applications quickly and efficiently? 
 

A. AWS Elastic Beanstalk 

B. Amazon Lightsail 

C. AWS CodePipeline 

D. AWS Amplify 

 
Answer: D 
 
QUESTION 135 
Which AWS service provides a highly accurate and easy-to-use enterprise search service that is powered by machine 
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learning (ML)? 
 

A. Amazon Kendra 

B. Amazon SageMaker 

C. Amazon Augmented Al (Amazon A2I) 

D. Amazon Polly 

 
Answer: A 
 
QUESTION 136 
Which actions are within the scope of AWS Support? (Select TWO.) 
 

A. Debugging custom software 

B. Troubleshooting operational problems with AWS resources 

C. Performing system administration tasks 

D. Investigating issues detected by health checks 

E. Developing application code 

 
Answer: BC 
 
QUESTION 137 
A company provides a web-based ecommerce service that runs in two Availability Zones within a single AWS Region. 
The web service distributes content that is stored in the Amazon S3 Standard storage class. The company wants to 
improve the web service's performance globally. What should the company do to meet this requirement? 
 

A. Change the S3 storage class to S3 Intelligent-Tiering. 

B. Deploy an Amazon CloudFront distribution to cache web server content in edge locations. 

C. Use Amazon API Gateway for the web service 

D. Migrate the website ecommerce servers to Amazon EC2 with enhanced networking. 

 
Answer: B 
 
QUESTION 138 
A developer needs to maintain a development environment infrastructure and a production environment infrastructure 
in a repeatable fashion. Which AWS service should the developer use to meet these requirements? 
 

A. AWS Ground Station 

B. AWS Shield 

C. AWS loT Device Defender 

D. AWS CloudFormation 

 
Answer: D 
 
QUESTION 139 
Which AWS services are managed at the AWS Region level rather than globally? (Select TWO.) 
 

A. Amazon S3 

B. WS WAF 

C. Amazon EC2 

D. AWS Identity and Access Management (IAM) 

E. Amazon CloudFront 

 
Answer: AC 
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QUESTION 140 
Which of the following are included in AWS Enterprise Support? (Select TWO.) 
 

A. AWS technical account manager (TAM) 

B. AWS partner-led support 

C. AWS Professional Services 

D. Support of third-party software integration to AWS. 

E. 5-minute response time for critical issues 

 
Answer: AC 
 
QUESTION 141 
Which AWS service is suited for use cases that require data system? 
 

A. Amazon Elastic File System (Amazon EFS) 

B. Amazon FSx for Lustre 

C. Amazon Elastic Block Store (Amazon EBS) 

D. Amazon S3 

 
Answer: C 
 
QUESTION 142 
Which AWS services or features enable a user to establish a network connection from on premises to the AWS Cloud? 
 

A. AWS Direct Connect 

B. AWS Snowball 

C. Amazon S3 

D. VPN connection 

E. Amazon Connect 

 
Answer: A 
 
QUESTION 143 
A company needs to run a workload tor several batch image rendering applications. It is acceptable for the workload to 
experience downtime. Which Amazon EC2 pricing model would be MOST cost-effective in this situation? 
 

A. On-Demand Instances 

B. Reserved Instances 

C. Dedicated Instances 

D. Spot Instances 

 
Answer: D 
 
QUESTION 144 
A company is comparing the total cost of ownership (TCO) of resource deployment on premises with the TCO of 
resource deployment in the AWS Cloud. Which costs apply only to on-premises deployments? (Select TWO) 
 

A. Operating system licensing 

B. Facility operations 

C. Application licensing 

D. Database administration 

E. Hardware procurement 

 
Answer: AD 
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QUESTION 145 
Which AWS service provides domain registration, DNS routing and service health checks? 
 

A. AWS Direct Connect 

B. Amazon Route 53 

C. Amazon CloudFront 

D. Amazon API Gateway 

 
Answer: B 
 
QUESTION 146 
Which Amazon S3 feature or storage class gives a company the ability to recover files that have been accidently 
deleted? 
 

A. S3 Intelligent-Tiering 

B. S3 Standard 

C. S3 Lifecycle policies 

D. S3 Versioning 

 
Answer: B 
 
QUESTION 147 
What information is found on an AWS Identity and Access Management (IAM) credential report? (Select TWO.) 
 

A. The date and time when an IAM user's password was last used to sign in to the AWS 
Management Console 

B. The type of multi-factor authentication (MFA) device assigned to an IAM user. 

C. The User-Agent browser identifier for each IAM user currently logged in B 

D. Whether multi-factor authentication (MFA) has been enabled for an IAM user. 

E. The number of incorrect login attempts by each IAM user in the previous 30 days. 

 
Answer: AC 
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