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QUESTION 409 
A manufacturing company is selecting applications for a cloud migration. The company's main concern relates to the 
ERP system, which needs to receive data from multiple industrial systems to generate the executive reports. Which of 
the following will provide the details needed for the company's decision regarding the cloud migration? 
 

A. Standard operating procedures 

B. Feasibility studies 

C. Statement of work 

D. Benchmarks 

 
Answer: B 
 
QUESTION 410 
Which of the following BEST explains why there should be an established communication policy between CSPs and 
clients? 
 

A. To set guidelines for securing network traffic for all communications with endpoints on the 
corporate local area network 

B. To ensure all staff know the acceptable guidelines for representing themselves on social media. 

C. To have protocols in place for notifying staff when a cloud outage occurs. 

D. To have proper procedures in place for interactions between internal departments and cloud 
vendors submitting bids for software or service. 

 
Answer: C 
 
QUESTION 411 
Which of the following documents has the sole purpose of outlining a professional services engagement that governs a 
proposed cloud migration? 
 

A. Gap analysis 

B. Statement of work 

C. Feasibility study 

D. Service level agreement 

 
Answer: D 
 
QUESTION 412 
Which of the following explains why a cloud provider would establish and publish a format data sanitization policy for its 
clients? 
 

A. To establish guidelines for how the provider will cleanse any data being imported during a cloud 
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migration 

B. To be transparent about how the CSP will handle malware infections that may impact systems 
housing client data 

C. To provide a value add for clients that will assist in cleansing records at no additional charge 

D. To ensure clients feel comfortable about the handling of any leftover data after termination of the 
contract 

 
Answer: D 
 
QUESTION 413 
Which of the following is true about the use of technologies such as JSON and XML for cloud data interchange and 
automation tasks? 
 

A. It can cause cloud vendor lock-in 

B. The company needs to define a specific programming language for cloud management. 

C. The same message format can be used across different cloud platforms. 

D. It is considered an unsafe format of communication. 

 
Answer: C 
 
QUESTION 414 
Which of the following deployment models includes application components on a company's network as well as on the 
Internet? 
 

A. Private 

B. Public 

C. Community 

D. Hybrid 

 
Answer: D 
 
QUESTION 415 
Monthly cloud service costs are BEST described as: 
 

A. operating expenditures. 

B. fixed expenditures. 

C. capital expenditures. 

D. personnel expenditures. 

 
Answer: A 
 
QUESTION 416 
An architect recently discovered new opportunities the cloud can provide to the company. A business analyst is 
currently working with the architect to document the business use-case scenarios. Which of the following should be the 
architect's NEXT step? 
 

A. Initialize a PoC. 

B. Conduct a feasibility study. 

C. Perform a gap analysis. 

D. Gather cloud requirements. 

 
Answer: A 
 
QUESTION 417 
Which of the following cloud migration methods would take full advantage of the cloud computing model? 
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A. Rip and replace 

B. Lift and shift 

C. Phased 

D. Hybrid 

 
Answer: D 
 
QUESTION 418 
A company hired a DevOps engineer to move business systems to the cloud. The current systems administrator does 
not have scripting experience and has been deploying servers manually. Which of the following would BEST optimize 
this process? 
 

A. Infrastructure as code deployment model 

B. API integration to a cloud provider 

C. Load testing 

D. Continuous delivery/continuous integration 

 
Answer: A 
 
QUESTION 419 
A startup company that provides streaming media services is considering a new CSP. The company sees an average 
volume of 5000TB daily and high QoS. It has received the following bids: 

 
Based on the information above, which of the following CSPs offers the MOST cost-effective solution for streaming? 
 

A. Provider 1 

B. Provider 2 

C. Provider 3 

D. Provider 4 

 
Answer: A 
 
QUESTION 420 
A company is planning to use cloud computing to extend the compute resources that will run a new resource-intensive 
application. A direct deployment to the cloud would cause unexpected billing. Which of the following must be generated 
while the application is running on-premises to predict the cloud budget for this project better? 
 

A. Proof or concept 

B. Benchmark 

C. Baseline 

D. Feasibility study 

 
Answer: C 
 
QUESTION 421 
A cloud service provider is marketing its new PaaS offering to potential clients. Which of the following companies would 
MOST likely be interested? 
 

A. A company specializing in application development 
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B. A company with many legacy applications 

C. A company with proprietary systems 

D. A company that outsources support of its IT systems 

 
Answer: A 
 
QUESTION 422 
A software developer wants to ensure a packaged application can be deployed in different environments without 
modifying anything but the application settings. The developer creates an image and provides instructions for the 
systems administrator to use for deployment. This is an example of: 
 

A. application versioning. 

B. source code control. 

C. containerization. 

D. deployment automation. 

 
Answer: B 
 
QUESTION 423 
Which of the following is used to build and manage interconnections between cloud resources within the same cloud 
environment? 
 

A. Firewall 

B. Software-defined network 

C. Virtual private network 

D. Direct Connect 

 
Answer: A 
 
QUESTION 424 
Which of the following allows an IP address to be referenced via an easily remembered name for a SaaS application? 
 

A. DNS 

B. CDN 

C. VPN 

D. WAN 

 
Answer: A 
 
QUESTION 425 
A business analyst is examining a report and notices compute costs are very high for four cloud-based, load-balanced 
virtual machines hosting an application. The application will be in use for at least two more years, but there are no 
developers available to help optimize it. Which of the following should the analyst recommend to BEST reduce costs 
without impacting performance? 
 

A. Decommission a virtual machine. 

B. Change to a pay-as-you-go plan. 

C. Convert the application to a SaaS solution. 

D. Switch the virtual machines to reserved instances. 

 
Answer: C 
 
QUESTION 426 
A project manager is interested in the notification process a CSP follows after discovering a breach of customer data. 
Which of the following is MOST likely to provide the necessary information? 
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A. Communication plans 

B. Incident response policy 

C. Service level agreement 

D. Access controls 

 
Answer: A 
 
QUESTION 427 
A company is evaluating the capital expenditure necessary to modernize its on-premises datacenter. Management has 
directed that 50% of capital expenditure be reallocated to operating expenditure. Which of the following cloud 
characteristics applies? 
 

A. BYOL 

B. Billing chargeback 

C. Pay-as-you-go 

D. High availability 

 
Answer: C 
 
QUESTION 428 
A Chief Information Officer (CIO) wants to identify two business units to be pilots for a new cloud project. A business 
analyst who was recently assigned to this project will be selecting a cloud provider. Which of the following should the 
business analyst do FIRST? 
 

A. Conduct a feasibility study of the environment. 

B. Conduct a benchmark of all major systems. 

C. Draw a matrix diagram of the capabilities of the cloud providers. 

D. Gather business and technical requirements for key stakeholders. 

 
Answer: D 
 
QUESTION 429 
In a DevOps environment there is a requirement to start building application solutions in an efficient manner without any 
dependent components. Which of the following should a DevOps engineer do to meet these requirements? 
 

A. Build the applications in QA, and then enable resource tagging. 

B. Build the applications in QA, and then clone and deploy them in production. 

C. Use templates for building the applications. 

D. Use templates and enable auto-scaling. 

 
Answer: D 
 
QUESTION 430 
Which of the following are considered secure access types of hosts in the cloud? (Choose two.) 
 

A. HTTPS 

B. HTTP 

C. SSH 

D. Telnet 

E. RDP 

F. FTP 

 
Answer: AC 
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QUESTION 431 
A cloud risk assessment indicated possible outages in some regions. In response, the company enabled geo-
redundancy for its cloud environment. Which of the following did the company adopt? 
 

A. Risk mitigation 

B. Risk acceptance 

C. Risk transference 

D. Risk avoidance 

 
Answer: D 
 
QUESTION 432 
A cloud administrator notices users call to report application performance degradation between 1:00 p.m. and 3:00 p.m. 
every day. Which of the following is the BEST option for the administrator to configure? 
 

A. Locality 

B. Block storage 

C. Right-sizing 

D. Auto-scaling 

 
Answer: D 
 
QUESTION 433 
A company is moving its long-term archive data to the cloud. Which of the following storage types will the company 
MOST likely use? 
 

A. File 

B. Object 

C. Tape 

D. Block 

 
Answer: B 
 
QUESTION 434 
Which of the following policies is MOST critical for being in compliance with regulatory agencies? 
 

A. Incident response 

B. Communication 

C. Department-specific 

D. Change management 

 
Answer: A 
 
QUESTION 435 
A company purchased insurance due to the risks involved with a cloud migration project. Which of the following risk 
response strategies is this an example of? 
 

A. Mitigation 

B. Avoidance 

C. Acceptance 

D. Transference 

 
Answer: D 
 
QUESTION 436 
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A company's current billing agreement is static. If the company were to migrate to an entirely IaaS-based setup, which 
of the following billing concepts would the company be adopting? 
 

A. Enterprise agreement 

B. Perpetual 

C. Variable cost 

D. Fixed cost 

 
Answer: C 
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