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QUESTION 388 
A business analyst is using a public cloud provider's CRM service to manage contacts and organize all communication. 
Which of the following cloud service models is the analyst using? 
 

A. IaaS 

B. SaaS 

C. DBaaS 

D. PaaS 

 
Answer: B 
 
QUESTION 389 
Which of the following would be expected from a security consultant who has been hired to investigate a data breach of 
a private cloud instance? 
 

A. Incident report 

B. Application scan results 

C. Request for information 

D. Risk register 

 
Answer: A 
 
QUESTION 390 
Which of the following storage types will BEST allow data to be backed up and retained for long periods of time? 
 

A. Solid state storage 

B. Block storage 

C. Object storage 

D. File storage 

 
Answer: C 
 
QUESTION 391 
Which of the following are aspects of cloud data availability? (Choose two.) 
 

A. Resource tagging 

B. Data sovereignty 

C. Locality 

D. Zones 

E. Geo-redundancy 
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F. Auto-scaling 

 
Answer: DE 
 
QUESTION 392 
A business analyst is comparing utilization for a company's cloud servers on a financial expenditures report. The usage 
report is as follows: 

 
Which of the following instances represents the highest utilization? 
 

A. Mail server 

B. Application server 

C. File server 

D. Web server 

 
Answer: D 
 
QUESTION 393 
After a cloud migration, a company hires a third party to conduct an assessment to detect any cloud infrastructure 
vulnerabilities. Which of the following BEST describes this process? 
 

A. Hardening 

B. Risk assessment 

C. Penetration testing 

D. Application scanning 

 
Answer: B 
 
QUESTION 394 
For which of the following reasons is the infrastructure as code technique used? 
 

A. To improve the ability to migrate applications to different cloud providers to avoid vendor lock-in. 

B. To specify the hardware configuration and system installation procedures in machine-readable 
formats. 

C. To capture the system configurations to track changes and remediate configuration drift. 

D. To assign server administration responsibilities to software developers for application 
deployments. 

 
Answer: B 
 
QUESTION 395 
Which of the following strategies allows an organization to plan for cloud expenditures in a way that most closely aligns 
with the capital expenditure model? 
 

A. Simplifying contract requirements 

B. Implementing consolidated billing 

C. Considering a BYOL policy 

D. Using reserved cloud instances 

 
Answer: D 
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QUESTION 396 
A network team establishes a new connection to an IaaS CSP that is more efficient and has networking costs that are 
25% less than previous monthly expenditures. The bill outlines the following costs: 
Storage: $10000 
Compute: $12000 
Network: $7000 
Which of the following will be the total cloud expenditure for the following month? 
 

A. $26000 

B. $26250 

C. $27250 

D. $29000 

 
Answer: C 
 
QUESTION 397 
An organization determines it cannot go forward with a cloud migration due to the risks involved. Which of the following 
types of risk response does this describe? 
 

A. Acceptance 

B. Transference 

C. Avoidance 

D. Mitigation 

 
Answer: C 
 
QUESTION 398 
A cloud developer chooses to use private key encryption for all traffic in a new application. Which of the following 
security concerns does this BEST describe? 
 

A. Integrity 

B. Confidentiality 

C. Availability 

D. Authorization 

 
Answer: B 
 
QUESTION 399 
Which of the following is related to data availability in the cloud? 
 

A. Resiliency 

B. Deduplication 

C. Scalability 

D. Elasticity 

 
Answer: A 
 
QUESTION 400 
A cloud administrator is reviewing the requirements for a SaaS application and estimates downtime will be very 
expensive for the organization. Which of the following should the administrator configure to minimize downtime? 
(Choose two.) 
 

A. Continuous deployment 

B. Right-sizing 
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C. Availability zones 

D. Geo-redundancy 

E. Hardening 

F. Backups 

 
Answer: DF 
 
QUESTION 401 
A business analyst is reviewing a software upgrade plan. The plan mentions the term "hash" value. Which of the 
following BEST represents what this term implies? 
 

A. Non-repudiation of data 

B. Integrity of data 

C. Confidentiality of data 

D. Availability of data 

 
Answer: B 
 
QUESTION 402 
Which of the following allows for the management of network policies from a central portal while maintaining a 
hardware-agnostic approach? 
 

A. Virtual private network 

B. Software-defined network 

C. Load balancing 

D. Direct Connect 

 
Answer: B 
 
QUESTION 403 
A company would like to improve its current DR plan with an emphasis on high availability. Which of the following 
metrics should the company focus on? 
 

A. MTTR 

B. RTO 

C. QoS 

D. RPO 

 
Answer: B 
 
QUESTION 404 
Which of the following should be enforced for billing recognition to allow department members to provision their own 
cloud resource? 
 

A. Sandboxing 

B. BYOL 

C. Resource tagging 

D. Reserved instances 

 
Answer: C 
 
QUESTION 405 
A business analyst is comparing used vs. allocated storage cost for each reserved instance on a financial expenditures 
report related to the cloud. The CSP is currently billing at the following rates for storage: 
- $1.50 per GB of used space 
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- $0.75 per GB of allocated space 
The operating expenditures the analyst is reviewing are as follows: 

 
Given this scenario, which of the following servers is costing the firm the least, and which should have storage 
increased due to over 70% utilization? 
 

A. Least: File server 
Optimize: Application server 

B. Least: Application server 
Optimize: Mail server 

C. Least: Mail server 
Optimize: File server 

D. Least: Application server 
Optimize: File server 

 
Answer: D 
 
QUESTION 406 
Which of the following BEST describes the open-source licensing model for application software? 
 

A. Software is free to use, but the source code is not available to modify. 

B. Modifications to existing software are not allowed. 

C. Code modifications must be submitted for approval. 

D. Source code is readily available to view and use. 

 
Answer: D 
 
QUESTION 407 
A business is experiencing an outage of a customer-facing e-commerce website after a SaaS-based CDN upgrade. 
The RTO is 5 minutes or less, but it has already been 10 minutes since the outage. After 15 minutes, the CDN recovers 
for the outage. The business loses $25000 in revenue per minute of the outage. Which of the following is the financial 
impact to the business? 
 

A. $250000 

B. $350000 

C. $375000 

D. $400000 

 
Answer: C 
 
QUESTION 408 
Which of the following cloud migration methods would be BEST suited for disaster recovery scenarios? 
 

A. Replatforming 

B. Phased 

C. Rip and replace 

D. Lift and shift 

 
Answer: A 
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